
CUSTOMER CONTRACT REQUIREMENTS
US Army Marine Corps

CUSTOMER CONTRACT SPRHA2-26-Q-0227

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a  Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).  

52.204-7 System for Award Management (NOV 2024).   

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011).  This clause applies
only if performance under this contract requires Seller to have routine physical access to a  Federally-
controlled facility and/or routine access to a  Federally-controlled information system.

52.204-13 System for Award Management Maintenance. (OCT 2018).  

52.204-18 Commercial and Government Entity Code Maintenance (AUG 2020).  

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021).   

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab Covered Entities (DEC 2023).  
In paragraph (c)(1), the term "Government" shall mean "Government or Buyer" and the term
"Contracting Officer" shall mean "Buyer." All reporting required by paragraph (c) shall be reported
through Buyer. Seller shall report the information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).   

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023).  
In paragraph (b), if an exception has been granted by the Contracting Officer, notice shall be provided
to Seller through Buyer.

52.204-30 Federal Acquisition Supply Chain Security Act Orders—Prohibition (DEC 2023).  
Paragraph (c)(1) is deleted and reserved. The terms "Contractor" and "contractor" mean "Seller." In
paragraph (b)(3) the term solicitation refers to the solicitation from the Government. In paragraphs
(b)(5)(i)(A), (c)(3)(i), (c)(4)(i)(C), the term "Government" means "Government or Buyer." In paragraphs
(c) and (d) the terms "contracting officer" and "Contracting Officer" mean "Buyer." Paragraph (c)(2) is
deleted and replaced with the following: If the Seller or Buyer identifies a  new FASCSA order(s) that
could impact their supply chain, then the Seller shall cooperate with Buyer to conduct a  reasonable
inquiry to identify whether a  covered article or product or service produced or provided by a  source
subject to the FASCSA order(s) was provided to the Government or Buyer or used during contract
performance. In paragraph (c)(3)(i), reference to paragraph (c)(3)(ii) is deleted and the last sentence is
deleted and replaced with the following: For indefinite delivery contracts, Seller shall report to Buyer.
Paragraph (c)(3)(ii) is deleted and reserved. In paragraph (c)(4)(ii), "10 business days" is replaced with
"5 business days." In paragraph (e)(2) the term "Government" means "Government or Buyer," the
term "solicitation" means "solicitation or contract," and the last sentence is deleted and replaced with
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the following: Seller and Seller’s subcontractors shall notify their subcontractors, and suppliers under
other contractual instruments, that the FASCA orders in the contract that are not in SAM apply to the
contract and all subcontracts.

52.211-5 Material Requirements (AUG 2000).  The term "Contracting Officer" shall mean "Buyer."

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a
priority rating is noted in this contract.

52.219-28 Post-Award Small Business Program Representation (JAN 2025).  In paragraphs (b) and
(c) , delete "...or, if applicable paragraph (h) of this clause..." Delete paragraph (d) and insert the
following in lieu thereof: "Seller shall represent its size status in accordance with SBA's size code
standards in effect at the time of this representation to Buyer. The size status shall correspond to the
North American Industry Classification System (NAICS) code applicable to Seller's contract." Delete
paragraphs (e) and (h). Delete paragraph (f) and insert the following paragraph (f) in lieu thereof:
"Seller shall make the representation required by paragraphs (b) and (c) of this clause by submitting
an updated Buyer Form F70102 or updating Seller's profile information on line in Buyer's SPVR
system."      

52.222-18 Certification Regarding Knowledge of Child Labor for Listed End Products (FEB
2001).  In (c), "Government" means Buyer.

52.222-19 Child Labor - Cooperation with Authorities and Remedies (JAN 2025).  In paragraph (b),
the term "solicitation" refers to the prime solicitation. In paragraph (d), "Contracting Officer" means
Buyer.

52.222-20 Contracts for Materials, Supplies, Articles, and Equipment (JUN 2020).  This clause
applies if this contract exceeds or may exceed the threshold specified in FAR 22.602 on date of award
of the prime contract.

52.222-50 Combating Trafficking in Persons (OCT 2025).  The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller must inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a  Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.223-11 Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons
(MAY 2024).   

52.223-23 Sustainable Products and Services  Deviation (MAR 2025).  

52.224-3 Privacy Training (JAN 2017).  The term "Contracting Officer" shall mean "Contracting Officer
or Buyer". This clause applies if Seller employees will (1) Have access to a  system of records; (2)
Create, collect, use, process, store, maintain, disseminate, disclose, dispose, or otherwise handle
personally identifiable information; or (3) Design, develop, maintain, or operate a  system of records.

52.226-8 Encouraging Contractor Policies To Ban Text Messaging While Driving (MAY 2024).  

52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013).  

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023).  This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.
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52.240-1 Prohibition on Unmanned Aircraft Systems Manufactured or Assembled by American
Security Drone Act—Covered Foreign Entities (NOV 2024).  

52.246-2 Inspection of Supplies-Fixed Price (AUG 1996).  The term “Government” means
“Government and/or Buyer”, except in paragraph (b) the second time it appears, and paragraphs (f),
(h), (j), and (l), where the term “Government” means “Buyer”. The term “Contracting Officer” means
“Buyer”.

2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).   

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting
  Deviation (MAY 2024).  
This clause applies if the Contract is for operationally critical support or where performance will involve a
covered contractor information system.  The term “contractor” retains its original meaning wherever the
word is not capitalized. In the terms “Contractor attributional/proprietary information,” “Contractor
information system” and "covered contractor information system," the term "contractor" also retains its
original meaning.  In paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or
Buyer.”   In paragraph (m)(2), the term “prime Contractor” retains its original meaning. In accordance with
paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request to the Contracting Officer to vary
from NIST SP 800-171. Reporting to Buyer in accordance with (m)(2)(ii) shall be accomplished via
abuse@Boeing.com with a copy to the Buyer's Authorized Procurement Representative. The Boeing 1st tier
subcontractor promptly shall report lower tier subcontractor information it receives.  

Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause 252.204-
7012 (DEVIATION 2024-O0013) as modified by the preceding paragraph, or (ii) that, pursuant to
paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a variance from the
requirements of NIST SP 800-171, to the US Government Contracting Office and that Seller’s request for
such variance was approved by an authorized representative of the DoD CIO. 

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (JAN 2023).  

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services  (JAN 2023).  In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2023).  This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a  Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.  
 
Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.211-7003 Item Unique Identification and Valuation (JAN 2023).  This clause applies if this
Contract acquires any item for which unique item identification is required as defined in the Contract. 
 

252.223-7008 Prohibition of Hexavalent Chromium (JAN 2023).  "Contracting Officer" shall mean
Buyer.

252.223-7009 Prohibition of Procurement of Fluorinated Fire-Fighting Agent for Use on Military
Installations (MAR 2024).  
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252.225-7013 Duty Free Entry (AUG 2025).  This clause applies if the contract is for qualifying
country components or nonqualifying country components for which Seller estimates that duty will
exceed $200 per unit.
The term “Contractor” shall mean “Seller” when it is capitalized. In paragraph (a). “Government”
means “Government or Buyer.” The “number of the subcontract for foreign supplies” shall mean “this
Contract number.” Paragraphs (c)(2)(ii) and (h)(10)(ii) shall be modified as follows: “Competitive sale
made, directed, or authorized by the Contracting Officer through Buyer.” The notification in paragraph
(h) shall be made to the Administrative Contracting Officer (ACO) and Buyer as soon as possible, but at
least 60 days prior to each shipment.
Seller shall promptly provide any information requested by Buyer or the Government to support Seller’s
application for Duty-Free Entry.
It is the Seller’s responsibility to request from Buyer any information required by Seller to obtain Duty-
Free Entry. Seller is responsible for providing the Duty-Free Certificate to the U.S. Customs & Border
Protection upon request by the required deadline to avoid any additional costs. Buyer is not
responsible for the Government’s denial of Seller’s request for Duty-Free Entry for any reason,
including Seller’s products, shipping practices, or any delay, inaccuracies or failure to implement the
processes for submitting information in compliance with this clause or Government instructions or
guidance.

252.225-7048 Export-Controlled Items (JUN 2013).  

252.225-7972 Prohibition on the Procurement of Foreign-Made Unmanned Aircraft
Systems.  Deviation (AUG 2024).  

252.243-7001 Pricing of Contract Modifications (DEC 1991).  

252.244-7000 Subcontracts for Commercial Products or Commercial Services  (NOV 2023).   

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (JAN
2023).  This clause applies to contracts for electronic parts or assemblies containing electronic parts or
for contracts for the performance of authentication testing. The introductory text is deleted and only
paragraphs (a) through (e) apply. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts (JAN 2023).  This clause applies if the Contract is for
electronic parts or assemblies containing electronics parts, unless  Seller is the original manufacturer of
the electronic parts. The term “Contractor” means Seller and the term “subcontractor” means Seller’s
lower-tier suppliers.   In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means “Buyer’s
Authorized Procurement Representative.”  Seller’s notification shall include, at a  minimum, 
identification of the electronic parts being procured, identification of Seller’s lower-tier supplier
providing such electronic parts, Seller’s rationale on acceptability  of procuring such parts (including risk
mitigation), and identification of the product using such parts (by lot or serial numbers).

252.247-7023 Transportation of Supplies by Sea-Basic (OCT 2024).  This clause applies if this
contract is for supplies that  are of a  type described in paragraph (c)(2) of this clause. In paragraph
(e), "45 days" is changed to "60 days." In paragraph (h) "Government" means Buyer. If this contract
exceeds the simplified acquisition threshold, paragraphs (a)-(j) apply. If this contract is at  or below the
simplified acquisition threshold, paragraphs (a)-(f) and (j) apply. 

3. Commercial Items  If goods or services being procured under this contract are commercial products and/or
commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).   

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (MAY
2024).  This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system.  The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning.  In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a  copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives.   Seller represents and warrants that (i) it is in compliance with

BDS Terms and Conditions Guide Effective: 05/13/2026
Page 4 of 5



the requirements of DFARS Clause 252.204-7012 as modified by the preceding paragraph, or (ii) that,
pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a  variance
from the requirements of NIST SP 800-171, to the US Government Contracting Office and that Seller’s
request for such variance was approved by an authorized representative of the DoD CIO.  

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (JAN 2023).  

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services  (JAN 2023).  In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2023).  This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a  Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.  
 
Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.211-7003 Item Unique Identification and Valuation (JAN 2023).  This clause applies if this
Contract acquires any item for which unique item identification is required as defined in the Contract. 
 

252.223-7008 Prohibition of Hexavalent Chromium (JAN 2023).  "Contracting Officer" shall mean
Buyer.

252.225-7048 Export-Controlled Items (JUN 2013).  

252.225-7972 Prohibition on the Procurement of Foreign-Made Unmanned Aircraft Systems. (AUG
2024).  

252.244-7000 Subcontracts for Commercial Products or Commercial Services  (NOV 2023).   

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (JAN
2023).  This clause applies to contracts for electronic parts or assemblies containing electronic parts or
for contracts for the performance of authentication testing. The introductory text is deleted and only
paragraphs (a) through (e) apply. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts (JAN 2023).  This clause applies if the Contract is for
electronic parts or assemblies containing electronics parts, unless  Seller is the original manufacturer of
the electronic parts. The term “Contractor” means Seller and the term “subcontractor” means Seller’s
lower-tier suppliers.   In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means “Buyer’s
Authorized Procurement Representative.”  Seller’s notification shall include, at a  minimum, 
identification of the electronic parts being procured, identification of Seller’s lower-tier supplier
providing such electronic parts, Seller’s rationale on acceptability  of procuring such parts (including risk
mitigation), and identification of the product using such parts (by lot or serial numbers).

252.247-7023 Transportation of Supplies by Sea-Basic (OCT 2024).  This clause applies if this
contract is for supplies that  are of a  type described in paragraph (c)(2) of this clause. In paragraph
(e), "45 days" is changed to "60 days." In paragraph (h) "Government" means Buyer. If this contract
exceeds the simplified acquisition threshold, paragraphs (a)-(j) apply. If this contract is at  or below the
simplified acquisition threshold, paragraphs (a)-(f) and (j) apply. 

4. AFFARS Clauses  The following contract clauses are incorporated by reference from the Air Force Federal
Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses,
"Contractor" means Seller.

5352.223-9000 Elimination of Use of Class I Ozone Depleting Substances (ODS)  (NOV 2012).  
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