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CUSTOMER CONTRACT REQUIREMENTS
National Team
CUSTOMER CONTRACT HQ0854-24-C-0001

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (JUN 2020). This clause applies if
the contract exceeds the simplified acquisition threshold, as defined in the Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.203-7 Anti-Kickback Procedures (JUN 2020). Buyer may withhold from sums owed Seller the
amount of any kickback paid by Seller or its subcontractors at any tier if (a) the Contracting Officer so
directs, or (b) the Contracting Officer has offset the amount of such kickback against money owed
Buyer under the prime contract. This clause, excluding subparagraph (c)(1), applies if this contract
exceeds the threshold specified in FAR 3.502-3(i) on the date of subcontract award.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (MAY
2014). This clause applies to this contract if the Seller, its employees, officers, directors or agents
participated personally and substantially in any part of the preparation of a proposal for this contract.
The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to violations of the Act
(as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (MAY 2014). This clause applies
only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract
issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after
October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended after
October 1, 2010 to increase the Simplified Acquisition Threshold.If the Government reduces Buyer's
price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from
sums owed Seller the amount of the reduction.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal
Transactions (SEP 2007). This clause applies only if this contract exceeds (i) $100,000 if included in
Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to
October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition
Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (JUN 2020). This
clause applies if this contract exceeds the threshold specified in FAR 3.808 on the date of subcontract
award. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any
disclosure required (with written notice to Boeing) directly to the PCO for the prime contract. Boeing
will identify the cognizant Government PCO at Seller's request. Each subcontractor certification will be
retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (NOV 2021). This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.
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52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-2 Security Requirements (MAR 2021). The reference to the Changes clause means the
changes clause of this Contract. This clause applies only if the Contract involves access to classified
material.

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011). This clause applies
only if performance under this contract requires Seller to have routine physical access to a Federally-
controlled facility and/or routine access to a Federally-controlled information system.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (JUN

2020). Delete all paragraphs and replace with the following: "If Seller meets the executive
compensation reporting requirements of 52.204-10, Seller shall provide the required executive
compensation information by maintaining an active registration in the U.S. government System for
Award Management (SAM) in accordance with 52.204-7. The required information of 52.204-10 will be
made public."

52.204-13 System for Award Management Maintenance. (OCT 2018).

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021). This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab Covered Entities (DEC 2023). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).

Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023). In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (NOV 2021). This clause applies if the contract exceeds the
threshold specified in FAR 9.405-2(b) on the date of subcontract award. Seller agrees it is not
debarred, suspended, or proposed for debarment by the Federal Government. Seller shall disclose to
Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not
debarred, suspended, or proposed for debarment by the Federal Government. This clause does not
apply if the contract is for commercially available off-the shelf items.

52.211-15 Defense Priority and Allocation Requirements (APR 2008). This clause is applicable if a
priority rating is noted in this contract.

52.215-2 Audit and Records - Negotiation (JUN 2020). This clause applies if this contract

exceeds the simplified acquisition threshold, as defined in FAR 2.101 on the date of subcontract

award and (i) is cost-reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable
type or any combination of these types; (ii) for which cost or pricing data is required, or (iii) that require
Seller to furnish reports as discussed in paragraph (e) of this clause. Notwithstanding the above,
Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (AUG 2011). This clause
applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise
exempt. In subparagraph (3) of paragraph (a), insert "of this contract" after "price or cost." In
Paragraphs (c)(1), (c)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean "Contracting Officer or
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Buyer." In Subparagraph (c)(2)(i)(A), delete "to the Contracting Officer." In Subparagraph (c)(2)(ii)(B),
"Government" shall mean "Government or Buyer." In Paragraph (d), "United States" shall mean
"United States or Buyer."

52.215-12 Subcontractor Certified Cost or Pricing Data Deviation (OCT 2021). This clause applies
if this contract exceeds $2 million, on the date of agreement on price or the date of award, whichever
is later, or if there is a contract modification involving a pricing adjustment expected to exceed $2
million, and is not otherwise exempt. The certificate required by paragraph (b) of the referenced clause
shall be modified as follows: delete "to the Contracting Officer or the Contracting Officer's
representative" and substitute in lieu thereof "to The Boeing Company or The Boeing Company's
representative (including data submitted, when applicable, to an authorized representative of the U.S.
Government)."

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010). This clause applies to this
contract if it meets the requirements of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than
Pensions (JUL 2005). This clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997). This clause applies to this contract if it
meets the requirements of FAR 15.408(k).

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified
Cost and Pricing Data - Modifications (NOV 2021). This clause applies if this contract exceeds the
threshold set forth in FAR 15.403-4 (a)(1) on the date of the agreement on price or the date of the
award, whichever is later. The term "Contracting Officer" shall mean Buyer. Insert the following in
lieu of paragraph (a)(2): "Buyer’s audit rights to determine price reasonableness shall also apply to
verify any request for an exception under this clause. For items priced using catalog or market prices,
or law or regulation, access does not extend to cost or profit information or other data relevant solely
to the Contractor’s determination of the prices to be offered in the catalog or marketplace.”

52.215-23 Limitations on Pass-Through Charges. (JUN 2020). This clause applies if the contract is a
cost-reimbursement contract that exceeds the simplified acquisition threshold, as defined in FAR 2.101
on the date of contract award. If the contract is with DoD, then this clause applies to all cost-
reimbursement contracts and fixed-price contracts, except those identified in 15.408(n)(2)(i)(B)(2), that
exceed the threshold for obtaining cost or pricing data in FAR 15.403-4 on the date of contract award.
In paragraph (c), "Contracting Officer" shall mean Buyer.

52.219-8 Utilization of Small Business Concerns (FEB 2024).

52.219-9 Small-Business Subcontracting Plan (SEP 2023). This clause applies if this contract
exceeds the applicable threshold specified in FAR 19.702(a) on the date of subcontract award and
Seller is not a small business concern. Seller shall adopt a subcontracting plan that complies with the
requirements of this clause. In addition, Seller shall submit to Buyer Form X31162, Small Business
Subcontracting Plan Certificate of Compliance. In accordance with paragraph (d)(10) (v), Seller agrees
that it will submit the ISR and/or SSR using eSRS, and, in accordance with paragraph (d)(10)(vii), Seller
agrees to provide the prime contract number, its own unique entity identifier, and the email address of
Seller's official responsible for acknowledging or rejecting the ISRs, to its subcontractors with
subcontracting plans. In accordance with paragraph (d)(10)(vi), the following information is provided:
(1) the prime contract number is M8JLMEHIADQ5, and the email address of Buyer's official responsible
for acknowledging receipt of or rejecting ISRs is (contact Buyer's Authorized Procurement
Representative.)

52.219-28 Post-Award Small Business Program Representation (FEB 2024). In paragraphs (b) and
(c) , delete "...or, if applicable paragraph (h) of this clause..." Delete paragraph (c) and insert the
following paragraph (d) in lieu thereof: "Seller shall represent its size status in accordance with SBA's
size code standards in effect at the time of this representation to Buyer. The size status shall
correspond to the North American Industry Classification System (NAICS) code applicable to Seller's
contract." Delete paragraphs (e) and (h). Delete paragraph (f) and insert the following paragraph (f) in
lieu thereof: "Seller shall make the representation required by paragraphs (b) and (c) of this clause by
submitting an updated Buyer Form F70102 or updating Seller's profile information on line in Buyer's
SPVR system."

52.222-35 Equal Opportunity for Veterans. (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
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exempted by rules, regulations or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020). This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-37 Employment Reports on Veterans (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (NOV 2021). The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (MAY 2022). This clause applies to all subcontracts
that (1) are for (i) services (except for commercial services that are part of the purchase of a COTS
item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more
than $3,500; and (3) includes work performed in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (JUN 2020). This
clause applies if the contract exceeds the micro-purchase threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.225-8 Duty-Free Entry (OCT 2010). This clause applies only if this contract identifies supplies to
be afforded duty-free entry or if foreign supplies in excess of $15,000 may be imported into the
customs territory of the United States. Any notification required to be made to, or received from, the
Contracting Officer or the cognizant contract administration office, shall be made through Buyer. For
the purposes of this clause, the blanks in paragraph (g)(3) are completed as follows: UNITED STATES
GOVERNMENT, DEPARTMENT OF DEFENSE, Duty-free entry is claimed pursuant Section XXII, Chapter 98,
Subchapter VIII, Item No. 9808.00.30 of the Harmonized Tariff Schedule of the United States. Upon
arrival of shipment at port of entry, the importer or authorized agent will notify Commander, Defense
Contract Management Area Operations (DCMAO, New York, 201 Varick Street, New York, New York,
10014-4811, Attention DCRN-NCT) for execution of Customs Forms 7501, 7501-A, or 7506 and required
duty free entry certificates.

52.225-13 Restriction on Certain Foreign Purchases (FEB 2021).

52.227-1 Authorization and Consent (JUN 2020). This clause applies if the contract is expected to
exceed the simplified acquisition threshold, as defined in Federal Acquisition Regulation (FAR) 2.101 on
the date of subcontract award.

52.227-1 Authorization and Consent Alternate I (APR 1984).

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (JUN 2020). This
clause applies if the contract is expected to exceed the simplified acquisition threshold, as defined in
Federal Acquisition Regulation (FAR) 2.101 on the date of subcontract award. A copy of each notice

sent to the Government shall be sent to Buyer.

52.227-10 Filing of Patent Applications - Classified Subject Matter (DEC 2007).
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52.227-11 Patent Rights -- Ownership by the Contractor (MAY 2014). This clause applies only if this
contract is for experimental, developmental, or research work and Seller is a small business firm or
nonprofit organization. In this clause, "Contractor" means Contractor, references to the Government
are not changed and the subcontractor has all rights and obligations of the Contractor in the clause.

52.230-2 Cost Accounting Standards (JUN 2020). Paragraph (b) is excluded. Seller shall comply with
all CAS in effect on Seller’'s award date or if Seller has submitted certified cost or pricing data, on the
date of final agreement on price as shown on Seller’s signed Certificate of Current Cost or Pricing Data.
If Seller is subject to other types of CAS coverage, the substance of the applicable clause set forth in
subsection 30.201-4 of the FAR applies.

52.230-6 Administration of Cost Accounting Standards (JUN 2010). Add "Buyer and the" before
"CFAQ" in paragraph (m).

52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013).

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services Deviation (MAR 2025).

52.244-6 Subcontracts for Commercial Products and Commercial Services (FEB 2024). The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.245-1 Government Property (SEP 2021). This clause applies if Government property is acquired
or furnished for contract performance. "Government" shall mean Government throughout except the
first time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer.

52.246-5 Inspection of Services-Cost-Reimbursement (APR 1984). The term “Contractor” means
“Seller” and the term “"Government” means “"Government and/or Buyer” except in paragraph (d) the
second time it appears, and paragraph (e) where the term “"Government” means “Buyer.”

52.251-1 Government Supply Sources (APR 2012). This clause applies only if Seller is notified by
Buyer in writing that Seller is authorized to purchase from Government supply sources in the
performance of this contract.

52.253-1 Computer Generated Forms (JAN 1991).

2. DoD FAR Supplement Clauses DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related
Felonies (JAN 2023). This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's
customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in Buyer's
customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October
1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is
not for the purchase of commercial products, commercial services or commercial components. Except in
paragraph (a), "this contract" and "the contract" mean the contract between Buyer and Seller. In
subparagraph (d)(2), delete the words "or first-tier subcontractor." In paragraph (e), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government. In paragraph (f),
"through the Buyer" is inserted after "Contracting Officer." Paragraph (g) is deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).

252.203-7003 Agency Office of the Inspector General. (AUG 2019). This clause applies if FAR
52.203-13 applies.

252.203-7004 DISPLAY OF HOTLINE POSTER (JAN 2023). The clause applies if the Contract
exceeds the threshold specified in Defense Federal Acquisition Regulation Supplement 203.1004
(b)(2)(ii) on the date of Contract award, except if the contract is for the aquisition of a commercial
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product or commercial service.

252.204-7000 Disclosure of Information (OCT 2016). Seller shall submit requests for authorization
to release information through Buyer. Seller shall submit written requests to Buyer a minimum of 25
days prior to proposed date of release.

252.204-7004 Anitterrorism Awareness Training for Contractors (JAN 2023). This clause applies
when Seller performance requires routine physical access to a Federally-controlled facility or military
institution.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (JAN 2023). This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial products and commercial services.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (JAN
2023). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives. Seller represents and warrants that (i) it is in compliance with
the requirements of DFARS Clause 252.204-7012 as modified by the preceding paragraph, or (ii) that,
pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a variance
from the requirements of NIST SP 800-171, to the US Government Contracting Office and that Seller’s
request for such variance was approved by an authorized representative of the DoD CIO.

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (JAN 2023).

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2023). This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.

Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.204-7023 Reporting Requirements for Contracted Services (JUL 2021). Paragraph (b) is
deleted and replaced with the following: Seller shall report to Buyer annually, by Oct 15th, on the
services performed under this contract or order, during the preceding Government fiscal year (October
1-September 30). In paragraph (c)(2), the phrase "to include first-tier subcontractor direct labor hours,
as applicable, " is deleted.

252.209-7009 Organizational Conflict of Interest — Major Defense Acquisition Program (MAY
2019).

This clause applies if the Contract is for the performance of systems engineering and technical
assistance for a major defense acquisition program or a pre-major defense acquisition program. The
term “"Government” means Buyer.

252.211-7003 Item Unique Identification and Valuation (JAN 2023). This clause applies if this
contract acquires any item for which unique item identification is required in accordance with paragraph
(c) (1) of this clause. Any exceptions under paragraph (c) (1) (i) or specific items requiring a unique item
identifier in accordance with paragraph (c) (1) (ii)-(v), if any, shall be identified in an exhibit in this
contract.

252.216-7004 Award Fee Reduction or Denial for Jeopardizing the Health or Safety of
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Government Personnel. (SEP 2011). (applies to contracts that include award fee). Contractor means
Boeing and subcontractor means Seller. Seller shall be liable to Buyer for such award fee reduction.
Buyer may debit Seller against this contract or otherwise for the amount of Buyer's award fee
reduction.

252.219-7003 Small Business Subcontracting Plan (DoD Contracts) (DEC 2019). Paragraph (e) is
deleted. If the Contract exceeds the applicable threshold specified in Federal Acquisition Regulation
19.702(a), has further subcontracting opportunities, and Seller participates in the Test Program
described in DFARS 219.702-70, DFARS 252.219-7004, Small Business Subcontracting Plan (Test
Program) is also included in the Contract.

252.222-7006 Restrictions on the Use of Mandatory Arbitration Agreements (JAN 2023). This
clause applies to all solicitations and contracts (including task or delivery orders and bilateral
modifications adding new work) valued in excess of $1 million, except for contracts for the acquisition
of commercial products or commercial services, including commercially available off-the-shelf-items.
Seller agrees to flow down this clause to all covered subcontractors. Seller agrees by accepting this
contract that it shall not enter into, and shall not take any action to enforce, any provision of any
existing agreements, as describe in paragraph (b)(1) of this clause, with respect to any of Seller's
employees or independent contractors performing work for Seller related to this contract.

252.223-7006 Prohibition on Storage, Treatment, And Disposal of Toxic Or Hazardous Materials
(SEP 2014). This clause applies if the contract requires, may require, or permits Seller access to a DoD
installation. Seller shall include this clause in any of their subcontracts.

252.225-7004 Reporting Of Contract Performance Outside The United States And Canada -
Submission After Award (OCT 2020). The term "Contracting Officer" means "Buyer." In paragraph (b),
the phrase "or a first-tier subcontractor"” is deleted. Paragraphs (c)(2) and (c)(5) are deleted. In
paragraph (d)(2), the phrase "from the Contracting Officer or" is deleted.

252.225-7012 Preference for Certain Domestic Commodities (APR 2022).

252.225-7013 Duty Free Entry (NOV 2023). This clause applies if the contract is for qualifying
country components or nonqualifying country components for which Seller estimates that duty will
exceed $200 per unit.

The term “Contractor” shall mean “Seller” when it is capitalized. In paragraph (a). “Government”
means “Government or Buyer.” The “"number of the subcontract for foreign supplies” shall mean “this
Contract number.” Paragraphs (c)(2)(ii) and (h)(10)(ii) shall be modified as follows: “"Competitive sale
made, directed, or authorized by the Contracting Officer through Buyer.” The notification in paragraph
(h) shall be made to the Administrative Contracting Officer (ACO) and Buyer as soon as possible, but at
least 60 days prior to each shipment.

Seller shall promptly provide any information requested by Buyer or the Government to support Seller’s
application for Duty-Free Entry.

It is the Seller’s responsibility to request from Buyer any information required by Seller to obtain Duty-
Free Entry. Seller is responsible for providing the Duty-Free Certificate to the U.S. Customs & Border
Protection upon request by the required deadline to avoid any additional costs. Buyer is not
responsible for the Government’s denial of Seller’s request for Duty-Free Entry for any reason,
including Seller’s products, shipping practices, or any delay, inaccuracies or failure to implement the
pr(_)gesses for submitting information in compliance with this clause or Government instructions or
guidance.

252.225-7048 Export-Controlled Items (JUN 2013).
252.225-7056 Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023).

252.225-7058 Postaward Disclosure of Employment of Individuals Who Work in the People’s
Republic of China (JAN 2023). This clause applies only if this contract exceeds $5 million, not including
contracts for commercial products and commercial services.

252.225-7060 Prohibition on Certain Procurements from the Xinjiang Uyghur Autonomous Region
(JUN 2023). Seller represents and warrants that it does not provide any products mined, produced, or
manufactured wholly or in part by forced labor from XUAR or from an entity that has used labor from
within or transferred from XUAR.

252.226-7001 Utilization of Indian Organizations, Indian-Owned Economic Enterprises, and
Native Hawaiian Small Business Concerns (JAN 2023). This clause applies only if this contract
exceeds $500,000.
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252.227-7013 Rights In Technical Data -- Other Than Commercial Products or Commercial
Services (MAR 2023). This clause applies when technical data for other than commercial products or
commercial services, or for commercial products or commercial services developed in any part at
Government expense, is to be obtained from Seller or Seller's subcontractors for delivery to the
Government.

252.227-7014 Rights In Other Than commercial Computer Software and Other than commercial
Computer Software Documentation (MAR 2023). This clause applies when other than commercial
computer software or computer software documentation is to be obtained from Seller or Seller's
subcontractors for delivery to the Government.

252.227-7015 Technical Data - Commercial Products and Commercial Services (MAR 2023). This
clause applies whenever any technical data related to commercial products or commercial services is
developed in any part at private expense and will be obtained from Seller or its subcontractors for
delivery to the Government.

252.227-7016 Rights in Bid or Proposal Information (JAN 2023).

252.227-7025 Limitations on the Use or Disclosure of Government-Furnished Information Marked
With Restrictive Legends (JAN 2023). In paragraph (c)(1), the term “"Government” shall mean
“Government and Buyer”.

252.227-7026 Deferred Delivery of Technical Data or Computer Software (APR 1988). This clause
applies only if the delivery of data is required or if computer software may be originated, developed or
delivered under this contract.

252.227-7027 Deferred Ordering of Technical Data or Computer Software (APR 1988). This clause
applies only if technical data or computer software may be generated as part of the performance of
this contract.

252.227-7030 Technical Data -- Withholding of Payment (MAR 2000). In this clause, "Government"
and "Contracting Officer" shall mean Buyer. This clause applies only if the delivery of technical data is
required under this contract.

252.227-7037 Validation of Restrictive Markings on Technical Data (JAN 2023). This clause
applies if Seller or Seller's subcontractors or suppliers at any tier will be delivering technical data under
this Contract.

252.227-7038 Patent Rights—Ownership By The Contractor (Large Business) (JUN 2012). This
clause applies only if this contract is for experimental, developmental, or research work and Seller is
not a small business concern or nonprofit organization.

252.231-7000 Supplemental Cost Principles (DEC 1991).

252.234-7004 Cost and Software Data Reporting System. (NOV 2014). CSDR reporting is required
by Seller if this contract exceeds $50 milliion. The last sentence in paragraph (b) is deleted.

252.235-7010 Acknowledgement of Support and Disclaimer (MAY 1995). In paragraph (a), the
name of the contracting agency is Missile Defense Agency and the Contract Number is HQ0854-24-C-
0001. In paragraph (b), the name of the contracting agency is The Boeing Company.

252.237-7010 Prohibition on Interrogation of Detainees by Contractor Personnel (JAN 2023). This
clause applies if the contract requires Seller's personnel to interact with detainees in the course of
their duties.

252.239-7000 Protection Against Compromising Emanations (OCT 2019). In paragraph (b),
Contracting Officer means Buyer.

252.239-7016 Telecommunications Security Equipment, Devices, Techniques, and Services (DEC
1991). This clause applies only if this contract requires securing telecommunications.

252.239-7018 Supply Chain Risk (DEC 2022). In paragraph (b), the term"Government" means
"Government or Buyer".
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252.244-7000 Subcontracts for Commercial Products or Commercial Services (NOV 2023).

252.249-7002 Notification Of Anticipated Contract Termination Or Reduction (DEC
2022). "Contracting Officer" shall mean "Buyer". Subparagraph (d)(1) shall be deleted. The phrase
"Require that each such subcontractor"” of subparagraph (d)(2) shall be deleted.

3. Commercial Items If goods or services being procured under this contract are commercial products and/or
commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (NOV 2021). This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
2009 (JUN 2010). This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-17 Contractor Employee Whistleblower Rights (NOV 2023).

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021). This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab Covered Entities (DEC 2023). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).

Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023). In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.204-30 Federal Acquisition Supply Chain Security Act Orders—Prohibition (DEC 2023).
Paragraph (c)(1) is deleted and reserved. The terms “"Contractor” and “contractor” mean “Seller.” In
paragraph (b)(3) the term solicitation refers to the solicitation from the Government. In paragraphs
(BY(5)()(A), ()(3)(i), (c)(4)(I)(C), the term “Government” means “"Government or Buyer.” In paragraphs
(c) and (d) the terms “contracting officer” and “Contracting Officer” mean “Buyer.” Paragraph (c)(2) is
deleted and replaced with the following: If the Seller or Buyer identifies a new FASCSA order(s) that
could impact their supply chain, then the Seller shall cooperate with Buyer to conduct a reasonable
inquiry to identify whether a covered article or product or service produced or provided by a source
subject to the FASCSA order(s) was provided to the Government or Buyer or used during contract
performance. In paragraph (c)(3)(i), reference to paragraph (c)(3)(ii) is deleted and the last sentence is
deleted and replaced with the following: For indefinite delivery contracts, Seller shall report to Buyer.
Paragraph (c)(3)(ii) is deleted and reserved. In paragraph (c)(4)(ii), “10 business days” is replaced with
"5 business days.” In paragraph (e)(2) the term “"Government” means “"Government or Buyer,” the
term “solicitation” means “solicitation or contract,” and the last sentence is deleted and replaced with
the following: Seller and Seller’s subcontractors shall notify their subcontractors, and suppliers under
other contractual instruments, that the FASCA orders in the contract that are not in SAM apply to the
contract and all subcontracts.

52.204-30 Federal Acquisition Supply Chain Security Act Orders—Prohibition Alternate I (DEC
2023). Selection of the FASCA orders may be made by Contracting Officer or Buyer.

52.219-8 Utilization of Small Business Concerns (FEB 2024).
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52.222-35 Equal Opportunity for Veterans. (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020). This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-37 Employment Reports on Veterans (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (NOV 2021). The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-50 Combating Trafficking in Persons Alternate I (MAR 2015). The term “Contractor” shall
mean “Seller”, except the term “prime contractor” shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer and the Buyer's Authorized Procurement representative in
paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated with
more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for
each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “cancellation” and “Cancellation for Default”,
respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the Government
exercises one of the remedies identified in the paragraph (e) against Buyer as a result, in whole or in
part, of the Seller’s violation of its obligations under this clause, Buyer may impose that remedy against
the Seller proportionate to the extent to which Seller’s violation caused the Government’s decision to
impose a remedy on Buyer.” The term “Contracting Officer” shall mean “Contracting Officer and Buyer”
in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies
susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer or
Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-55 Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN

2022). This clause applies if this contract is subject to the Service Contract Labor Standards statute or
the Wage Rate Requirements (Construction) statute, and is to be performed in whole or in part in the
United States. "Contracting Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the
Government exercises a withhold identified in the paragraph (g) against Buyer as a result of the
Seller’s violation of its obligations under this clause, Buyer may impose that withhold against the
Seller.

52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022). This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and are to be performed in whole or in part in the United States.

52.224-3 Privacy Training Alternate I (JAN 2017). The term "Contracting Officer" shall mean
"Contracting Officer or Buyer".

52.224-3 Privacy Training (JAN 2017). The term "Contracting Officer" shall mean "Contracting Officer
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or Buyer".

52.225-26 Contractors Performing Private Security Functions Outside the United States (OCT
2016). This clause applies if the Contract will be performed outside the United States in areas of (1)
combat operations, as designated by the Secretary of Defense; or (2) other significant military
operations, upon agreement of the Secretaries of Defense and State that the clause applies in that
area. In paragraph (d)(1), Contracting Officer shall mean "Contracting Officer or Buyer" and in
paragraph (d) (3), Contracting Officer shall mean Buyer.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.240-1 Prohibition on Unmanned Aircraft Systems Manufactured or Assembled by American
Security Drone Act—Covered Foreign Entities (NOV 2024).

52.244-6 Subcontracts for Commercial Products and Commercial Services (MAR 2025).

52.244-6 Subcontracts for Commercial Products and Commercial Services (FEB 2024). The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021). This clause
does not apply if this contract is for the acquisition of commercial products or commercial services
unless (i) this contract is a contract or agreement for ocean transportation services; or a construction
contract; or (ii) the supplies being transported are (a) items the Seller is reselling or distributing to the
Government without adding value (generally, the Seller does not add value to the items when it
subcontracts items for f.o.b. destination shipment); or (b) shipped in direct support of U.S. military (1)
contingency operations; (2) exercises; or (3) forces deployed in connection with United Nations or
North Atlantic Treaty Organization humanitarian or peacekeeping operations.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).

252.204-7004 Anitterrorism Awareness Training for Contractors (JAN 2023). This clause applies
when Seller performance requires routine physical access to a Federally-controlled facility or military
institution.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (JAN 2023). This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial products and commercial services.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (JAN
2023). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraphs (d) and (g), “"Contracting Officer” shall mean
“Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives. Seller represents and warrants that (i) it is in compliance with
the requirements of DFARS Clause 252.204-7012 as modified by the preceding paragraph, or (ii) that,
pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a variance
from the requirements of NIST SP 800-171, to the US Government Contracting Office and that Seller’s
request for such variance was approved by an authorized representative of the DoD CIO.

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (JAN 2023).

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2023). This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
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least a Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.

Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.211-7003 Item Unique Identification and Valuation (JAN 2023). This clause applies if this
contract acquires any item for which unique item identification is required in accordance with paragraph
(c) (1) of this clause. Any exceptions under paragraph (c) (1) (i) or specific items requiring a unique item
identifier in accordance with paragraph (c) (1) (ii)-(v), if any, shall be identified in an exhibit in this
contract.

252.225-7048 Export-Controlled Items (JUN 2013).
252.225-7056 Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023).

252.225-7060 Prohibition on Certain Procurements from the Xinjiang Uyghur Autonomous Region
(JUN 2023). Seller represents and warrants that it does not provide any products mined, produced, or
manufactured wholly or in part by forced labor from XUAR or from an entity that has used labor from
within or transferred from XUAR.

252.226-7001 Utilization of Indian Organizations, Indian-Owned Economic Enterprises, and
Native Hawaiian Small Business Concerns (JAN 2023). This clause applies only if this contract
exceeds $500,000.

252.227-7013 Rights In Technical Data -- Other Than Commercial Products or Commercial
Services (MAR 2023). This clause applies when technical data for other than commercial products or
commercial services, or for commercial products or commercial services developed in any part at
Government expense, is to be obtained from Seller or Seller's subcontractors for delivery to the
Government.

252.227-7015 Technical Data - Commercial Products and Commercial Services (MAR 2023). This
clause applies whenever any technical data related to commercial products or commercial services is
developed in any part at private expense and will be obtained from Seller or its subcontractors for
delivery to the Government.

252.227-7037 Validation of Restrictive Markings on Technical Data (JAN 2023). This clause
applies if Seller or Seller's subcontractors or suppliers at any tier will be delivering technical data under
this Contract.

252.237-7010 Prohibition on Interrogation of Detainees by Contractor Personnel (JAN 2023). This
clause applies if the contract requires Seller's personnel to interact with detainees in the course of
their duties.

252.244-7000 Subcontracts for Commercial Products or Commercial Services (NOV 2023).

4. Prime Contract Special Provisions The following prime contract special provisions apply to this purchase
order

HQO0854-24-C-0001 Special Provisions .
DEFINITIONS

Contractor - Seller

Prime Contractor — Buyer

MDA - Missile Defense Agency, Buyer’s end-customer
IWTA - Inter-work transfer agreement

OVERARCHING REQUIREMENTS & PROCESSES

Unless expressly defined elsewhere in this contract, all submissions to USG employees or
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agencies are required to be done via submissions to Buyer who will make submittals directly to
the USG.

All communications from the USG to the Seller may be performed indirectly via communications
from the USG to the Buyer which are then communicated from the Buyer to the Seller.

H-08 PUBLIC RELEASE OF INFORMATION (MAR 2020)

a. In addition to the requirements of National Industrial Security Program Operations Manual (DoD
5220.22- M), all foreign and domestic contractor(s) and its subcontractors are required to comply with
the following:

1) Any official MDA information/materials that a contractor/subcontractor intends to release to
the public that pertains to any work under performance of this contract, the Missile Defense
Agency (MDA) will perform a prepublication review prior to authorizing any release of
information/materials.

2) At a minimum, these information/materials may be technical papers, presentations, articles
for publication, key messages, talking points, speeches, and social media or digital media, such
as press releases, photographs, fact sheets, advertising, posters, videos, etc.

b. Subcontractor public information/materials must be submitted for approval through the prime
contractor to MDA.

c. Upon request to the MDA Procuring Contracting Officer (PCO), contractors shall be provided the
‘Request for Industry Media Engagement’ form (or any superseding MDA form).

d. At least 45 calendar days prior to the desired release date, the contractor must submit the required
form and information/materials to be reviewed for public release to MDAPressOperations@mda.mil, and
simultaneously provide courtesy copy to the appropriate PCO. (Additional distribution emails can be
added by the Program Office to ensure proper internal coordination and tracking of PR requests.)

e. All information/materials submitted for MDA review must be an exact copy of the intended item(s) to
be released, must be of high quality and are free of tracked changes and/or comments. Photographs
must have captions, and videos must have the intended narration included. All items must be marked
with the applicable month, day, and year.

f. No documents or media shall be publicly released by the Contractor without MDA Public Release
approval.

g. Once information has been cleared for public release, it resides in the public domain and must
always be used in its originally cleared context and format. Information previously cleared for public
release but containing new, modified or further developed information must be re-submitted.

H-09 ORGANIZATIONAL CONFLICT OF INTEREST (Apr 2020)
a. Reserved.

b. Scope: The Organizational Conflict of Interest (OCI) rules, procedures and responsibilities described
in FAR 9.5 ‘Organizational and Consultant Conflicts of Interest’, FAR 3.101-1 ‘Standards of Conduct’
General, DFARS 209.5 ‘Organizational and Consultant Conflicts of Interest,” and in this clause are
applicable to the prime Contractor (including any affiliates and successors-in-interest), as well as any
co-sponsor, joint-venture partner, consultant, subcontractor or other entity participating in the
performance of this contract. The Contractor shall flow this clause down to all subcontracts, consulting
agreements, teaming agreements, or other such arrangements which have OCI concerns, while
modifying the terms "contract", "Contractor", and "Contracting Officer" as appropriate to preserve the
Government's rights.

c. Access to and Use of Nonpublic Information: If in performance of this contract the contractor obtains
access to nonpublic information such as plans, policies, reports, studies, financial plans, or data which
has not been released or otherwise made available to the public, the Contractor agrees it shall not
use such information for any private purpose or release such information without prior written approval
from the Contracting Officer.

d. Access to and Protection of Proprietary Information: The Contractor agrees to exercise due diligence
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to protect proprietary information from misuse or unauthorized disclosure in accordance with FAR
9.505-4. The Contractor may be requested to enter into a written non-disclosure agreement with a
third party asserting proprietary restrictions, if required in the performance of the contract.

e. In accordance with FAR 3.101-1, the Contractor shall also take all appropriate measures to prevent
the existence of conflicting roles that might bias the Contractor’s judgement, give the Contractor an
unfair competitive advantage, and deprive MDA of objective advice or assistance that can result from
hiring former Government employees. (See Health Net Fed. Svcs, B-401652.3).

f. Restrictions on Participating in Other Government Contract Efforts. To facilitate disclosure and
Contracting Officer approval, the Contractor shall complete an OCI Analysis /Disclosure Form for each
MDA, Missile Defense System, and Missile Defense System-related contract or subcontract. This shall
also flow down to subcontractors.

g. OCI Disclosures: The Contractor shall disclose to the Contracting Officer all facts relevant to the
existence of an actual or potential OCI, using an OCI Analysis/Disclosure Form which the Contracting
Officer will provide. This disclosure shall include a description of the action the Contractor has taken or
plans to take to avoid, neutralize or mitigate the OCI. This shall also flow down to subcontractors.

h. Remedies and Waiver:

(1) If the contractor fails to comply with any requirements of FAR 9.5, FAR 3.101-1, DFARS
209.5, or this clause, the Government may terminate this contract for default, disqualify the
Contractor from subsequent related contractual efforts if necessary to neutralize a resulting
organizational conflict of interest, and/or pursue other remedies permitted by law or this
contract. If the Contractor discovers and promptly reports an actual or potential OCI
subsequent to contract award, the Contracting Officer may terminate this contract for
convenience if such termination is deemed to be in the best interest of the Government, or take
other appropriate actions.

(2) The parties recognize that the requirements of this clause may continue to impact the
contractor after contract performance is completed, and that it is impossible to foresee all
future impacts. Accordingly, the Contractor may at any time seek an OCI waiver from the
Director, MDA by submitting a written waiver request to the Contracting Officer. Any such
request shall include a full description of the OCI and detailed rationale for the OCI waiver.

H-10 ENABLING CLAUSE FOR MISSILE DEFENSE INTERFACE SUPPORT (APR 2009)

a. It is anticipated that, during the performance of this contract, the Contractor may be required to
support Technical Interface/Integration Meetings (TIMS) with other Missile Defense Contractors and
other Government agencies. Appropriate organizational conflicts of interest clauses and additional
costs, if any, will be negotiated as needed to protect the rights of the Contractor and the Government.

b. Interface support deals with activities associated with the integration of the requirements of this
contract into Missile Defense system plans and the support of key Missile Defense Agency (MDA)
program reviews.

c. The Contractor agrees to cooperate with Missile Defense Contractors, subject to coordination with
Buyer, by providing access to technical matters, provided, however, the Contractor will not be required
to provide proprietary information to non- Government entities or personnel in the absence of a non-
disclosure agreement between the Contractor and such entities.

d. The Contractor further agrees to include a clause in each subcontract requiring compliance with
paragraph c. above, subject to coordination with the Contractor. This agreement does not relieve the
Contractor of its responsibility to manage its subcontracts effectively, nor is it intended to establish
privity of contract between the Government and such subcontractors.

e. Personnel from Missile Defense Contractors or other Government agencies or Contractors are not
authorized to direct the Contractor in any manner.

f. This clause shall not prejudice the Contractor or its subcontractors from negotiating separate
organizational conflict of interest agreements with Missile Defense Contractors; however, these
agreements shall not restrict any of the Government's rights established pursuant to this clause or any
other contract.
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H-12 CONTROL OF ACCESS TO MDA SPACES AND INFORMATION SYSTEMS (SEP 2013)

a. To maintain the security of the MDA spaces and information systems, the contractor shall notify the
COR in writing whenever a prime or subcontractor employee included on the current visit authorization
request/letter no longer supports this contract. This requirement shall apply to both contractor and
employee initiated termination of services and to temporary suspension of services.

b. The contractor will cooperate with COR in facilitating the employee’s return of all government issued
credentials, e.g., badges, common access cards (CACs), SIPRNet tokens. Specifically, upon notification,
the COR will work with the organization’s Security Operations Center and the MDA Service Desk to
ensure timely action to:

(1) remove the employee from the current visit authorization request/letter;

(2) cancel Government issued credentials pursuant to the visit authorization request/letter;
and,

(3) terminate the MDA LAN account/access privileges.

c. In addition to actions related to MDA access control, the contractor shall maintain accountability for
Government issued credentials provided under this contract. Government issued credentials are the
property of the U.S. Government and shall not be retained by cardholders upon expiration,
replacement, or when the DoD affiliation of employees has been terminated. The contractor shall
coordinate with the COR to ensure government issued credentials are retrieved in accordance with
local command or installation procedures. Unauthorized possession of an official credential, like a CAC,
can be prosecuted criminally under section 701, title 18, United States Code.

d. The contractor shall identify the reason for and date of termination or expected period of suspension
and submit the notification to the COR within five (5) working days prior to service discontinuation. For
unplanned termination or suspension of services, notification shall be made on the same working day
as the termination /suspension action.

H-16 CONTRACTOR ACCESS TO PLANNING, PROGRAMMING, BUDGETING AND EXECUTION
(PPBE) DATA (OCT 2014)

a. In order to perform the requirements of this contract, the Contractor may be required to receive,
review, analyze, and prepare (hereinafter shall be referred to as "process") reports/data which contain
Government Planning, Programming, Budgeting, and Execution (PPBE) data. However, the Missile
Defense Agency is authorized to release PPBE data to the Contractor only after compliance with the
provisions of this clause has been met. Additionally, the Contractor is also required to comply with the
provisions of MDA Instruction 7045.01-INS, “Contractor Access to Planning, Programming, Budgeting,
and Execution (PPBE) Data” where applicable.

b. Reserved.

c. PPBE data is defined as: Current or future Planning, Programming, Budgeting and Execution (PPBE)
data regarding any activity relating to the MDA Program or any of its projects regardless of the funding
source or date of the document.

(1) Planning data defines the national military strategy; integrates the military forces necessary
to accomplish that strategy; prioritizes the resources for effectively accomplishing the mission;
and provides decision options.

(2) Programming data reflects the systematic analysis of missions and objectives to be
achieved, alternative methods, and effective allocation of limited resources.

(3) Budgeting data are detailed financial estimates of the MDA Program or any of its related
projects.

(4) Execution data relates to the recording of expenditures that document how the funds were
spent.

d. The following list of documents (which is exemplary but not all inclusive) obtained from DoD Directive
7045.14, “The Planning, Programming, Budgeting, and Execution (PPBE) Process,” January 25, 2013,
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and other sources are considered PPBE documents:

(1) PLANNING
(a) Strategic Planning Guidance (SPG)
(b) Fiscal Guidance (when separate from SPG or Joint Planning Guidance)
(c) Directors’ Intent
(d) Technical Planning Guide

(2) PROGRAMING
(a) Program Objective Memoranda (POM)
(b) Joint Programming Guidance (JPG)

(c) Future Year Defense Program (FYDP) documents (POM Defense Program,
Procurement & RDT&E Annexes)

(d) Program Change Proposals (PCPs)
(e) POM Issue Papers
(f) Proposed Program Reductions (Or Program Offsets)
(g) Tentative Issue Decision Memoranda
(h) Program Decision Memoranda
(3) BUDGETING

(@) Future Year Defense Program (FYDP) documents for September Budget Estimate
Submission (BES) & President's BES including Procurement (P-1), RDT&E (R-1), and
Construction (C-1) Program Annexes

(b) Financial Control Board (FCB) Documentation
(c) Classified P-1, R-1, and C-1 Program Annexes

(d) Program Budget Decisions/Defense Management Review Decisions/Management
Initiative Directives (MID)

(e) Reports Generated by the Comptroller Information System (CIS) (f) Budget Change
Proposals (BCPs)

(4) EXECUTION
(a) DD Form 1414 Base for Reprogramming
(b) DD Form 1416 Report of Programs
(c) Contract Award Reports
(d) DD COMP (M) 1002 Appropriation Status by Fiscal Year Program

(e) FCB Execution Review Documentation

e. The Contractor shall be responsible for informing its personnel (hereinafter includes persons
employed by the Contractor as an agent, consultant, or subcontractor) of the provisions of this
clause and providing original MDA PPBE certifications, "PPBE Non-Disclosure Agreements” (MDA
Form 99), to the Contracting Officer within fifteen (15) days after the award of this contract. A
“PPBE Non-Disclosure Agreement” shall be obtained from each Contractor employee involved in
the performance of this contract that requires access to such data. Each individual shall be
required to agree to:

(1) Read and comply with the applicable provisions of this clause, the non-disclosure
agreement, and the provisions of MDA Instruction 7045.01-INS.

(2) Handle PPBE data as for official use only.
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(3) Ensure PPBE data entrusted to them will ONLY be used in accordance with
applicable MDA governing regulations, for the purpose for which it was provided, and
within the scope of the Statement of Work.

(4) Not divulge PPBE data (obtained directly or indirectly in the performance of this
contract unless directed by the Contracting Officer) to any individual, except to
Government personnel whom they know to have a “nheed-to-know” and non-
Government person(s) whom they know to have MDA PPBE authorization. Even though
data becomes part of the public domain, contractor personnel are bound by the
provisions of this clause not to confirm or deny questions regarding PPBE data.
Inquiries by unauthorized persons should be referred to the Contracting Officer’s
Representative or the Contracting Officer. (Verification of contractor personnel
authorized access to PPBE data can be obtained only from the Contracting Officer.)

(5) Not transport (by any medium), maintain, or process PPBE data outside a
Government facility unless the removal or preparation of such data at the facility is
accomplished in accordance with a company's facility plan approved by MDA.
(Verification of MDA PPBE-approved contractor facilities and individuals can be obtained
from the Contracting Officer.) Authorization to transport PPBE data shall be provided by
the Contracting Officer.

(6) Notify the Contracting Officer promptly if any non-Government person(s) or
company(s) requests access to PPBE data. f. The Contractor shall be responsible for
immediately notifying the Contracting Officer in writing of any changes in its personnel
with access to PPBE data, such as departures, new employees, or employees who no
longer need access to such data under this contract.

g. Contractor personnel who have been granted access to PPBE data shall process, when
possible, such data in Government workspaces using equipment furnished by the Government.
However, if a contractor anticipates processing PPBE data in a Government facility on
Contractor-owned equipment, prior written approval from the Contracting Officer must be
obtained. The Contractor's written request should describe the equipment being used and a
brief justification. After approval by the Contracting Officer, the request must be endorsed by
the appropriate MDA office before bringing the equipment into the facility:

(1) Information Management and Technology Operations - all information technology
equipment to include telefax and reproduction machines.

(2) Facilities, Military Construction, and Environmental Management ' all other
equipment and furniture.

h. Processing PPBE data at the Contractor's facility shall be performed only when absolutely
essential and processing in Government workspaces is impractical. Prior to the processing of
any such data outside of a Government facility or removal of PPBE data from a Government
facility, the Contractor shall submit a written plan to the Contracting Officer outlining the
procedures for maintaining and safeguarding such data at its facility. The Contractor shall
submit its own plan or a plan which meets the general requirements identified in MDA
Instruction 7045.01-INS. The plan shall be approved in writing by the Contracting Officer prior
to removal of any PPBE data from a Government facility or the processing of any such data in
the contractor's facility. A Contractor may submit a separate plan for each of its facilities that
need to maintain such data or one plan as long as any differences between the procedures
followed at each facility are clearly distinguishable in the plan. If an agent, consultant, or
subcontractor requires the processing of PPBE data at its facility(s), they also must submit a
separate facility plan through the prime Contractor for approval by the Contracting Officer.

NOTE: A plan is not required for Contractor personnel who have been given prior access to
PPBE data to transport, process, or maintain such data at a Government or an MDA-approved
contractor facility. (Verification of MDA approved Contractor facilities and authorized personnel
can be obtained only from the Contracting Officer.)

i. If the Contractor is not required to process PPBE data at its facility(s), the contractor shall
inventory all Government documents in its possession. The contractor shall notify the
Contracting Officer in writing of such documents and request the method of document disposal.
If the requirement to process such data at the contractor's facility(s) changes in the future,
compliance with paragraph h above shall be required.

j. The Contractor shall provide training for all employees who require access to PPBE data on
the proper handling and disclosure of such data. The contractor shall be responsible for
ensuring that persons in their employment that have been granted access to PPBE data
understand the consequences of divulging such data. Revealing PPBE data to unauthorized
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persons may provide other companies with an unfair advantage in future competitions or
jeopardize national security interests.

k. In the event the Contractor or any of its employees, agents, subcontractor employees, or
consultants fail to comply with the provisions of this clause, such noncompliance shall be
deemed a material breach of the contract for which the Government reserves the right to
terminate the contract for default and/or resort to such other rights and remedies, as provided
for under this contract or under Federal laws. Noncompliance with the provisions of this clause
may also adversely affect the evaluation of a Contractor's reliability in future acquisitions.

H-38 FEE/PROFIT LIMITATIONS (MAY 2021)

b. No Fee/Profit on Travel, Other Direct Costs (ODC), material, Subcontractor fee/profit, or
Commercial Items as defined in FAR 2.101.

Examples of ODC include, but are not limited to: renewable licenses, leases,
consultants, special tooling, and royalties.

Examples of material include but are not limited to: equipment, hardware and spares/
repair parts.

In calculating total fee/profit, the Contractor shall exclude travel, ODC, material, Subcontractor
fee/profit and commercial item costs from its total cost pool.

This limitation shall flow down to subcontractors, teammates, and IWTAs.

H-42 FOREIGN PERSONS (May 2012)

a. "Foreign National" (also known as Foreign Persons) as used in this clause means any person
who is NOT:

1. a citizen or national of the United States; or
2. a lawful permanent resident; or
3. a protected individual as defined by 8 U.S.C.1324b(a)(3).

"Lawful permanent resident" is a person having the status of having been lawfully accorded
the privilege of residing permanently in the United States as an immigrant in accordance with
the immigration laws and such status not having changed.

"Protected individual" is an alien who is lawfully admitted for permanent residence, is granted
the status of an alien lawfully admitted for temporary residence under 8 U.S.C.1160(a) or 8
U.S.C.1255a(a)(1), is admitted as a refugee under 8 U.S.C.1157, or is granted asylum under
section 8 U.S.C.1158; but does not include (i) an alien who fails to apply for naturalization
within six months of the date the alien first becomes eligible (by virtue of period of lawful
permanent residence) to apply for naturalization or, if later, within six months after November
6, 1986, and (ii) an alien who has applied on a timely basis, but has not been naturalized as a
citizen within 2 years after the date of the application, unless the alien can establish that the
alien is actively pursuing naturalization, except that time consumed in the Service's processing
the application shall not be counted toward the 2-year period.’

b. All employees of all entities that make up the Boeing’s team, whether subcontractors,
Sellers, consultants, or anyone who works with or on behalf of Boeing must be citizens of the
u.S.



