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Prime Contract Reviewed by CRM: Yes* 
 
*05/05/2025 Alex Smith updated IAW modification P00147. 
09/18/2024 Alex W. Smith updated section 4.5 for FAR 52.222-50. 
05/23/2024 Alex Smith updated Contracts Rep.  
09/21/2022 – Alex Smith updated PCS Section 4.5 to reflect current guidance. 
4/21/22- PCS updated by Michele Deck to include updated OPSEC Training for Suppliers 

 
11/12/2021 – Alex Smith generated CCR and updated PCS for FA8625-16-C-6599. There were three prior sets of 
PCS & CCR documents. Two of those (PD EMD and Phase I & II) are complete. EMD is ongoing and there is no 
anticipated future segregation of terms on this prime contract. Therefore current terms from the EMD PCS & CCR 
are now being incorporated into this PCS & CCR for FA8625-16-C-6599 which should apply to all future efforts 
moving forward. 

 
**Note to Advisors- When revising the CCR, be sure to add Attachments 6, 8, and 9 (attached to thisPCS 
document) to the CCR. Attachments 6, 8, and 9 are specifically negotiated licenses that may need to be completed 
by our subcontractors. Please contact Contracts Rep for questions. 

 

 1. Purchase Contract Terms and Conditions  
 
 The general provisions of this contract consist of selected FAR provisions, Government agency clauses 
(DFARS/NFS/NRO/etc.) and special provisions. Incorporate the appropriate GP-series General Provisions.  
Incorporate clause H202 to incorporate the Customer Contract Requirements (CCR) (After 9/9/22. H202 is 
automatically included in eRFQs and Purchase Contracts in the procurement system. If not automatically added to 
the solicitation or contract, include clause H202). In addition, incorporate clause H203 in PCs for commercial 
products or commercial services as defined in FAR Part 2.  The GP-series General Provisions and the CCR meet 
customer contract requirements except as may otherwise be noted below.  (NOTE: If required, include clause H900 
in accordance with the clause-applicability statement for H900.) 

 
2. Advance Notification and/or Consent to Issue 
 
FAR 52.244-2 Advance Notification and/or Consent to Issue 

The prime contract incorporates FAR 52.244-2, Subcontracts (OCT 2010), WITHOUT 
Alternate I; HOWEVER paragraph (d) does list the below subcontracts requiring consent for the initial 
contracts, however consent is not required on subsequent purchase orders, changes, or modifications 
of these contracts: 

 
(i) GE Aviation - Engine Modification 
(ii) GE Aviation - Long Core Nozzle (LCN) 
(iii) GE Aviation - Gear Box Casting 
(iv) Honeywell - APU System 
(v) Honeywell - Flight Management Control System (FMCS) 
(vi) L3 - Mission Computer System (MCS) System 
(vii) UTAS - Electrical Power Generation System (EPGS) - Task B 
(viii) UTAS - Secondary Power Distribution System (SPDS) - Task B 

 
Change in the Place of Performance and/or Safety Precautions for Ammunition and Explosives 

 
The prime contract or H202 includes 252.223-7003, Change in the Place of Performance-Ammunition and 
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Explosives. The clause(s) require Boeing notify the Contracting Officer before issuing any subcontract that 
involves ammunition or explosives, and obtain written approval if the subcontract represents a change in the 
place of performance of ammunition and explosives work originally proposed under the prime contract.  
 
Provide notification to the Boeing Contracts Representative before issuing any subcontract that involves 
ammunition and explosives.  

 
In addition, if the award of the subcontract represents a change in the place of performance,  or if a seller 
requests a change in the seller’s place of performance during the contract,  notify the  Boeing Contracts 
Representative to obtain approval from the Contracting Officer before issuing the subcontract or agreeing to a 
change to the place of performance. Prepare the Change in Place of Performance Letter and provide a copy to 
the Boeing Contracts Representative, OSF, and COA in accordance with BPI-624.  

 
Do not issue the contract or agree to a change in place of performance until written approval from the 

Contracting Officer is received.  
 

 
3. Intellectual Property Provisions 

 
3.1 Patent Rights 

 
The prime contract does not include a patent-rights clause and there are no patent reporting 
requirements. 

 
3.2 Data Rights 

 
The data rights provisions in this prime contract are included in the general terms and conditions, in 
Customer Contract Requirements or are specified in this PCS. In addition to the data rights clauses in 
the CCR, the prime may require completion of Attachments 6 and 8 by suppliers, which are attached 
to the CCR, as well as the PCS for reference. 

 
 

4. Certifications 
 

4.1 Truth in Negotiations Act (TINA) 
 

 The prime contract includes FAR 52.215-12, Subcontractor Certified Cost or Pricing Data.  In implementing 
the requirements of this clause, include clause A701 in all solicitations expected to exceed the cost or pricing 
data threshold.  The dollar threshold for compliance with these requirements is $2M.   

 
 When cost or pricing data is required, the Procurement Agent must obtain a Certificate of Current Cost or 
Pricing Data.  Refer to PRO-7092 and BPI-639 for further information and guidance. 

 

4.2 Cost Accounting Standards 
 

1. For solicitations associated with new purchase contracts issued on or after July 1, 2018 
or modifications to those purchase contracts, the dollar threshold for compliance with these 
requirements is $2M. 

https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-624&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-7092&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-7092&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
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2. For solicitations associated with modifications to a purchase contract which had been 
issued prior to July 1, 2018, the dollar threshold for compliance with these requirements is 
$750,000. 

 

The prime contract includes FAR 52.230-2, Cost Accounting Standards, and FAR 52.230-6, 
Administration of Cost Accounting Standards. Unless exempt, solicitations and purchase orders in excess 
of the above thresholds are subject to Cost Accounting Standards. Use Clause A700 in all solicitations 
expected to exceed the CAS threshold. Use Form X31631 for the certification (form can be found in BPI- 
639). 

Unless exempt, the subcontract must include one of the following CAS clauses: 

If the supplier is subject to full coverage (FAR 52.230-2), use clause H001. 

If the supplier is subject to modified coverage (FAR 52.230-3), use clause H002. 

If the supplier is an educational institution (FAR 52.230-5), use clause H004. 

If the supplier is a foreign concern subject to CAS coverage (FAR 52.230-4), use clause H007. 
 
 

In new purchase contracts subject to CAS that are issued on or after July 1, 2018 or modifications to those 
purchase contracts, include the following freenote: The threshold associated with the CostAccounting 
Standards clause incorporated in this Contract is $2M. 

 
In modifications to a purchase contract subject to CAS which had been issued prior to July 1, 2018, 
include the following freenote: The threshold associated with the Cost Accounting Standards clause 
incorporated in this Contract is $750,000. 

 
Within 30 days after award of each subcontract that includes H001, H002, H004, or H007 send a 

completed X32738, Notice of Cost Accounting Standards (CAS) – Covered Award, to the Cognizant 
Federal Agency Official (CFAO). (Some sites have arranged with the CFAO to fulfill this requirement by 
use of a consolidated report.) 

 
 Refer to BPI-639 for further information and guidance. 
 

4.3 Protecting the Government's Interest When Subcontracting With Contractors Debarred, 
Suspended, or Proposed for Debarment 

 
The prime contract incorporates FAR 52.209-6, Protecting the Government's Interest When Subcontracting 

With Contractors Debarred, Suspended, or Proposed for Debarment. The clause prohibits the company from 
issuing purchase orders of $35,000 or more to subcontractors who are debarred, suspended, or proposed for 
debarment without giving notice, as set forth in FAR 52.209-6, signed by a corporate officer or designee, to the 
Government Contracting Officer. Procurement Agents shall comply with their local site requirements regarding 
the certification required by this FAR clause. Contact the Procurement/Subcontract Advisor for further guidance 
if a seller fails or refuses to execute the designated certification. Refer to BPI-639 for further information and 
guidance. 

 

http://forms.boeing.com/detail.cfm?fnum=X31631
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
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4.4 Limitation on Payments to Influence Certain Federal Transactions 
 

 The prime contract contains FAR 52.203-12, Limitation on Payments to Influence Certain Federal 
Transactions. This provision requires that certification pursuant to FAR 52.203-11, Certification and Disclosure 
Regarding to Influence Certain Federal Transactions, be included in all RFQ's expected to exceed $150,000 and 
that FAR 52.203-12 be included in all subcontracts over $150,000.  This Certification, which is included in SP1 
Representations and Certifications, states that the prospective subcontractor has not engaged in any of the 
prohibited activities set forth in these clauses except for those disclosed on OMB Standard Form LLL, 
Disclosure of Lobbying Activities.  Refer to PRO-1626 and BPI-639 for further information and guidance. 

 
4.5 Combating Trafficking in Persons 

 
The prime contract includes FAR 52.222-50, Combating Trafficking in Persons. Include clause A717 and 

X37101 CERTIFICATION REGARDING COMBATING TRAFFICKING IN PERSONS in all solicitations if it 
is anticipated that (i) any portion of the subcontract will be for supplies (excluding commercially available off-
the-shelf items), that may be acquired outside of the United States, or services to be performed outside of the 
United States and (ii) that portion of the subcontract has an estimated value that exceeds $550,000. IF 
UNCERTAIN if (i) and (ii) apply, include clauses A717 and X37101 in the solicitation.  NOTE:  X37101 is 
required PRIOR TO AWARD.  If the Supplier returns a completed X37101 with their proposal and is 
subsequently awarded the contract, the certification is required to be updated annually, throughout the 
performance period of the contract via Boeing’s On-Line Annual Representations and Certifications in SPVR.  If 
the completed X37101 indicates the Supplier has not certified to the implementation of a compliance plan to 
prevent prohibited activities, or has identified abuses relating to prohibited activity, the Procurement Agent 
should contact SC Human Trafficking for additional guidance. 

 
 

5. Socio-Economic 
 

5.1 Subcontracting Plan Certification 
 

This prime contract incorporates FAR 52.219-9, Small Business Subcontracting Plan. Where the 
anticipated contract may exceed $650,000 ($1,500,000 for construction of a public facility) including 
firm options prices, the procurement agent must obtain a Small Business Subcontracting Plan or an 
X31162, Small Business Subcontracting Plan Certificate of Compliance, from the supplier indicating 
that the supplier is in full compliance with the requirements of FAR 52.219-9. Include clause A709 
in the solicitation in order to obtain the required certification from the supplier prior to issuance of 
any purchase contract. Refer to Procedure PRO-5181 for further information and guidance. (If the 
prime contract includes FAR 52.244-6, the requirements of this paragraph are not applicable to 
procurements for commercial items as defined FAR Part 2.101.) (See Individual Subcontracting Plan, 
attached.) 

 
Note: The prime contract includes DFARS 252.219-7003. Paragraph (g) of the clause requires that 
Boeing notify the ACO in writing of any substitution of small business firms it has specifically 
identified in its Individual Subcontracting Plan (ISP) with firms that are not small business firms. 
The ISP supporting this effort is attached to the PCS in PDF format. Click on this document to 
identify whether it specifically identifies small business firms. If the document does identify small 
business firms and a substitution is being made to one or more firms that are not small business 
firms, the procurement agent must notify the Boeing Contract Representative (CA) to facilitate 
compliance with the notification requirement to the ACO. If alternate small or diverse sources are 

https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-1626&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
http://forms.boeing.com/detail.cfm?fnum=X37101
http://forms.boeing.com/detail.cfm?fnum=X37101
http://forms.boeing.com/detail.cfm?fnum=X37101
http://forms.boeing.com/detail.cfm?fnum=X37101
mailto:SMHumanTraffickingIn@exchange.boeing.com
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needed, contact Supplier Diversity (Assigned BU Small Business Liaison Officer (SBLO)) for 
assistance. 

 
5.2 Equal Opportunity 
 

Reserved. 
 

5.3 Small Business Information 
 

In order to assure that the company receives full credit for small business and labor surplus area 
participation, include Clause A012 in all RFQ's issued under this prime contract. 

 
6. GOVERNMENT PROPERTY 

 
Reserved. 

 
 

7. Foreign Procurements 
 

7.1 Qualifying Country Sources as Subcontractors 
 

The prime contract contains the DoD FAR Supplement 252.225-7002, which prohibits the company 
from precluding foreign companies located in qualifying countries from competing for subcontracts. 
Therefore, buyers shall not preclude foreign companies from qualifying countries from competing 
with U.S. firms for any subcontract issued under this prime contract. As used herein, the term 
"Qualifying Countries" means: Australia, Austria, Belgium, Canada, Czech Republic, Denmark, 
Egypt, Finland, France, Germany, Greece, Israel, Italy, Luxembourg, Netherlands, Norway, Poland, 
Portugal, Spain, Sweden, Switzerland, Turkey and the United Kingdom of Great Britain and Northern 
Ireland. 
 
Duty-Free Entry 
 
 This prime contract includes the provisions of DoD FAR Supplement 252.225-7013, Duty-Free Entry. In a 
subcontract issued to any qualifying country, or a subcontract issued to a non-qualifying country where the 
estimated duty will exceed $200.00 per unit, notify the administrative contracting officer immediately upon 
issuance of the purchase order/contract and include in this notice the following information: (1) The Contractor’s 
name, address, and Commercial and Government Entity (CAGE) code; (2) Prime contract number and, if 
applicable, delivery order number; (3) Total dollar value of the prime contract or delivery order; (4) Date of the 
last scheduled delivery under the prime contract or delivery order; (5) Foreign seller’s name and address; (6) 
Number of the subcontract for foreign supplies; (7) Total dollar value of the subcontract for foreign supplies; (8) 
Date of the last scheduled delivery under the subcontract for foreign supplies; (9) List of items purchased; (10) 
An agreement that the Contractor will pay duty on supplies, or any portion thereof, that are diverted to 
nongovernmental use other than-- (i) Scrap or salvage; or (ii) Competitive sale made, directed, or authorized by 
the Contracting Officer; (11) Qualifying country of origin; and (12) Scheduled delivery date(s). 
 
 
Consult Procedure PRO-6630 and BPI-6737 for information and guidance. The qualifying countries are Australia, Austria, 
Belgium, Canada, Czech Republic, Denmark, Egypt, Estonia, Finland, France, Germany, Greece, Israel, Italy, Japan, 
Latvia, Luxembourg, Netherlands, Norway, Poland, Portugal, Slovenia, Spain, Sweden, Switzerland, Turkey and the 

https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-6630&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-6737&refer=basicsearch
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United Kingdom of Great Britain and Northern Ireland. 

 
 

8. Contract Financing 
 

8.1 Progress Payments 
 
 The prime contract was modified to incorporate FAR 52.232-16, Progress Payments (MAR 2020) 
(DEVIATION 2020-O0010). The prime progress payment rate is 90%. Refer to PRO-6960 for further guidance 
in regard to the approval process.  

8.2 Performance Based Payments 

N/A 

9. Security and Classified Data 
 

9.1 Security Classification 
 

 The prime contract may require the procurement of classified items.  Comply with the Corporate Security 
Manual. Refer to PRO-1877 for further information and guidance. 

  

10. Commercial Items and Commercial Components 
 

 The prime contract includes FAR 52.244-6, Subcontracts for Commercial Products and Commercial 
Services.  If the goods purchased under the contract qualify as a commercial product or commercial service in 
accordance with PRO-4605, include clause H203 in the purchase contract.  

 
11. Other Customer Contract Requirements 

 
11.1 Earned Value Management System (EVMS) Requirements 

 
The prime contract lists the following subcontractors (or subcontracted effort) as requiring 

an EVMS: TBD. Include H214 in PCs with the named subcontractors (or subcontracted effort). 
Buyers shall send Supplier notification of deficiencies or changes to the Supplier’s EVMS system to 
both the Contract Administrator and the following address: GRP BDS Financial Operations 
bdsfinancialoperations@exchange.boeing.com 

 

11.2 Limitation on Pass-Through Charges 
 

The prime contract incorporates FAR 52.215-23, Limitation on Pass-Through Charges. 
Clauses A001 and A716 include a requirement for the supplier to include information regarding 
excessive pass-through charges in its proposal. Forward any information the supplier provides 
regarding pass-through charges to Contracts. 

 
11.3 Political Contributions, Fees, and Commissions 

 
If the procurement is expected to have a value of $500,000 or more, review the Enterprise Contracting 

Notebook (ECN) for assistance in determining whether clause H126 is applicable.  See BPI-639 for reporting 
requirements for political contributions, fees, and commissions. 

https://onepppm.web.boeing.com/onepppm/app/documents/policyplus?docId=PRO-6960&doctype=2
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-1877&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-4605&refer=basicsearch
mailto:bdsfinancialoperations@exchange.boeing.com
file://nos/data/contracts_risk_management_portal/OneNote/Enterprise_Contract_Notebook_PUBL/Enterprise%20Contracting%20Notebook%20PUBL/OVERVIEW.one
file://nos/data/contracts_risk_management_portal/OneNote/Enterprise_Contract_Notebook_PUBL/Enterprise%20Contracting%20Notebook%20PUBL/OVERVIEW.one
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-639&refer=basicsearch
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11.4 Prime Contract Provisions Containing Relief for Boeing 

 
For purposes of completing Contract Risk Management Summary (CRMS), the prime contract incorporates the 
following:  

 
52.228-7 Insurance - Liability to Third Parties (MAR 1996) 
52.245-1 Government Property (APR 2012) 
52.245-9 Use and Charges (APR 2012) 
52.246-24 Limitation of Liability – High-Value Items (FEB 1997) 
52.246-25 Limitation of Liability – Services (FEB 1997) 
252.228-7001 Ground and Flight Risk (JUN 2010) 

 
11.5 Market Research 

 
The prime contract includes FAR 52.210-1, Market Research.  Consult PRO-4605, PRO-6356 and PRO-4919 

to determine if market research is required.   
 

11.6 Item Identification and Valuation 
 

The prime contract contains DFARS 252.211-7003, Item Identification and Valuation. This provision 
requires a unique item identifier (UID) for delivered items for which the Government’s unit 
acquisition cost is $5,000 or more, except for the following Boeing line items: CLINs 0002, 0003 and 
0004. If procuring parts from a supplier for the following Boeing line items, UID is not required and 
commercial item markings are acceptable. 

 
CLIN 0002 (Commercial Aircraft), 
CLIN 0003 (A/C Storage), and 
CLIN 0004 (Preliminary Design) 

 
11.7 Performance Outside the United States and Canada 

 
The prime contract incorporates DFARS 252.225-7004, Report of Intended Performance 

Outside the United States and Canada – Submission After Award. Paragraph 21 in A001 instructs 
bidders to provide the required information. 

 
11.8 Acquisition Restriction Clauses 

The prime contract or clause H202 incorporates 52.204-23, Prohibition on Contracting for Hardware, 
Software, and Services Developed or Provided by Kaspersky Lab Covered Entities. Contractors and sellers are 
prohibited from providing any Kaspersky Lab covered article in the development of data or deliverables first 
produced in the performance of the contract. “Kaspersky Lab Covered article” means any hardware, software, or 
service that (1) Is developed or provided by a Kaspersky Lab covered entity; (2) Includes any hardware, 
software, or service developed or provided in whole or in part by a Kaspersky Lab covered entity; or (3) 
Contains components using any hardware or software developed in whole or in part by a Kaspersky Lab covered 
entity. “Kaspersky Lab Covered entity” means (1) Kaspersky Lab; (2) Any successor entity to Kaspersky Lab, 
including any change in name, e.g., “Kaspersky”; (3) Any entity that controls, is controlled by, or is under 
common control with Kaspersky Lab; or (4) Any entity of which Kaspersky Lab has a majority ownership. If a 
seller notifies the Procurement Agent that they will be using Kaspersky Lab covered articles, they are required to 

https://wp-myb-forms.web.boeing.com/forms/landing/org/app/5e5a075a-853c-4228-bf88-b764713669c1/launch/index.html?form=F_Form1
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-4605&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-6356&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=PRO-4919
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report certain information to Boeing. Once received, provide the reported information to the Boeing Contracts 
Representative. 

The prime contract or clause H202 incorporates FAR 52.204-25, Prohibition on Contracting for Certain 
Telecommunications and Video Surveillance Services or Equipment. After August 13, 2019, contractors and 
sellers are prohibited from providing to the Government any equipment, system, or service that uses “covered” 
telecommunications equipment or services as a substantial or essential component of any system, or as critical 
technology as part of any system, unless an exception at paragraph (c) of the clause applies or the covered 
telecommunication equipment or services are covered by a waiver described in Federal Acquisition Regulation 
4.2104.  After August 13, 2020 a contractor is prohibited from using “covered” telecommunications equipment 
or services as a substantial or essential component of any system, or as critical technology as part of any system, 
unless an exception at paragraph (c) of the clause applies or the covered telecommunications equipment or 
services are covered by a wavier in FAR 4.2104. This prohibition applies to use of telecommunications 
equipment or services, regardless of whether that use is in performance of work under a Federal contract. If a 
seller notifies the Procurement Agent that they will be providing this type of telecommunications, video 
surveillance, or equipment, they are required to report certain information to Boeing. Once received, provide the 
reported information to the Contracts Representative. 

The prime contract or H202 incorporates FAR 52.204-30 Federal Acquisition Supply Chain Security Act 
Orders—Prohibition.  This clause requires that Boeing not provide or use as part of the performance of the 
contract (1) any covered article (if prohibited by an applicable Order), or (2) any products or services produced 
or provided by a source (if prohibited by an applicable Order), unless an applicable waiver has been issued by 
the issuing official. If a seller notifies the Procurement Agent that they have provided or produced a covered 
article or product subject to an Order (identified formerly or new), the Procurement Agent will need to 
IMMEDIATELY determine if the covered article or product has been delivered to the USG, and report that 
information to  the Contracts Representative. NOTE:  In these cases, Boeing is required to submit a report to 
USG within 3 days of discovery and must provide mitigation actions within 10 days of submitting such 
notification. 

The prime contract or H202 incorporates 52.225-13 Restrictions on Certain Foreign Purchases. Except as 
authorized by the Office of Foreign Assets Control (OFAC) in the Department of the Treasury, this clause 
prohibits Boeing and a seller from entering into most transactions involving Cuba, Iran, and Sudan, as are most 
imports from Burma or North Korea, into the United States or its outlying areas. Lists of entities and individuals 
subject to economic sanctions are included in OFAC’s List of Specially Designated Nationals and Blocked 
Persons at https://home.treasury.gov/policy-issues/financial-sanctions/specially-designated-nationals-and-
blocked-persons-list-sdn-human-readable-lists. Procurement Agents should notify the Contract Representative if 
a seller indicates that it cannot or is unwilling to comply with the requirements of this clause.   

The prime contract or clause H202 incorporates 252.204-7018, Prohibition on the Acquisition of Covered 
Defense Telecommunications Equipment or Services. This clause requires that Boeing not provide to the 
Government any equipment, system, or service to carry out “covered missions” that uses “covered” defense 
telecommunications equipment or services as a substantial or essential component of any system, or as critical 
technology as part of any system, unless the covered defense telecommunication equipment or services are 
covered by a waiver described in Defense Federal Acquisition Regulation Supplement 204.2104. If a seller 
notifies the Procurement Agent that they have identified covered defense telecommunications equipment or 
services used as a substantial or essential component of any system during contract performance,  they are 
required to report certain information to Boeing. Once received, provide the reported information to the 
Contracts Representative. 

The prime contract or clause H202 incorporates 252.225-7001 Buy American and Balance of Payments 

https://www.acquisition.gov/far/4.2104
https://www.acquisition.gov/far/4.2104
https://www.acquisition.gov/dfars/204.2104-waivers.
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Program.  This clause requires the seller to deliver only domestic end products unless its proposal specifies 
delivery of other end products.  The Procurement Agent should notify the Contract Representative if the seller 
designates their deliverables as other than domestic or requests a change in that designation during contract 
performance. 

  
The prime contract or clause H202 incorporates 252.225-7007 Prohibition on Acquisition of United 

States Munitions List Items from Communist Chinese Military Companies.  This clause requires that “any items 
covered by the United States Munitions List or the 600 series of the Commerce Control List that are delivered 
under this contract may not be acquired, directly or indirectly, from a Communist Chinese military company.”  
Procurement Agents should not award subcontracts to Communist Chinese military companies.  Procurement 
Agents should notify the Contract Representative if a seller indicates that it will be subcontracting with a 
Communist Chinese military company. 

 
The prime contract or clause H202 incorporates 252.225-7009 Restriction on Acquisition of Certain 

Articles Containing Specialty Metals.  This clause requires that “except as provided in paragraph (c) of this 
clause, any specialty metals incorporated in items delivered under this contract shall be melted or produced in 
the United States, its outlying areas, or a qualifying country.” Procurement Agents should notify the Contract 
Representative if a seller indicates that it cannot or is unwilling to comply with the requirements of this clause. 

 
The prime contract or clause H202 incorporates 252.225-7011 Restriction on Acquisition of Acquisition 

of Supercomputers.  This clause requires that “supercomputers delivered under this contract shall be 
manufactured in the United States or its outlying areas.”  Procurement Agents should award subcontracts for 
supercomputers to sellers that provide supercomputers that are manufactured in the United States or its outlying 
areas. 

 
The prime contract or clause H202 incorporates 252.225-7012 Preference for Certain Domestic 

Commodities.  This clause requires that a wide variety of commodities (e.g., food, tents and structural 
components of tents, spun silk yarn for cartridge cloth, wool, etc.) delivered under this contract, “either as end 
products or components, . . . have been grown, reprocessed, reused, or produced in the United States.”  
Procurement agents should notify the Contract Representative if a seller indicates that it cannot or is unwilling to 
comply with the requirements of this clause. 

 
The prime contract or clause H202 incorporates 252.225-7015 Restriction on Acquisition of Hand or 

Measuring Tools.  This clause requires that “hand or measuring tools delivered under this contract shall be 
produced in the United States or its outlying areas.”  Procurement Agents should award subcontracts for hand or 
measuring tools to sellers that provide hand or measuring tools that are manufactured in the United States or its 
outlying areas.  If hand or measuring tools are components of a procurement and the seller indicates that it 
cannot or is unwilling to comply with the requirements of this clause, Procurement Agents should notify the 
Contract Representative. 
 

The prime contract or clause H202 incorporates 252.225-7016 Restriction on Acquisition of Ball and 
Roller Bearings.  This clause requires that all ball and roller bearings and roller bearing components delivered 
under this contract, either as end items or components of end items, shall be wholly manufactured in the United 
States, its outlying areas, or Canada. This restriction does not apply to ball or roller bearings that are acquired as: 
(1) Commercial components of an other than commercial end product; or (2) Commercial or other than 
commercial components of a commercial component of a noncommercial end product. If ball or roller bearings 
are components of a procurement and the seller indicates that it cannot or is unwilling to comply with the 
requirements of this clause, Procurement Agents should notify the Contract Representative. 

 
The prime contract or clause H202 incorporates 252.225-7025 Restriction on Acquisition of Forgings.  
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This clause requires that “end products and their components delivered under this contract shall contain forging 
items that of domestic manufacture only.”  “Domestic manufacture “means “manufactured in the United States, 
its outlying areas, or Canada.”  Procurement Agents should award subcontracts for forgings to sellers that 
provide forgings that are manufactured in the United States, its outlying areas, or Canada.  If forgings are a 
component of a procurement and the seller indicates that it cannot or is unwilling to comply with the 
requirements of this clause, Procurement Agents should notify the Contract Representative. 

 
The prime contract or clause H202 incorporates 252.225-7030 Restriction on Acquisition of Carbon, 

Alloy, and Armor Steel Plate.  With a few exceptions, this clause requires that carbon, alloy, and armored steel 
plate delivered under this contract shall be melted and rolled in the United States or Canada  Procurement Agents 
should award subcontracts for carbon, alloy, and armor steel plate to sellers that provide carbon, alloy, and armor 
steel plate that rolled or melted in the United States or Canada.  If carbon, alloy, and armor steel plate is a 
component of a procurement and the seller indicates that it cannot or is unwilling to comply with the 
requirements of this clause, Procurement Agents should notify the Contract Representative. 
 

The prime contract or clause H202 incorporates 252.225-7036 Buy American-Free Trade Agreements-
Balance of Payment Programs.  This requires the seller to under this contract only domestic end products unless, 
in its proposal, it specified delivery of qualifying country end products, Free Trade Agreement country end 
products other than Bahrainian end products Moroccan end products, Panamanian end product, Peruvian end 
product or other foreign end products in the Buy American-Free Trade Agreements-Balance of Payments 
Program Certificate provision of the solicitation.  The Procurement Agent should notify the Contract 
Representative if the seller designates their deliverables as other than  domestic or qualifying country end 
products or requests a change in that designation during contract performance. 

 
The prime or clause H202 incorporates 252.225-7052, Restriction on the Acquisition of Certain Magnets, 

Tantalum, and Tungsten. This requires that the seller shall not deliver any covered material as restricted by the 
clause. If the seller indicates that it cannot or is unwilling to comply with the requirements of this clause, 
Procurement Agents should notify the Contract Representative. 

 
The prime contract or clause H202 incorporates 252.225-7972 Prohibition on the Procurement of 

Foreign-Made Unmanned Aircraft Systems (DEVIATION 2020-O0015). The clause provides that Boeing shall 
not provide or use in the performance of the contract (1) an unmanned aircraft system (UAS), or any related 
services or equipment, that (i) is manufactured in the People’s Republic of China or an entity domiciled in the 
People’s Republic of China, (ii) uses flight controllers, radios, data transmission devices, cameras, or gimbals 
manufactured in the People’s Republic of China or an entity domiciled in the People’s Republic of China; (iii) 
uses a ground control system or operating software developed in the People’s Republic of China or by an entity 
domiciled in the People’s Republic of China; or (iv) uses network connectivity or data storage located in, or 
administered by an entity domiciled in, the People’s Republic of China; or (2) a system for the detection or 
identification of a UAS, or any related services or equipment that is manufactured (i) in the People’s Republic of 
China; or (ii) by an entity domiciled in the People’s Republic of China. If a seller notifies the Procurement Agent 
that they cannot comply with the clause, contact the Boeing Contracts Representative.   

 
The prime contract incorporates 252.225-7021 Trade Agreements. This clause requires the 

supplier to deliver under this contract only U.S. made, qualifying country, or designated country end 
products unless, in its proposal, it specified delivery of other no designated country end products 
and the government determines that Offers of U.S.-made end products or qualifying, designated, 
Caribbean Basin, or Free Trade Agreement country end products from responsive, responsible 
offerors are either not received or are insufficient to fill the Government’s requirements; or a 
national interest waiver has been granted. The buyer should notify the Contract Representative if the 
supplier designates their deliverables as other than U.S. made, qualifying country, or designated 
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country or requests a change in that designation during contract performance. 
 

11.9 DFARS 252.209-7010 Critical Safety Items 
To ensure proper implementation of subject clause requirements, the PA is responsible for 

including free-form text that specifies the Goods, if any, that have been identified to SM as critical 
safety items for purposes of this clause. The free-form text shall cite this clause. The identification 
of critical safety items should be made to SM by Supplier Quality and/or Supplier Program 
Management via some authorizing document. The authorizing document identifying critical safety 
items may be accompanied by detailed heightened surveillance information, which should also be 
included by the PA in free form text if this heightened surveillance information is not otherwise 
flowed in the contract by a Supplier Quality Q clause, and/or the SOW or an applicable 
specification. 
11.10 Contractor Counterfeit Electronic Part Detection and Avoidance System 

 
The prime contract or clause H202 incorporates 252.246-7007 Contractor Counterfeit Electronic Part 

Detection and Avoidance System. If your purchase contract or request for proposal/quote includes a GP version 
dated 4/1/19 or earlier, incorporate clause H218 if the goods or services being procured are either electrical, 
electronic, or electro-mechanical (EEE) parts or components, or the goods or services contain any EEE parts or 
components. If the Procurement Agent is unsure as to whether or not their procurement includes EEE Parts or 
Products which contain EEE parts or components, the Procurement Agent should contact the appropriate IPT.  

 
11.11 252.246-7008 Sources of Electronic Parts 

 
The prime contract or clause H202 includes 252.246-7008 Sources of Electronic Parts.  This clause 

contains limitations on seller selection and sourcing requirements.  If the subcontract is for Electrical, Electronic, 
and Electro-mechanical (EEE) parts, see BPI-617 for direction.  If your purchase contract or request for 
proposal/quote includes a GP version dated 4/1/19 or earlier, incorporate clause H218 if the goods or services 
being procured are either electrical, electronic, or electro-mechanical (EEE) parts or components, or the goods or 
services contain any EEE parts or components. If the Procurement Agent is unsure as to whether or not their 
procurement includes EEE Parts or Products which contain EEE parts or components, the Procurement Agent 
should contact the appropriate IPT.  
 
Additionally, the seller of products or services that contain EEE parts is required to provide notification if (1) 
they obtain an electronic part from other than the Original Component Manufacturer (OCM), OCM Authorized 
Distributor, or Contractor-Approved Supplier, (2) they cannot confirm that an electronic part is new or previously 
unused and that it has not been comingled, or (3) a lower-tier seller refuses to accept the flow down of this 
clause.   Any notification(s) from the seller shall be forwarded to the Contract Representative immediately upon 
receipt.   
 
If the seller requests modifications or otherwise objects to this clause, notify the Contract Representative 
immediately and follow the process identified in BPI-6730 for addressing terms and conditions exceptions. 

 

11.12 DFARS 252.204-7012 Safeguarding Covered Defense Information & CyberIncident 
Reporting 

 
The prime contract incorporates DFARS 252.204-7012 Safeguarding Covered Defense Information & Cyber 

Incident Reporting.    If the Procurement Agent is notified by a seller of a cyber incident, the Procurement Agent 
should immediately notify the B-CIRT and Supply Chain by sending an email to abuse@Boeing.com and 

https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-617&refer=basicsearch
https://onepppm.web.boeing.com/onepppm/app/documents/show?id=BPI-6730
mailto:abuse@Boeing.com
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SCCyberSecurity@Boeing.com, as well as coordinate with the Contract Representative. 
 

11.13 Solicitations/Purchase Contracts without a SSOW 
 

1. Solicitations/Purchase Contract Attachments 
 

For any solicitations or purchase contracts issued in support of this prime contract that do NOT 
include an SSOW, the documents listed below (and attached to this PCS) should be incorporated in the 
solicitation/purchase contract in order to incorporate the VC-25B OPSEC training requirement. 

 
 
 

VC-25B OPSEC PC Clause.docx VC-25B OPSEC requirement language. 
Attach to RFQ’s and copy language into 
PC’s via NWP Freeform attachment. 

VC-25B_OPSEC_Training for Suppliers 
03252021.pptx 

VC-25B OPSEC supplier training 
presentation to be provided to suppliers. 

 

If the item being procured is not a unique VC-25B item (non-program unique or non-program 
specific) or is a commercial off-the-shelf item (COTS), then the two documents listed above (and attached 
to this PCS) and the OPSEC Free-Form Clause Approval (cited in paragraph 2.) are not a required. 

 
2. Documentation of the OPSEC FreeForm Clause Approval 

 
For purchase contracts issued in support of this prime contract that do NOT include a SSOW, use 

the document below (and attached to this PCS) to document PC&RM Advisor approval of the free 
form clause in your PC. The approval shall be filed in EPIC Tab I1 when applicable. 

 
i1-1_non-standard terms_pca approval_vc-25b opsec 
freeform.pdf 

Approval from PC&RM advisor for non- 
standard terms. File in EPIC Tab I1 when 
applicable. 

mailto:SCCyberSecurity@Boeing.com
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3. OPSEC Plan 
 

The OPSEC Plan is included as an attachment to this PCS for reference. 
 

11.14 Incrementally Funded 
 

The prime contract incorporates DFARS 252.232-7007 Limitation of Government’s Obligation. Coordinate 
with Program Management and other necessary functions (e.g. Financial Analysis, Contracts, etc.) to 
determine if a similar funding limitation for the pending contract and the proposed supplier is in the best 
interest of Boeing and/or the customer. If determined appropriate, incorporate F220 and F218/A022 in 
fixed price solicitations AND F220 and F218 in awarded fixed price purchase contracts. 
 
11.15 Prohibition on a ByteDance Covered Application  

 
 The prime contract or H202 includes FAR 52.204-27, Prohibition on a ByteDance Covered Application.  
This clause prohibits the use of TikTok or any successor application or service developed or provided by 
ByteDance Limited or an entity owned by ByteDance Limited for any covered application on any information 
technology owned or managed by the Government, or on any information technology used or provided by the 
contractor under a contract, including equipment provided by the contractor’s employees, unless an exception is 
granted. FAR 52.204-27 has been flowed down in the CCR and requires the procurement agent to provide notice 
to the seller if an exception in paragraph (b) has been granted by the Contracting Officer. 
 
11.16 Prohibition of Hexavalent Chromium 

 
The prime contract or H202 incorporates 252.223-7008 Prohibition of Hexavalent Chromium.  This clause 

prohibits the seller from providing any deliverable or construction material that (i) Contains hexavalent 
chromium in a concentration greater than 0.1 percent by weight in any homogenous material; or (ii) Requires the 
removal or reapplication of hexavalent chromium materials during subsequent sustainment phases of the 
deliverable or construction material. This prohibition does not apply to hexavalent chromium produced as a by-
product of manufacturing processes. If a seller notifies the Procurement Agent that they cannot comply with the 
requirements of this clause, the Procurement Agent should contact the Contracts Representative to determine if a 
waiver or exemption currently exists for that seller and product, or if one must be requested from the Contracting 
Officer.    

 
Packing, Marking, and Shipping 

 
In the event a seller will be directly shipping to the customer, please contact the Contracts Representative and 

Program to establish and ensure the seller complies with shipping, marking, and packing requirements included 
in the prime contract. 
 
Royalties 
 

The prime contract does not contain a FAR 52.227-9 royalties provision.  Therefore, there are no FAR 
52.227-9 requirements for royalty reporting.   
 
End Use Certificate/Statement 
 

For purposes of completing End Use Certificate/Statements, the following information regarding the 
ultimate end use country for deliverables under the Contract is provided: 
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• USA 
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FORWARD 
 


This plan establishes general policy, guidance, and criteria for the protection of unclassified 
information pertaining to the Presidential Aircraft Recapitalization (PAR) Program and its      
VC-25B Presidential Aircraft which require protection in the interest of national security.  By its 
nature, Operations Security (OPSEC) is a dynamic process to deny an adversary as much 
information as possible about PAR activities, intentions and capabilities.  It is imperative that the 
application of OPSEC measures support the balance between the need for concealment and the 
requirement to communicate quickly and effectively.  Current and potential adversaries devote 
significant resources to monitor United States (US) military operations and activities and they 
are very capable of collecting meaningful information of intelligence value.  These adversaries 
can then produce reliable information on a US military establishment, its capabilities, intentions, 
vulnerabilities, major weapon systems, and ongoing research and development.  Failure to 
adequately protect PAR Critical Information (CI) could seriously jeopardize the protection of 
future PAR missions and the President of the United States. 
 
Approved by: 
 
 
 


DANIEL N. MARTICELLO, JR., Colonel, USAF 
Program Manager, Presidential Aircraft Recapitalization 
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1. OVERVIEW 
 
1.1. OPSEC Definition.  OPSEC is the process of identifying, analyzing, and controlling CI 
indicating friendly actions associated with military operations and other activities to:  


 
• Identify those actions that can be observed by adversary intelligence systems 


  
• Determine what specific indications could be collected, analyzed, and interpreted to 


derive CI in time to be useful to adversaries  
 


• Select and execute measures that eliminate or reduce to an acceptable level the 
vulnerabilities of friendly actions to adversary exploitation 


 
1.2. References.  National Security Directive 298, National Operations Security Program; 
Joint Publication 3-13.3, Operations Security; Air Force Policy Directive 10-7, Air Force 
Information Operations; Air Force Instruction (AFI) 10-701, Operations Security (OPSEC); AFI 
16-201, Air Force Foreign Disclosure and Technology Transfer Program; DoD Directive 
5230.25, Withholding of Unclassified Technical Data From Public Disclosure; DoD Manual 
5200.01, Volume 4, DoD Information Security Program:  Controlled Unclassified Information 
(CUI); the Mobility Directorate OPSEC Plan, and DoD 5220.22-M, National Industrial Security 
Program Operating Manual. 
 
1.3. Applicability.  This plan applies to all PAR Program Office personnel, locations, and 
information systems possessing PAR information.  Contracts and subcontracts pertaining to the 
PAR Program will be required to comply with the PAR OPSEC Plan in accordance with the 
contract’s DD Form 254, DoD Contract Security Classification Specification.   
 
1.4. General Information.   The PAR OPSEC Plan will be reviewed and updated annually by 
the OPSEC point of contact (POC).  Reviews will cover the entire plan with emphasis on any 
changes that may affect the critical information list (CIL), indicators, vulnerabilities, and 
countermeasures.  All information (briefings, reports, etc.) intended for public release must be 
reviewed for OPSEC considerations prior to release.  A WPAFB Form 1420, Security & Policy 
Worksheet, must be filled out and coordinated by the originator, technical reviewer, and security 
reviewer. The OPSEC POC will perform an OPSEC review to ensure no CI is contained in the 
information being submitted to the 88th Air Base Wing’s Public Affairs Office.  This includes 
information in written form or information being presented orally to the public.  Within the PAR 
Program, all Freedom of Information Act requests will be coordinated through the PAR Security 
Office prior to release of the information. 
 
2. RESPONSIBILITIES  
 
2.1.  The PAR Program Manager will:   
 


• Review/approve the PAR CI List (CIL) 
 


•  Review/approve the PAR OPSEC Plan  
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• Provide OPSEC policy and guidance to support effective mission execution in 
accordance with OPSEC requirements 


 
• Implement OPSEC countermeasures  


 
2.2. Functional leads will: 


 
• Review the OPSEC Plan and ensure all personnel under their area of responsibility are 


familiar with OPSEC requirements   
 


• Implement OPSEC measures within their areas that are consistent with OPSEC 
regulations and PAR OPSEC policies 


 
• Report any OPSEC deficiencies to the OPSEC POC  


 
• Appoint a representative to participate in the OPSEC Working Group (OWG) 


 
• Ensure assigned personnel attend initial PAR OPSEC training and newly assigned 


personnel attend the training within 30 days of assignment 
 
2.3. The OPSEC POC will: 
 


• Implement and execute OPSEC using director and higher headquarters OPSEC policy 
and guidance  


 
• Oversee implementation of the program manager's OPSEC policy and CIL.  Develop 


procedures to ensure CI and OPSEC indicators are identified and controlled 
 


• Assist in developing and maintaining a current list of CI, with associated indicators, as 
chair of the OWG 
 


• Conduct OPSEC reviews of information submitted for publication or release to the 
public, i.e., base newspapers, safety magazines, flyers, web pages, television interviews 
and information for news articles 


 
• Ensure assigned personnel receive initial and annual PAR OPSEC training.  Newly 


assigned personnel will attend initial training within 30 days of assignment 
 
• Use assessment results to correct discovered vulnerabilities and aid program OPSEC 


awareness efforts 
 


• Convene the PAR OWG, as required, to address PAR OPSEC concerns, evaluate CI, 
and revise the CIL, as necessary 
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2.4. PAR personnel will: 
 


• Attend initial and annual PAR OPSEC training, as required.  Newly assigned personnel 
will attend initial training within 30 days of assignment 
 


• Ensure OPSEC is considered prior to placing, updating, or modifying information on 
the PAR internal Enterprise Information System.  An annual OPSEC review will 
conducted of this information by the OPR owning the material  


 
• Review the PAR OPSEC Plan and ensure they are familiar with OPSEC requirements 


 
3. CI, INDICATORS, AND COUNTERMEASURES  
 
3.1. CI.  CI is a specific fact (about friendly intentions, capabilities, and activities) vitally 
needed by adversaries for them to plan and act effectively in order to guarantee failure or 
unacceptable consequences for friendly mission accomplishment. 
 
3.2. PAR CIL and Countermeasures.  The PAR OWG developed the PAR CIL to ensure the 
CI is identified and protected.  The CIL is located in Table 1, along with the corresponding 
OPSEC indicators and countermeasures. 
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PRESIDENTIAL AIRIFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST  


Critical Information Indicators Countermeasures 


General   
Personal schedules/calendars • Report data 


• Administrative 
documentation 


• Scientific/technological 
testing data 


• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in temporary duty 


(TDY) activity 
• Surge in contracting activity 
• Increase of physical security 


posture at modification site 
• Physical security posture at 


VC-25B storage site 
• Visits to contractor sites at 


key dates and times 
• Specific location of VC-25B 


at storage location 
• Visits to the VC-25B    


storage location 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR Security 
Classification and 
Declassification Guide (SCDG) 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI  


• Apply PAR Distribution F 
statement to all technical 
information 


• CI on unclassified computer 
systems will be encrypted prior 
to any transmission 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, Air 
Force One (AF1), or VC-25B 
affiliation will not be displayed 
prior to the VC-25B aircraft 
receiving Protection Level 1 
security measures 


• Discussions during travel to 
TDY locations will not involve 
USAF, PAR AF1, or VC-25B 
data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
Program areas 


• Ensure only authorized 
personnel have access to 
information systems (IS) with 
PAR data 


• Identity and location of VC-25B 
aircraft are not to be revealed by 
employees and contractors 
during and after storage facility 
tours or visits 


Integrated Master Schedule 
All unclassified reports 
Itineraries of visits related to 
PAR activities  
All information which could 
reveal the specific VC-25B  
storage location prior to 
Protection Level 1 initiation and 
its movement to a modification 
facility 
All information which could 
reveal the physical security 
posture at the VC-25B  storage 
location prior to Protection 
Level 1 initiation and its 
movement to a modification 
facility 
Photographs of PAR equipment 
and the VC-25B aircraft prior to 
the official release of the 
photograph 
Compilation of data concerning 
subsystems and defensive 
systems 
Verbalized speculation and 
discussion concerning PAR 
systems and subsystems 
Designation of equipment for 
PAR prior to a Yankee White 
security environment (i.e.        
VC-25B, subsystems, or 
components) 
External program 
interdependencies and required 
services 
Program acquisition risks and 
associated mitigations 


Table 1 – Critical Information, Indicators, and Countermeasures 
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PRESIDENTIAL AIRCRAFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST (CONTINUED) 


Critical Information Indicators Countermeasures 


Contracting    


Contracts – information such as 
delivery schedule, destination, 
etc. 


• Report data 
• Administrative 


documentation 
• Scientific/technological 


testing data 
• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in TDY activity 
• Surge in contracting activity 
• Surge in financial activity 
• Increase of physical security 


posture at modification site 
• Visits to contractor sites at 


key dates and times 
• Visits to the VC-25B   


storage facility  
• Physical security posture at 


VC-25B storage site 
• Specific location of VC-25B 


at storage location 
 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI  


• Apply PAR Distribution F 
statement to all technical 
information  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, AF1, 
or VC-25B affiliation will not be 
displayed prior to the VC-25B 
aircraft receiving Protection Level 
1 security measures 


• Discussions during travel to TDY 
locations will not involve USAF, 
PAR AF1 or VC-25B data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
Program areas 


• Ensure only authorized personnel 
have access to IS with PAR data 


• Identity and location of VC-25B 
aircraft are not to be revealed by 
employees and contractors during 
and after storage facility tours or 
visits 


Expenditures – That can be 
associated with storage of the 
VC-25B and reveal the storage 
location 
Statement of Work/Performance 
Work Statement 
Modification facility preparation 
activity prior to VC-25B aircraft 
delivery 


Contract deliverables 
 


Table 1 – Critical Information, Indicators, and Countermeasures (Continued) 
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PRESIDENTIAL AIRCRAFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST (CONTINUED) 


Critical Information Indicators Countermeasures 


Engineering   


Technical data describing 
Presidential equipment such as 
reports/study results, Layout of 
Passenger Accommodation 
(LOPA), test data, etc. 


• Report data 
• Administrative 


documentation 
• Scientific/technological 


testing data 
• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in TDY activity 
• Increase of physical security 


posture at storage site 
• Increase of physical security 


posture at modification site 
• Visits to contractor sites at 


key dates and times 
• Visits to the VC-25B   


storage facility  
• Physical security posture at 


VC-25B storage site 
• Specific location of VC-25B 


at storage location 
 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI  


• Apply PAR Distribution F 
statement to all technical 
information  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, AF1, 
or VC-25B affiliation will not be 
displayed prior to the VC-25B 
aircraft receiving Protection Level 
1 security measures 


• Discussions during travel to TDY 
locations will not involve USAF, 
PAR, AF1, or VC-25B data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
program areas 


• Ensure only authorized personnel 
have access to IS with PAR data 


Requirements, verification of 
requirements, and any 
deficiency information 
Risk reduction activity that 
reveals unique mission 
capability 


Technical Orders, Technical 
Manual Contract Requirements 


• Report data 
• Administrative 


documentation 
• Electronic files  


  


 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Apply PAR Distribution D 
statement  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission 


• Access to CI will be provided on 
as need-to-know basis 


• Controlled Area badging used for 
access to Program area 


• Ensure only authorized personnel 
have access to IS with PAR data 


Table 1 – Critical Information, Indicators, and Countermeasures (Continued) 
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PRESIDENTIAL AIRCRAFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST (CONTINUED) 


Critical Information Indicators Countermeasures 


Finance   


Financial/Spending Plans • Report data 
• Administrative 


documentation 
• Scientific/technological 


testing data 
• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in TDY activity 
• Surge in financial activity 
• Increase of physical security 


posture at modification site 
• Visits to contractor sites at 


key dates and times 
• Visits to the VC-25B   


storage facility  
• Physical security posture at 


VC-25B storage site 
• Specific location of VC-25B 


at storage location 
 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI  


• Apply PAR Distribution F 
statement unless specifically 
directed otherwise to apply 
Distribution E statement  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, AF1, 
or VC-25B affiliation will not be 
displayed prior to the VC-25B 
aircraft receiving Protection Level 
1 security measures 


• Discussions during travel to TDY 
locations will not involve USAF, 
PAR, AF1, or VC-25B data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
program areas 


• Ensure only authorized personnel 
have access IS with PAR data 


• Identity and location of VC-25B 
aircraft are not to be revealed by 
employees and contractors during 
and after storage facility tours or 
visits 


Program Office Estimate 
Official Congressional 
responses 
Program funding charts 
Funding/Cost Pie charts 
Business Review Charts 
Program Objective 
Memorandum submissions 
Program funding documents 
[e.g. Military Interdepartmental 
Purchase Request, Purchase 
Requests, Fund Cite 
Authorizations (AF Forms 616)] 
Backup documentation to 
Program funding documents 
Program Unfunded Request 
packages 
Program Office funding drills 
Cost Excursions/ “what if’s” 
Program cost models 
Cost Analysis Requirement 
Description 
Statement of Provisioning 
Policy for DSA Contracts (Type 
I Provisioning Requirements),  
DD Form 1537, funding 
documents 
Expenditures that can be 
associated with storage of the         
VC-25B and reveal its location.  


Table 1 – Critical Information, Indicators, and Countermeasures (Continued) 
 


  



http://www.dtic.mil/whs/directives/forms/forminfo/forminfopage625.html

http://www.dtic.mil/whs/directives/forms/forminfo/forminfopage625.html

http://www.dtic.mil/whs/directives/forms/forminfo/forminfopage625.html
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PRESIDENTIAL AIRCRAFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST (CONTINUED) 


Critical Information Indicators Countermeasures 


Logistics   


PAR aircraft system reliability • Report data 
• Administrative 


documentation 
• Scientific/technological 


testing data 
• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in TDY activity 
• Surge in contracting activity 
• Surge in financial activity 
• Increase of physical security 


posture at modification site 
• Visits to contractors at key 


dates and times 
• Visits to the VC-25B   


storage facility  
• Physical security posture at 


VC-25B storage site 
• Specific location of VC-25B 


at storage location 
 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI and 
privacy act information 


• Apply PAR Distribution F 
statement to all technical 
information  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission. 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, AF1, 
or VC-25B affiliation will not be 
displayed prior to the VC-25B 
aircraft receiving Protection Level 
1 security measures 


• Discussions during travel to 
program locations will not involve 
USAF, PAR, AF1, or VC-25B 
data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
program areas 
Ensure only authorized personnel 
have access to information 
systems with PAR data 


• Identity and location of VC-25B 
aircraft are not to be revealed by 
employees and contractors during 
and after storage facility tours or 
visits 


Details of Logistics Plans 
Lists of components/line 
replaceable units, 
subassemblies, and equipment 
associated with the PAR aircraft 
Training or Training Systems, 
(how, where, and with whom 
we conduct training)  


Table 1 – Critical Information, Indicators, and Countermeasures (Continued) 
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PRESIDENTIAL AIRCRAFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST (CONTINUED) 


Critical Information Indicators Countermeasures 


Technical information and 
Requirements   


PAR facility physical security 
requirements and specifications 


• Report data 
• Administrative 


documentation 
• Scientific/technological 


testing data 
• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in TDY activity 
• Surge in contracting activity 
• Surge in financial activity 
• Increase of physical security 


posture at modification site 
• Visits to contractors at key 


dates and times 
• Visits to the VC-25B   


storage facility  
• Physical security posture at 


VC-25B storage site 
• Specific location of VC-25B 


at storage location 
 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI  


• Apply PAR Distribution F 
statement to all technical 
information  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, AF1, 
or VC-25B affiliation will not be 
displayed prior to the VC-25B 
aircraft receiving Protection 
Level 1 security measures 


• Discussions during travel to TDY 
locations will not involve PAR or 
USAF data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
program areas 


• Ensure only authorized personnel 
have access to IS with PAR data 


• Identity and location of VC-25B 
aircraft are not to be revealed by 
employees and contractors during 
and after storage facility tours or 
visits 


OPSEC Surveys 
PAR aircraft system reliability 
data 
Capability gaps/analysis 
PAR aircraft has self-defense 
system requirements 


PAR Aircraft has requirements 
for Chemical, Biological, 
Radiological, and Nuclear 
survivability 
Mission communications design 
and performance characteristics 
Data protection methodology 
information 
Mission communication audit 
and log files 
Mission communication security 
management files 
Damage assessment/ 
repercussions 
Cyber policies, incident 
response plans, contingency 
plans, user security guide, 
security administrative 
procedures 


PAR Aircraft has requirements 
for Electromagnetic Pulse  
hardening and survivability 
measures 


Table 1 – Critical Information, Indicators, and Countermeasures (Continued) 
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PRESIDENTIAL AIRCRAFT RECAPITALIZATION AND VC-25B 
CRITICAL INFORMATION LIST (CONTINUED) 


Critical Information Indicators Countermeasures 


Test   


Test data in any form or 
medium 


• Report data 
• Administrative 


documentation 
• Scientific/technological 


testing data 
• Electronic files  
• Telephone conversations 
• Teleconferences  
• Video teleconferences 
• Surge in TDY activity 
• Surge in contracting activity 
• Surge in financial activity 
• Increase of physical security 


posture at modification site 
• Visits to contractors at key 


dates and times 
• Visits to the VC-25B   


storage facility  
• Physical security posture at 


VC-25B storage site 
• Specific location of VC-25B 


at storage location 
 
 


 


• Ensure Critical Information is 
protected as FOUO unless 
classified by the PAR SCDG 


• Provide OPSEC education for all 
personnel on policies and 
procedures for controlling CI  


• Apply PAR Distribution F 
statement to all technical 
information  


• CI on unclassified computer 
systems will be encrypted prior to 
any transmission 


• Visits to the VC-25B storage 
facility will be in civilian attire, 
and items with USAF, PAR, 
AF1, or VC-25B affiliation will 
not be displayed prior to the VC-
25B aircraft receiving Protection 
Level 1 security measures 


• Discussions during travel to TDY 
locations will not involve PAR or 
USAF data 


• Access to CI will be provided on 
as need-to-know basis 


• Area badging used for access to 
program areas 


• Ensure only authorized personnel 
have access to IS systems with 
PAR data 


• Identity and location of VC-25B 
aircraft are not to be revealed by 
employees and contractors during 
and after storage facility tours or 
visits 


Test planning information 
including but not limited to test 
methodology, strategy, and list of 
participating test organizations 
Test locations and test 
schedules 
PAR test-specific resource list 
including materials used to 
support test 
Activities/participating test 
personnel from other 
government organizations 
including but not limited to 
Developmental Test and 
Operational Test aircrew and 
engineers 
Flight, ground, or laboratory 
test results 
Test reports 


Table 1 – Critical Information, Indicators, and Countermeasures (Continued) 
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4. ACRONYM LIST 
 


AF Air Force 


AF1 Air Force One 


AFI Air Force Instruction 


CI Critical Information 


CIL Critical Information List  


CM Countermeasures 


CUI Controlled Unclassified Information 


DD Department of Defense (forms only) 


DoD Department of Defense 


EIS Enterprise Information System 


FOUO For Official Use Only 


IS Information Systems 


OPSEC Operations Security  


OWG OPSEC Working Group 


PAR Presidential Aircraft Recapitalization 


POC Point of contact  


SCDG Security Classification and Declassification Guide 


TDY Temporary duty 


US United States 


USAF United States Air Force 


WPAFB   Wright-Patterson Air Force Base  
 
 
 
 
 
 
 
 
 
 
 
 
 
 







 


FOR OFFICIAL USE ONLY 
13 


 
 
 
 





		PRESIDENTIAL AIRCRAFT RECAPITALIZATION

		AND VC-25B PRESIDENTIAL AIRCRAFT

		OPERATIONS SECURITY (OPSEC) PLAN

		AIR FORCE LIFE CYCLE MANAGEMENT CENTER

		PRESIDENTIAL AIRLIFT RECAPITALIZATION DIRECTORATE

		TABLE OF CONTENTS

		3. CI, INDICATORS, AND COUNTERMEASURES

		4. ACRONYM LIST



		IndicatorsGeneral: 

		CountermeasuresGeneral: 

		Report data  Administrative documentation  Scientifictechnological testing data  Electronic files  Telephone conversations  Teleconferences  Video teleconferences  Surge in temporary duty TDY activity  Surge in contracting activity  Increase of physical security posture at modification site  Physical security posture at VC25B storage site  Visits to contractor sites at key dates and times  Specific location of VC25B at storage location  Visits to the VC25B storage location: 

		IndicatorsContracting: 

		CountermeasuresContracting: 

		Modification facility preparation activity prior to VC25B aircraft delivery: 

		Contract deliverables: 

		IndicatorsEngineering: 

		CountermeasuresEngineering: 

		Risk reduction activity that reveals unique mission capability: 

		Technical Orders Technical Manual Contract Requirements: 

		Report data  Administrative documentation  Electronic files: 

		IndicatorsFinance: 

		CountermeasuresFinance: 

		Program cost models: 

		Expenditures that can be associated with storage of the VC25B and reveal its location: 

		Report data  Administrative documentation  Scientifictechnological testing data  Electronic files  Telephone conversations  Teleconferences  Video teleconferences  Surge in TDY activity  Surge in financial activity  Increase of physical security posture at modification site  Visits to contractor sites at key dates and times  Visits to the VC25B storage facility  Physical security posture at VC25B storage site  Specific location of VC25B at storage location: 

		IndicatorsLogistics: 

		CountermeasuresLogistics: 

		Training or Training Systems how where and with whom we conduct training: 

		Report data  Administrative documentation  Scientifictechnological testing data  Electronic files  Telephone conversations  Teleconferences  Video teleconferences  Surge in TDY activity  Surge in contracting activity  Surge in financial activity  Increase of physical security posture at modification site  Visits to contractors at key dates and times  Visits to the VC25B storage facility  Physical security posture at VC25B storage site  Specific location of VC25B at storage location: 

		IndicatorsTechnical information and Requirements: 

		CountermeasuresTechnical information and Requirements: 

		OPSEC Surveys: 

		PAR aircraft has selfdefense system requirements: 

		Damage assessment repercussions: 

		IndicatorsTest: 

		CountermeasuresTest: 

		Test reports: 

		Report data  Administrative documentation  Scientifictechnological testing data  Electronic files  Telephone conversations  Teleconferences  Video teleconferences  Surge in TDY activity  Surge in contracting activity  Surge in financial activity  Increase of physical security posture at modification site  Visits to contractors at key dates and times  Visits to the VC25B storage facility  Physical security posture at VC25B storage site  Specific location of VC25B at storage location_2: 

				2018-04-08T15:12:49-0400

		MARTICELLO.DANIEL.N.JR.1184208063














Supplier Attachment 6 OMIT - 12-3-18





SPECIFICALLY-NEGOTIATED LICENSE ATTACHMENT 6 TERMS FOR OMIT COMMERCIAL PROPRIETARY  INFORMATION





1. [bookmark: _GoBack]This ATTACHMENT 6 applies to Commercial Proprietary Information of Seller that is OMIT, and that is identified as subject to "ATTACHMENT 6" in the table in this Contract entitled "Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical Data and Computer Software."



2. Definitions. Definitions not set forth herein or elsewhere in this Contract are defined in DFARS Part 227 and associated contract clauses, and in clause H-099 of this Contract.



2.1 "ATTACHMENT 6 Licensed Materials" means Commercial Proprietary Information licensed under this ATTACHMENT 6.



2.2 "ATTACHMENT 6 Licensed Computer Software" means computer software licensed under this ATTACHMENT 6.



2.3 "Contract Labor" means technical or administrative personnel supplied to the Government through Third Party suppliers who are in the business of recruiting and supplying contracted staffing. Contract Labor personnel typically perform Government work on Government premises and work closely with Government employees. Contract Labor employees are employees of the Third Party supplier and remain on the Third Party supplier's payroll.

2.4 "Consultants" means persons who are members of a particular profession or possess a specialized knowledge or special skill not reasonably available within the Government, whose services are acquired solely to obtain information, advice, opinions, alternatives, conclusions, recommendations, analyses or evaluations, but not to deliver products or services associated with products.

2.5 "Reverse Engineer'' means to disassemble and analyze a product to evaluate its characteristics.

2.6 "Simulator" means an Aircraft flight or maintenance training device which simulates the configuration, performance characteristics, systems, navigational aids and/or communications of the Aircraft.

2.7 "Simulator Manufacturer" means a Third Party who manufactures Simulators.

2.8 "Simulator Training Services" means the use of Simulators to train Air Trainees.

2.9 "Third Party" means anyone not a party to this Contract.

2.10 "Third-Party Contractor" means any Third Party who is Qualified, as defined in H-099, responding to a Government solicitation and/or contracted by the Government to develop and/or use training materials other than the Type I-ATS-MTS Activity, or to perform OMIT or Future Modification work on or related to the Aircraft. The term includes, but is not limited to, entities partially or wholly owned by the Government, but which are separately incorporated or otherwise established as separate legal entities.



2.11 "Third-Party Computer Software" means any computer software distributed, created or assembled by a Third Party (including but not limited to open source software).



2.12 "Type I-ATS-MTS Activity" means a Simulator Manufacturer's development, in performance of a Simulator Manufacturer's contract with the Government, of Aircraft Type I Simulator Training Services, Aircrew Training System (ATS) Simulator Training Services for the Aircraft or Maintenance Training System (MTS) Simulator Training Services for the Aircraft. It does not include training activities associated with a Systems Integration Laboratory, whether pre-existing or developed under this Contract.



3. Grant.



3.1 Seller hereby grants to the Government a worldwide, nonexclusive, nontransferable (except as authorized herein) license to use, modify, reproduce, release, perform, display, or disclose the ATTACHMENT 6 Licensed Materials, for the development and/or use of training materials and the performance of OMIT and Future Modifications in support of the Aircraft (the "Purpose"). The Government will preserve all reasonable proprietary legends, and all copyright notices on all Materials and ensure the inclusion of those legends and notices on all copies. Such license excludes the right to use ATTACHMENT 6 Licensed Materials to manufacture new items or parts.

3.2 Seller hereby agrees to mark the Licensed Materials with the following legend and no other restrictive legends:

Cover page marking:

Supplier Name PROPRIETARY. CONTAINS COMMERCIAL TECHNICAL DATA/COMPUTER SOFTWARE DELIVERED TO THE U.S. GOVERNMENT WITH OMIT SPECIFICALLY-NEGOTIATED LICENSE RIGHTS.



Contractor Name: Supplier Name



Contractor Address: Supplier Address



The Government's rights to use, modify, reproduce, release, perform, display, or disclose such technical data or computer software are restricted by Subcontract No.                                   ; Contract No. FA8625-16-C-6599, License No. Attachment 6. Any reproduction of technical data or computer software or portions thereof marked with this legend must also reproduce the markings.



Footers:



Supplier Name TECHNICAL DATA/COMPUTER SOFTWARE DELIVERED TO THE U.S. GOVERNMENT WITH OMIT COMMERCIAL SPECIFICALLY-NEGOTIATED RIGHTS SUBJECT TO RESTRICTIONS ON THE FIRST PAGE OF THIS DOCUMENT



3.3 Embedded Computer Software. With regard to executable computer software code that is not otherwise asserted with restrictions on the Government's rights hereunder and that is Delivered embedded in hardware, and in addition to any other rights provided by law or other agreement, Seller grants to the Government the right to use, modify, reproduce, release, perform, display or disclose such computer software within the Government with the hardware in which it was Delivered; and release or disclose such computer software outside the Government and authorize persons to whom release or disclosure has been made, to use, modify, reproduce, release, perform, display or disclose the computer software with the hardware in which it was Delivered for United States Government purposes.



3.4 Sublicenses.



3.3.1		Purpose Sublicense. In addition to the rights granted to the Government regarding Covered Government Support Contractors under DFARS 252.227- 7015 (JULY 2017)  (DEVIATION  2017-F0001) , Seller grants to the Government the right to disclose and provide ATTACHMENT 6 Licensed Materials to Third-Party Contractors and their subcontractors at any tier, as well as Contract Labor and Consultants, for the Purpose other than Type I-ATS-MTS Activity, provided that the Third-Party Contractors and their subcontractors at any tier, Contract Labor and Consultants have executed an agreement similar to the Sublicense Terms for the Purpose Activity.



3.3.1.1 Sublicense Terms for Purpose Activity: Before providing Commercial Proprietary Information to a Third-Party Contractor, Contract Labor and/or Consultant under the paragraph hereunder entitled Purpose Sublicense, the Government will execute a DFARS 227.7103-7 "Use and Non­ Disclosure Agreement" with such Third-Party Contractor, Contract Labor and/or Consultant, with the following language added to paragraph (d):



"Contractor may use [INSERT SUPPLIER NAME]-provided Commercial Proprietary Information only to propose and/or perform the obligations of Contractor's contract with the Government, to include (a) providing services as a Covered Government Support Contractor under DFARS 252.227-7013(a)(5)  (JULY  2017)  (DEVIATION 2017-F0001), (b) operating and performing OMIT activities on Government-owned Boeing 747-8 VIP ("Aircraft') other than designing or manufacturing a simulator; or (c) performing modifications on the Aircraft. Except as specifically authorized by [SUPPLIER] and the Government, Contractor agrees not to use [SUPPLIER’S] Commercial Proprietary Information in connection with the manufacture or sale of any part or design. Contractor is not permitted to sublicense [SUPPLIER]-provided Commercial Proprietary Information without [SUPPLIER’S] expressed written permission. Contractor may not use [SUPPLIER’S] Commercial Proprietary Information other than as authorized by this Agreement, without entering into a separate license agreement with [SUPPLIER]. Such license may be royalty-bearing, and the granting of such license is within [SUPPLIER’S] sole discretion. Contractor will not attempt to gain access to information by reverse engineering, decompiling, or disassembling any Commercial Proprietary Information provided in the form of technical data or computer software to Contractor. [SUPPLIER] disclaims any implied warranty that the Commercial Proprietary Information provided to Contractor is sufficient for the purposes of performing any particular modification. As set forth in DFARS 227.7103-7(c)(6), [SUPPLIER] is an intended third party beneficiary with respect to this Agreement and may enforce it directly against Contractor. No disclosure or physical transfer by [SUPPLIER] or the Government to Contractor, of any Commercial Proprietary Information covered by this Agreement will be construed as granting a license, other than as expressly set forth in this Agreement or any ownership right in any patent, patent application, copyright or proprietary information."



4. Survival of Obligations. Upon termination or cancellation of the licenses granted under this ATTACHMENT 6, the provisions of this ATTACHMENT 6 that by their nature survive termination of the licenses granted under this ATTACHMENT 6, shall survive such termination or cancellation. The Government's obligations regarding Commercial Proprietary Information shall survive termination or expiration of this Contract.



5. Term. The rights granted pursuant to this License shall endure for no less than the operational life of the Aircraft, inclusive of its retirement and disposition.
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Supplier Attachment 8 Non-OMIT - 12-3-18



SPECIFICALLY-NEGOTIATED LICENSE ATTACHMENT 8 TERMS AND CONDITIONS FOR NON-OMIT COMMERCIAL PROPRIETARY INFORMATION

1.	This ATTACHMENT 8 applies to Commercial Proprietary Information of Seller that is Non-OMIT and that is identified as subject to “Attachment 8” in the table in this Contract entitled “Identification and Assertion of Restrictions on the Government’s Use, Release, or Disclosure of Technical Data and Computer Software.”

2.	Definitions. Definitions not set forth herein or elsewhere in this Contract are defined in DFARS Part 227 and associated contract clauses, and in clause H-099 of this Contract.

2.1 	“ATTACHMENT 8 Licensed Materials” means information, materials and technical data licensed under this ATTACHMENT 8.

2.2 	“ATTACHMENT 8 Licensed Computer Software” means computer software licensed under this ATTACHMENT 8.

2.3 	“Authorized Employee” means a Government employee whom the Government has identified as having a need to access ATTACHMENT 8 Licensed Materials or ATTACHMENT 8 Licensed Computer Software to enable the Government to perform the Government's obligations associated with the Presidential Aircraft Recapitalization Program.  Except as set forth elsewhere in this ATTACHMENT 8, "Authorized Employee" shall include Covered Government Support Contractors, Contract Labor, and Consultants, under the condition that the Government requires any Covered Government Support Contractors, Contract Labor, and Consultants requiring access to data to follow the same procedures and be governed by the same rules applicable to Government employees.

2.4 	“Contract Labor” means technical or administrative personnel supplied to the Government through Third Party suppliers who are in the business of recruiting and supplying contracted staffing. Contract Labor personnel typically perform Government work on Government premises and work closely with Government employees. Contract Labor employees are employees of the Third Party supplier and remain on the Third Party supplier’s payroll.

2.5	“Consultants” means persons who are members of a particular profession or possess a specialized knowledge or special skill not reasonably available within the Government, whose services are acquired solely to obtain  information, advice, opinions, alternatives, conclusions, recommendations, analyses or evaluations, but not to deliver products or services associated with products.

2.6 	“Emergency” means an unexpected situation that may cause injury, loss of life, damage to property and/or interference with the normal activities of the United States Government and requires immediate attention and remedial action.

2.7	"Third Party" means anyone not a party to this Contract.

3.	Grant.

[bookmark: _GoBack]3.1	Seller grants to the Government a worldwide, nonexclusive, nontransferable, perpetual license to use, modify, reproduce, release, perform, display and disclose ATTACHMENT 8 Licensed Materials, to Authorized Employees within the Government only for activities related to the Aircraft, and as specified otherwise by Seller in writing (together herein, the “Purpose”). The right to modify excludes those ATTACHMENT 8 Licensed Materials that are governed by the FAA and pertain to the commercial 747-8 aircraft. The Government shall not (i) Use ATTACHMENT 8 Licensed Materials to manufacture additional quantities of items; or (ii) Release, perform, display, disclose, or authorize use of ATTACHMENT 8 Licensed Materials outside the Government without Seller’s written permission unless necessary for an Emergency repair and overhaul of the commercial items delivered under this Contract.

3.2	Seller grants to the Government a worldwide, nonexclusive, nontransferable and personal license to use, reproduce, release, perform, display and to disclose to Authorized Employees ATTACHMENT 8 Licensed Computer Software within the Government only for the Purpose, and to reproduce and retain at the Government’s site, for the sole purpose of implementing reasonable software backup procedures, a reasonable number of copies, including archival copies for backup, provided all copyright notices and restrictive legends are reproduced on each copy. 

3.3	Seller hereby agrees to mark the Licensed Materials with the following legend and no other restrictive legends:

	Cover page marking:

Supplier Name PROPRIETARY. CONTAINS TECHNICAL DATA/COMPUTER SOFTWARE DELIVERED TO THE U.S. GOVERNMENT WITH NON-OMIT COMMERCIAL SPECIFICALLY-NEGOTIATED LICENSE RIGHTS CONTRACT NO. FA8625-16-C-6599, LICENSE NO. ATTACHMENT 8

Contractor Name: Supplier Name.

Contractor Address: Supplier Address.

The Government's rights to use, modify, reproduce, release, perform, display, or disclose such technical data or computer software are restricted by Subcontract No.; [fill this in]                              Contract No. FA8625-16-C-6599, License No. Attachment 8. Any reproduction of technical data or computer software or portions thereof marked with this legend must also reproduce the markings. Copyright [Year of Creation] Boeing and/or its Supplier, as applicable.

Footers:

Supplier Name TECHNICAL DATA/COMPUTER SOFTWARE DELIVERED TO THE U.S. GOVERNMENT WITH NON-OMIT COMMERCIAL SPECIFICALLY-NEGOTIATED RIGHTS SUBJECT TO RESTRICTIONS ON THE FIRST PAGE OF THIS DOCUMENT

4.	Survival of Obligations. Upon termination or cancellation of the licenses granted under this ATTACHMENT 8, all provisions of this ATTACHMENT 8 that by their nature survive termination of the licenses granted under this ATTACHMENT 8 shall survive such termination or cancellation. The Government’s obligations regarding Commercial Proprietary Information, ATTACHMENT 8 Licensed Materials and ATTACHMENT 8 Licensed Computer Software shall survive any termination or expiration of this Contract. 

5.	Term. The rights granted pursuant to this License shall endure for the operational life of the Aircraft, inclusive of its retirement and disposition.
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Supplier Attachment 9 Subsystems Integration – 12-6-18

 	



SPECIFICALLY-NEGOTIATED LICENSE ATTACHMENT 9 TERMS FOR SPECIFIC PAR SUBSYSTEMS INTEGRATION DATA 





1. This ATTACHMENT 9 applies to Proprietary Information of Seller associated with specific PAR subsystems integration data listed below, excluding Seller subsystem components that are commercial or developed at private expense, and that is identified as subject to “ATTACHMENT 9” in the table in this Contract entitled “Identification and Assertion of Restrictions on the Government’s Use, Release, or Disclosure of Technical Data and Computer Software.”  For non-commercial data, DFARS 252.227-7013 applies.



1.1 PAR Wiring System Integration



1.2 Mission Communications System Integration



1.3 Airstairs, lower lobe doors, and baggage loader Integration



1.4 Auxiliary Power System Integration



1.5 Interior Integration



1.6 Military GPS Solution Integration

 

2.	Definitions.  Definitions not set forth herein or elsewhere in this Contract are defined in DFARS Part 227 and associated contract clauses, and in clause H-099 of this Contract.





2.1	“ATTACHMENT 9 Licensed Materials” means Commercial Proprietary Information licensed under this ATTACHMENT 9.



2.2	“ATTACHMENT 9 Licensed Computer Software” means computer software licensed under this ATTACHMENT 9.



2.3	“Contract Labor” means technical or administrative personnel supplied to the Government through Third Party suppliers who are in the business of recruiting and supplying contracted staffing.  Contract Labor personnel typically perform Government work on Government premises and work closely with Government employees.  Contract Labor employees are employees of the Third Party supplier and remain on the Third Party supplier’s payroll.   

 

2.4	“Consultants” means persons who are members of a particular profession or possess a specialized knowledge or special skill not reasonably available within the Government, whose services are acquired solely to obtain information, advice, opinions, alternatives, conclusions, recommendations, analyses or evaluations, but not to deliver products or services associated with products.

   

2.5	 “Reverse Engineer” means to disassemble and analyze a product to evaluate its characteristics.    



2.6	"Simulator" means an Aircraft flight or maintenance training device which simulates the configuration, performance characteristics, systems, navigational aids and/or communications of the Aircraft.



2.7	“Simulator Manufacturer” means a Third Party who manufactures Simulators.

 

2.8	“Simulator Training Services” means the use of Simulators to train Air Trainees.  



2.9	"Third Party" means anyone not a party to this Contract. 



2.10	"Third-Party Contractor" means any Third Party who is Qualified, as defined in H-099, responding to a Government solicitation and/or contracted by the Government to develop and/or use training materials other than the Type I-ATS-MTS Activity, or to perform OMIT or Future Modification work on or related to the Aircraft. The term includes, but is not limited to, entities partially or wholly owned by the Government, but which are separately incorporated or otherwise established as separate legal entities.



2.11	“Third-Party Computer Software” means any computer software distributed, created or assembled by a Third Party (including but not limited to open source software). 



2.12	“Type I-ATS-MTS Activity” means a Simulator Manufacturer’s development, in performance of a Simulator Manufacturer’s contract with the Government, of Aircraft Type I Simulator Training Services, Aircrew Training System (ATS) Simulator Training Services for the Aircraft or Maintenance Training System (MTS) Simulator Training Services for the Aircraft. It does not include training activities associated with a Systems Integration Laboratory, whether pre-existing or developed under this Contract.



3.	Grant.



[bookmark: _GoBack]3.1	Seller hereby grants to the Government a worldwide, nonexclusive, nontransferable (except as authorized herein) license to use, modify, reproduce, release, perform, display, or disclose the ATTACHMENT 9 Licensed Materials, for the development and/or use of training materials and the performance of OMIT and Future Modifications in support of the Aircraft (the “Purpose”).  The Government will preserve all reasonable proprietary legends, and all copyright notices on all Materials and ensure the inclusion of those legends and notices on all copies. Such license excludes the right to use ATTACHMENT 9 Licensed Materials to manufacture new items or parts.



3.2	Embedded Computer Software.  With regard to executable computer software code that is not otherwise asserted with restrictions on the Government’s rights hereunder and that is Delivered embedded in hardware, and in addition to any other rights provided by law or other agreement, Seller grants to the Government the right to use, modify, reproduce, release, perform, display or disclose such computer software within the Government with the hardware in which it was Delivered; and release or disclose such computer software outside the Government and authorize persons to whom release or disclosure has been made, to use, modify, reproduce, release, perform, display or disclose the computer software with the hardware in which it was Delivered for United States Government purposes.  



3.3	Sublicenses 



3.3.1	Purpose Sublicense.  In addition to the rights granted to the Government regarding Covered Government Support Contractors under DFARS 252.227- 7015 (JULY 2017)  (DEVIATION  2017-F0001), Seller grants to the Government the right to disclose and provide ATTACHMENT 9 Licensed Materials to Third-Party Contractors and their subcontractors at any tier, as well as Contract Labor and Consultants, for the Purpose other than Type I-ATS-MTS Activity, provided that the Third-Party Contractors and their subcontractors at any tier, Contract Labor and Consultants have executed an agreement similar to the Sublicense Terms for the Purpose Activity. 



3.3.1.1	Sublicense Terms for Purpose Activity:  Before providing Proprietary Information to a Third-Party Contractor, Contract Labor and/or Consultant under the paragraph hereunder entitled Purpose Sublicense, the Government will execute a DFARS 227.7103-7 “Use and Non-Disclosure Agreement” with such Third-Party Contractor, Contract Labor and/or Consultant, with the following language added to paragraph (d):   

 

“Contractor may use Seller-provided Proprietary Information only to propose and/or perform the obligations of Contractor’s contract with the Government, to include (a) providing services as a Covered Government Support Contractor under DFARS 252.227-7013(a)(5), (b) operating and performing OMIT activities on Government-owned Boeing 747-8 VIP (“Aircraft”) other than designing or manufacturing a simulator; or (c) performing modifications on the Aircraft.  Except as specifically authorized by Seller and the Government, Contractor agrees not to use Seller’s Proprietary Information in connection with the manufacture or sale of any part or design. Contractor is not permitted to sublicense Seller-provided Proprietary Information without Seller’s expressed written permission.  Contractor may not use Seller’s Proprietary Information other than as authorized by this Agreement, without entering into a separate license agreement with Seller.  Such license may be royalty-bearing, and the granting of such license is within Supplier’s sole discretion.  Contractor will not attempt to gain access to information by reverse engineering, decompiling, or disassembling any Proprietary Information provided in the form of technical data or computer software to Contractor.  Seller disclaims any implied warranty that the Proprietary Information provided to Contractor is sufficient for the purposes of performing any particular modification.  As set forth in DFARS 227.7103-7(c)(6), Seller is an intended third party beneficiary with respect to this Agreement and may enforce it directly against Contractor.  No disclosure or physical transfer by Seller or the Government to Contractor, of any Proprietary Information covered by this Agreement will be construed as granting a license, other than as expressly set forth in this Agreement or any ownership right in any patent, patent application, copyright or proprietary information.”   



4.	Survival of Obligations.  Upon termination or cancellation of the licenses granted under this ATTACHMENT 9, the provisions of this ATTACHMENT 9 that by their nature survive termination of the licenses granted under this ATTACHMENT 9, shall survive such termination or cancellation.  The Government’s obligations regarding Commercial Proprietary Information shall survive termination or expiration of this Contract.



5.	Term. The rights granted pursuant to this License shall endure for no less than the operational life of the Aircraft, inclusive of its retirement and disposition.
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		Attachment Name:

		OPSEC



		Description:

		VC-25B OPERATIONS SECURITY TRAINING



		Freeform Text:

		VC-25B OPERATIONS SECURITY TRAINING



The Supplier shall ensure all personnel with knowledge that they are supporting the Boeing VC-25B Program complete annually the VC-25B Supplier Operations Security (OPSEC) training, which follows the requirements outlined in the Boeing Program OPSEC Plan, before being provided with access to controlled unclassified information and information systems. The Supplier shall ensure all personnel who are aware that they are supporting the Boeing VC-25B Program protect sensitive unclassified information, activities and operations during the course of the contract. A copy of the Supplier OPSEC training can be obtained through the Boeing Procurement Agent. Boeing reserves the right to audit Supplier’s compliance with this requirement.










2021Operations Security Training

BOEING PROPRIETARY –

THE INFORMATION CONTAINED HEREIN IS PROPRIETARY TO THE BOEING COMPANY AND SHALL NOT BE REPRODUCED OR DISCLOSED IN WHOLE OR IN PART OR USED FOR ANY PURPOSE EXCEPT WHEN SUCH USER POSSESSES DIRECT, WRITTEN AUTHORIZATION FROM

THE BOEING COMPANY.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Distribution Statement F: Further Dissemination only as directed by AFLCMC/WV, 2590 Loop Road West, Bldg 558, Rm 104, Wright-Patterson AFB OH 45433, (17 July 2015) or higher DoD authority.

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Administrative Notes 

Mandatory:  The VC-25B Presidential Aircraft OPSEC training is to be taken annually

Training is mandatory to anyone assigned to work on VC-25B 

The Contractor shall extend all OPSEC requirements to Subcontractors that will handle Critical Information (CI). CI is defined in the OPSEC Plan.
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Why OPSEC Training for this program? 

Protection of our most valuable asset 

The President of the United States 



Highly visible program



Protection of the “unclassified” critical information is everyone’s responsibility.  You need to know what you need to protect if you expect to be able to protect it.









3

BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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What is OPSEC?

OPSEC is a process designed to protect sensitive unclassified information.

OPSEC is a way to keep our sensitive/critical information out of the hands of the “bad guys”

Identify actions that can be observed by adversary intelligence systems

Determine what specific indications could be collected, analyzed and interpreted to derive Critical Information in time to be useful to adversaries

Select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation

OPSEC does not replace other security disciplines – it supplements them

OPSEC is for the protection of VC-25B Program Information
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Why is OPSEC Necessary?

Adversaries are watching us everyday, looking for information and weaknesses in our operations that they can exploit to their advantage.



Protects our plans and procedures

Protects against research and development loss

Denies information concerning vulnerabilities to our adversaries 

Reduces loss of life or injuries to personnel 

Values information as a mission-critical asset

Ensures we have confidence that information is kept private, is trustworthy and is available to our VC-25B Team when needed

5

BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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The 5 Steps of OPSEC

Identify Critical Information



Analyze Threats 



Analyze Vulnerabilities



Assess Risk



Apply Countermeasures 
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Who is an Adversary?

An adversary is anyone who attempts to collect information about VC-25B with the intention to defeat VC-25B operations or plan an attack against the United States

Currently, more than 100 countries, including allies, are actively attempting to collect critical military technologies from the United States
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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How Does an Adversary Gather Intelligence?

About 95% of all intelligence is gathered from open source information not from clandestine operations 

Open source information:

Freedom of Information Act (FOIA)

Internet – web pages & chat groups 

People – informers & trusted agents 

Communications – SIGINT (Signal Intelligence)

Photography – cameras, camera phones, satellite, infrared 

The garbage…(dumpster diving)

Surveillance 
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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When Do I Need OPSEC?

During daily activities concerning the VC-25B Program 

During development stages 

When planning for special events – offsite events held in public area where adversaries and informers may be operating 

Every time VC-25B information will be used 

Bottom Line – ALL THE TIME
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations















VC-25B Presidential Aircraft

Types of Information Requiring OPSEC Protection

All information associated with VC-25B needs to be protected. This can include data with these markings:

Critical Information (CI) 

Some examples of program CI are: program schedule, specific 747 airframe dedicated for VC-25B, technical VC-25B systems and subsystems, External program interdependencies and required services, Financials and expenditures, Statement of Work, Contract deliverables 

For a complete list of CI, indicators and VC-25B Program countermeasure approach please discuss with your lead
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Types of Information Requiring OPSEC Protection (continued)

Confidential, Trade Secret

Boeing Proprietary

Boeing Proprietary with “Limited Distribution” markings

Export controlled 

Third Party (non-Boeing)

Other data with VC-25B Program markings
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Potential VC-25B Collection Opportunities 

Communications

All unsecured telephone conversations (including cellular phones) are vulnerable to monitoring, and are subject to interception. Such vulnerabilities provide a source of information for intelligence agents. Mailed program information is susceptible to interception or loss

Information Systems (IS)

IS are susceptible to intrusion or tampering through both hardware and software manipulation, stolen laptops, lost thumb drives, and non-encrypted information

Visitor Control

Non-VC-25B visitors may observe or hear sensitive VC-25B Program information, operations, or activities
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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Potential VC-25B Collection Opportunities (Continued) 

Conference Room Security

Unauthorized disclosure of  VC-25B program information to non-VC-25B attendees 

Leaving the room unattended with program information exposed

Test information 

Unauthorized disclosure of test schedules, locations, and purpose allow foreign intelligence services to target our activities.  A lack of adequate OPSEC considerations during test execution, to include site preparation and the movement of people and vehicles, could reveal test goals and other sensitive or classified program information 
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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VC-25B OPSEC Countermeasures 
Day-to-Day OPSEC Requirements 

Ensure that information is properly marked in accordance with the OPSEC Plan. 

Use share point or server to store and share VC-25B Information 

Protect “For Official Use Only” (FOUO), unclassified and program sensitive data

Lock in desk drawer or cabinet when not at your workstation and end of business day

Dispose of all CI and program sensitive data in approved data destroy containers

There will be no VC-25B public release data

There is an approved process in the event that it is needed 

14

BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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VC-25B OPSEC Countermeasures
Day-to-Day OPSEC Requirements 

Share VC-25B Program and sensitive information only with those who have a “Need to Know” 

Use screen filters on your monitors or computer screens and lock the screen when unattended (Control/Alt/Delete/Enter)

Use encryption when electronically transmitting CI (e.g., sending e-mail, Message Courier, or transferring files)

Use encryption for all CI stored on removable storage media (e.g., CDs, USB drives and memory sticks)

Cable lock your laptops when unattended during work hours and ensure it is secured in a locked drawer or cabinet after business hours 

Travel

In route to travel locations VC-25B discussion are not allowed

Utilize hotel safe when laptop is not in use and shut down completely

Always use a privacy filter if you are working with sensitive information in circumstances where others are close by, and maintain positive control of electronics and physical data
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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VC-25B OPSEC Countermeasures
Day-to-Day OPSEC Requirements

Meetings

Conduct meetings and sensitive phone conversations in approved                                        locations (i.e. conference rooms, privacy rooms, areas approved for VC-25B)

Verify meeting access to approved VC-25B attendees 

Conference rooms, virtual WebEx and teleconferencing*

Ensure all doors are closed or someone is posted at the door to control access when discussing VC-25B information

Protect from unauthorized viewing of VC-25B information 

Printers

Recommend utilization of "secure print“ or "roaming print queues“ when printing sensitive information (make it your default)

If VC-25B Program data is left on printer, place the information in an approved data destroy bin

Access

Ensure anyone entering through a controlled access point has the appropriate authorization to enter
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BOEING COMMERCIAL PROPRIETARY INFORMATION

Use or disclosure of this information is subject to the restriction(s) on the title page or first page of this document.

Copyright © 2017, 2018 Boeing. Unpublished Work. 

Non-Technical / Administrative Data Only. Not subject to EAR or ITAR Export Regulations
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VC-25B OPSEC – In other words…

OPSEC helps you control information that could be used against you.

OPSEC can be used to increase safety and security in ANY setting and for ANY purpose.
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VC-25B OPSEC Prohibited Items 

Use of personally owned computers or other devices (memory sticks, PDAs, BlackBerrys, personal cell phones) to perform VC-25B related work (e.g., e-mail, creating presentations)

Sending VC-25B-related e-mail to any personal e-mail account

Photos will not be allowed in the VC-25B program unless authorized by the Program Manager or the Property Management Custodian

Posting classified information onto any unclassified system, including unclassified server

Posting VC-25B information on Social Media (e.g., LinkedIn, Facebook etc.) 
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Reporting

Report these incidents to VC-25B Security Specialists

Compromise or loss of information

“Phishing” attempts or suspicious emails

Suspicious calls or requests for VC-25B information from those who do not have a “Need to Know”

Finding VC-25B Program marked data on printers or workstations after business hours

VC-25B Program data placed on unauthorized servers

VC-25B Program information on websites or in chat rooms

Unauthorized camera use

Other?
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VC-25B OPSEC Training Summary

The VC-25B Program is a high visibility program and has information that protects the President of the United States

Practice good “Operational Security” and share information only with those who are on the program and have a “need to know”. 

Store VC-25B data on authorized servers

Use of personally owned computers or other devices (memory sticks, PDAs, BlackBerrys, personal cell phones) to perform VC-25B related work (e.g., e-mail, creating presentations) is prohibited

Use screen filters on your monitors or computer screens 

If leaving written VC-25B information on conference room walls ensure that only VC-25B personnel have access to the room

Cable lock your laptop computer when unattended during work hours and ensure it is cable locked after business hours within the controlled area  

Encrypt emails or use Message Courier for information that contains program sensitive or proprietary information.

Ensure your VC-25B meeting notices are marked private

Conduct meetings and sensitive phone conversations in secure locations (i.e. conference room, privacy room, approved VC-25B locations, etc.)

Ensure approved VC-25B Program personnel have the proper authority to information being presented

Utilization of “secure print” or “roaming print queues” when printing sensitive information (make it your default)

Protect any information about the aircraft 

Maintain proper data markings and information handling; need to know
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VC-25B OPSEC Finally… 

THE MOST IMPORTANT SECURITY TOOL IN OPSEC…
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…IS FOUND IN THE MIRROR.
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In Short 

What is the data:  Identify Critical Information 

Know the threat:  Analyze threats and vulnerabilities 

Know what to protect:  Assess Risk 

Protect it!:  Apply countermeasures







Every one of us can detect and help avert a threat.  No matter what your role or position – You are important in OPSEC!!! 
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Working From Home Considerations

COVID-19 has brought about significant changes to the way we do things.

With many employees working from home, it is even more important to exercise sound OPSEC.

At home, you may have family members or others in your “work space” throughout the day.

Ensure you are the only one who can see and hear sensitive material and conversations.

The Need to Know principle doesn’t just apply to those working on Boeing sites!

Ensure only authorized personnel have access to sensitive material!

Copyright © 2015 Boeing. All rights reserved.
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Rhoades (US), Matthew C


From: Woolums (US), Jordan R
Sent: Wednesday, August 29, 2018 1:59 PM
To: Rhoades (US), Matthew C
Subject: RE: Freeform Clause for VC-25B Operational Security (OPSEC) Training Requirement 


ISSUE=1745 PROJ=60


Hi Matthew, 
 
I have approved the freeform clause.  Sorry, didn’t realize the length or would have gotten to you sooner. 
 
Thank you, 
 
Jordan Woolums 
BDS Supply Chain - CS&RM 
(314) 232-1798 
 


From: Woolums (US), Jordan R  
Sent: Wednesday, August 29, 2018 2:45 PM 
To: Rhoades (US), Matthew C <matthew.c.rhoades@boeing.com> 
Subject: RE: Freeform Clause for VC‐25B Operational Security (OPSEC) Training Requirement ISSUE=1745 PROJ=60 


 
Hi Matthew, 
 
Received your ticket.  I should be able to take a look at this and get you my feedback by tomorrow. 
 
Thank you, 
 
Jordan Woolums 
BDS Supply Chain - CS&RM 
(314) 232-1798 
 


From: SVC SUPPORT‐IDS SM OPERATIONS  
Sent: Tuesday, August 28, 2018 4:32 PM 
To: Woolums (US), Jordan R <jordan.r.woolums@boeing.com> 
Subject: Freeform Clause for VC‐25B Operational Security (OPSEC) Training Requirement ISSUE=1745 PROJ=60 
Importance: High 


 
 When replying, type your text above this line. Explicit instructions are provided as follows:  


IMPORTANT: Do not change the message Subject line in any way. The software uses the project and issue numbers to 
associate the incoming email with the support project and ticket. Changing these will cause the issue thread to be broken.  


To send your reply simply click the "Reply" button in Outlook, type your response above the line, and "Send".  
 
If you want to forward the message to any third parties, DO NOT USE THE OUTLOOK FORWARD COMMAND. Instead, use 
the "Reply" command and add the other addressees using the "Cc..." button. 


BDS Supplier Management Operations 
(SMO)  
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Title Keyword Number


Search Advanced


Project SMO PCRM Support
User Matthew Rhoades


Home


Requests


Submit


View Mine


Search


Global Tickets


Knowledge Base


Reports


Help


Logout


Details Back


Title Freeform Clause for VC-25B Operational Security (OPSEC) Training Requirement


Status Closed Submitter 2375988


Need Date 09/07/2018 PC / Reference Number Multiple Supplier Name Multiple


Supplier is Foreign Off Subcontract Value Multiple Bus. Unit BDS Commercial Derivative Aircraft


Program VC-25B Proprietary Procurement
in NWP


Off Prime Contract FA8625-16-C-6599-PD EMD


Prime Contract Type Fixed Price Request Type Terms and Conditions


Description of Goods
and Services


All purchased parts, equipment, and services supporting the VC-25B
program.


Will Seller be
working on a
Boeing or Govt
Site?


Off


Is software
contemplated
(either as part of
hardware,
embedded, or
outright)?


Off


Entered on 08/28/2018 at 16:32:32 CDT (GMT-0500) by matthew.c.rhoades@boeing.com:
The VC-25B Prime Contract requires all subcontractors with knowledge that they are supporting VC-25B to hold and log
annual Operational Security (OPSEC) training with their employees. Thus far this requirement has been incorporated
into major subcontractor PC's via a Supplier Statement of Work (SSOW). In anticipation of upcoming high volume, low
dollar purchased parts & equipment PCs with no associated SSOWs, VC-25B SM is seeking approval of a freeform clause
which flows the required OPSEC training on all VC-25B subcontracts.


The following language has been reviewed and approved by Program Security focals Nicole Tharp and Raslyn Hooker:


"The Supplier shall ensure all personnel with knowledge that they are supporting the Boeing VC-25B Program complete
annually the VC-25B Supplier Operations Security (OPSEC) training, which follows the requirements outlined in the
Boeing Program OPSEC Plan, before being provided with access to controlled unclassified information and information
systems. The Supplier shall ensure all personnel who are aware that they are supporting the Boeing VC-25B Program
protect sensitive unclassified information, activities and operations during the course of the contract. A copy of the
Supplier OPSEC training can be obtained through the Boeing Procurement Agent. Boeing reserves the right to audit
Supplier’s compliance with this requirement."


Ticket 1745 in SMO PCRM Support -- General Information


Ticket Information


Description


Customer Information


Notifications


FootPrints http://www-fp-01.sw.nos.boeing.com/MRcgi/MRhomepage.pl


1 of 1 8/30/2018 9:12 AM
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