Boeing Shared Services Group

Supplement for the Security of Personal Data

(Addendum to General Provisions)


If in the performance of the Contract, Seller has access to any Personal Data (defined below), the following terms and conditions shall apply:

I. DEFINITIONS

“Access Controls” means a set of controls and mechanisms for authenticating the identity of a system user and authorizing access, including, but not limited to, user identifications and passwords, tokens, smart cards, and biometrics.

“Applicable Laws” means all applicable federal, state, local, international, and foreign laws, rules, regulations, directives, orders, and ordinances. Applicable Laws may include the U.S. Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), the Gramm-Leach-Bliley Act, and the European Union (“EU”) Privacy Laws.
“Appropriate Technical and Organizational Measures” means all technical and organizational measures necessary for the protection of Personal Data that ensure a level of security appropriate to the risks represented by the nature and use of the Personal Data but in no event less than the level of security required by this Supplement for the Security of Personal Data.

“Business Associate Agreement” has the meaning set forth in Article XI of this Supplement for the Security of Personal Data.

“Buyer” means The Boeing Company or its divisions or The Boeing Company acting as agent for any of its affiliates or wholly owned subsidiaries. All references in this contract to “Boeing,” “The Boeing Company,” and any of its affiliates, divisions, or wholly owned subsidiaries shall mean “Buyer.”

“Buyer Customer” means any third party to whom Buyer provides goods or services.

“Buyer Systems” means any electronic information systems operated by or on behalf of Buyer, including, but not limited to, facilities, network equipment, telecommunications networks, software, files, and data.
“Contract” means the agreement between Seller and Buyer to which this Supplement for the Security of Personal Data is attached and hereby incorporated into by reference.

“Data Subject” means a person to whom Personal Data relates.

“EU” means European Union.
“EU Privacy Laws” means all EU data-protection and privacy laws, including without limitation, Directive 95/46/EC; Regulation No. 45/2001 of the European Parliament and of the Council of 18 December 2000; European Commission Decisions 2001/497/EC, 2002/16/EC, and 2004/915/EC; and implementations of any of the foregoing by the individual EU Member States, all as amended from time to time.
“EC” means European Commission.

“Personal Data” means any information about or relating to any identified or identifiable individual, including, but not limited to, social security number; medical records; credit cards, bank accounts, and other financial information; driver’s license number; home address and home telephone number; device IDs; e-mail addresses; billing information; and individual usage history. In some countries, such as in the countries of the EU, Personal Data includes directory information (such as work addresses, telephone numbers, and e-mail addresses) and other types of personal information, including “sensitive information” as defined in the EU Privacy Laws. Without limiting the generality of the foregoing, Personal Data includes without limitation any of the foregoing pertaining to personnel of any Buyer Customer.

“Safeguards” has the meaning set forth in Section III (a) of this Supplement for the Security of Personal Data.

“Security Breach” means any Unauthorized Use or any other access to, interception of, or acquisition of any Personal Data that resides on the Seller System in which the security, confidentiality, or integrity of such Personal Data is compromised.

“Services” means the services provided by Seller or its Subcontractors to Buyer under this addendum and the contract to which it is appended.

“Seller Facilities” means the physical premises in which any or all of the Seller System is located, including any offsite facilities for storage or operation of backups.
“Seller System” means any and all equipment, hardware, software, code, peripherals, high-speed connectivity, cabling, and associated facilities owned or operated by or on behalf of Seller (or Seller’s subcontractor) and used to provide the Services.
“Subcontractor” means any authorized subcontractor, service provider, or any other third party that performs any of Seller's obligations under the Contract.
“Unauthorized Use” means any use, reproduction, distribution, transfer, disposition, disclosure, possession, memory input, alteration, erasure, damage, or other activity involving Personal Data that is not expressly authorized under the Contract.
II. RESTRICTIONS ON USE OF PERSONAL DATA

Seller acknowledges that it may gain access to Personal Data. Seller shall (a) keep confidential and protect from Unauthorized Use the Personal Data, in addition to any other obligation of Seller under the Contract to maintain confidentiality of any information provided by Buyer; (b) collect, process, transfer, disclose, store, and otherwise use Personal Data only in the performance of and consistent with the scope and legitimate purpose of the Contract and any other agreement referencing the Contract as instructed by Buyer, unless otherwise required by law; (c) collect and process Personal Data fairly and lawfully, ensuring that Personal Data is adequate, relevant, and not excessive in relation to the purposes for which it is processed; (d) ensure that Personal Data is accurate and, when necessary, kept up to date; and (e) keep Personal Data no longer than is necessary for the purposes for which it is being processed. The restrictions on collection, processing, disclosure, transfer, storage, and other use of Personal Data by Seller will apply to all materials derived by Seller or others from Personal Data. Seller will not have any ownership interest in, or any implied license or right to, Personal Data.

At the request of the Buyer at any time, and in any event upon the completion, termination, or cancellation of this Contract, unless otherwise specified by Buyer, Seller shall return to Buyer or its designee all Personal Data, all materials derived there from, and all backup tapes and other media related thereto. Without limiting the generality of the preceding sentence, Seller shall remove all Personal Data from the Seller System and other computing resources. Seller shall not, without the prior written authorization of Buyer, sell or otherwise dispose of any parts, equipment, or other materials containing, conveying, embodying, or made in accordance with or by reference to any Personal Data. Before disposing of such parts, equipment, or materials, Seller shall render them unusable. Buyer will have the right to audit Seller's compliance with this Article.

Unless otherwise expressly provided in writing by Buyer, the provisions of this Article are effective in lieu of any restrictive legends or notices applied to Personal Data. The provisions of this Article will survive the performance, completion, termination, or cancellation of the Contract.
III. SECURITY REQUIREMENTS

Seller acknowledges that certain Personal Data will reside on the Seller System and that any damage to or loss or Unauthorized Use of such information by Seller or any third party could severely damage Buyer. Seller is fully responsible for any Unauthorized Use of any Personal Data entrusted to Seller, whether or not on the Seller System.
a.
Safeguards. Seller shall implement and maintain administrative, physical, and technical safeguards that prevent any Unauthorized Use of Personal Data, including without limitation Appropriate Technical and Organizational Measures (“Safeguards”). The Safeguards shall include, at minimum, an information-security program that meets the highest standards of best industry practice to safeguard Personal Data. Such information-security program shall include, without limitation, (i) adequate physical security of all Seller Facilities, (ii) reasonable precautions taken with respect to the employment of and access given to Seller personnel (“Employment Precautions”), and (iii) an appropriate network-security program applicable to the Seller System.

b.
Employment Precautions. The Employment Precautions taken by Seller shall include, without limitation, (i) background checks and security clearances, if required, that assign specific access privileges to individuals and (ii) limitation of access by Seller employees to Personal Data to those who need to access such Personal Data, and only to the extent necessary for Seller to fulfill its obligations under this Contract. Seller shall use at least the same effort that Seller uses for its own proprietary and confidential information, and in no event less than a reasonable amount of effort, to enforce against former employees Seller's obligations under this Section. At the request of the Buyer, Seller shall provide Buyer with any information reasonably necessary for Buyer to evaluate security issues relating to access, use, and disclosure of Personal Data by any personnel of Seller.

c.
Network-Security Program. The network-security program implemented and maintained by Seller under this Article shall consist of Safeguards to prevent any Unauthorized Use, accidental or unauthorized destruction, accidental loss, alteration of, access to and any other unauthorized collection or use of Personal Data, and shall include, without limitation, (i) appropriate Access Controls and data integrity controls, including the use of strong authentication of users, least privilege access, and use of firewalls and antivirus software; (ii) testing and auditing of all controls; (iii) encryption of all Personal Data, while at rest and in transit; (iv) regular backups of all Personal Data, with such backups handled, stored, and maintained in accordance with this Supplement for the Security of Personal Data; and (v) appropriate corrective action and incident response plans.
IV. SECURITY BREACH NOTIFICATION

In the event Seller discovers or is notified of a Security Breach or potential Security Breach, Seller shall immediately (a) notify Buyer of such Security Breach or potential Security Breach and of the Personal Data involved and (b) if the applicable Personal Data was in the possession of Seller at the time of such Security Breach or potential Security Breach, Seller shall (i) investigate and cure the Security Breach or potential Security Breach; (ii) assist Buyer in investigating, remedying, and taking any other action Buyer deems necessary regarding any Security Breach or potential Security Breach and any dispute, inquiry, or claim that concerns such Security Breach or potential Security Breach; and (iii) except with respect to Security Breaches that were caused by Buyer, provide Buyer with assurance satisfactory to Buyer that such Security Breach or potential Security Breach will not recur.
Seller shall make the notification required in this Article IV by sending to abuse@boeing.com an electronic mail message specifying the information required in this Article IV. Unless prohibited by an applicable statute or court order, Seller shall notify Buyer of any third-party legal process relating to any Security Breach, including, but not limited to, any legal process initiated by any governmental entity (foreign or domestic). Seller's assistance under this Article will not limit its obligation to indemnify Buyer or any of Buyer's other rights or remedies under this Contract or otherwise. Seller hereby designates the following individual employed by Seller to be Buyer's contact regarding Seller's obligations under this Article (the “Security Contact”):


_____________________________________________[name]
_____________________________________________[title]
_____________________________________________[telephone]
_____________________________________________[e-mail]
_____________________________________________[other]
Seller shall ensure that the Security Contact is available to Boeing twenty-four (24) hours per day, seven (7) days per week during the term of this Contract. Seller may change the Security Contact at any time with prior written notice to Buyer.
V. ADDITONAL DATA SECURITY REQUIREMENTS

a.
Data Storage. Seller shall maintain all Personal Data so as to be compartmentalized or otherwise logically distinct from, and in no way commingled with, other information of Seller or its other customers.
b. Encryption. Seller shall encrypt the Personal Data using industry standard encryption methods acceptable to Boeing as specified in the Contract (including but not limited to any Statement of Work). Seller shall not use proprietary encryption methods without prior written consent from Boeing.

c. Access Control Passwords. In order to access the Seller System, Seller shall use Access Control Passwords that, at minimum, (i) are created in such a way (if algorithmically generated) that no patterns therein may be discerned under ordinary circumstances, (ii) are deactivated promptly when Seller employees or Subcontractors are no longer authorized to access the controlled resource, and (iii) are deactivated or changed promptly in the event of a Security Breach.
d. Access Logging. Seller shall (i) monitor and log both access and use of the Seller System to access Personal Data, (ii) keep a log of each successful and unsuccessful attempt to access the Seller System that handles Personal Data, (iii) record which Personal Data have been communicated at what times and to whom, and (iv) ensure that it will be subsequently possible to check which Personal Data have been processed, at what times, and by whom.

e. Buyer Contact Information. Seller shall not, and shall not knowingly allow third parties, to collect, process, store, use, or transfer to others any contact information regarding Buyer, any Buyer Customer, or their respective personnel except for the sole purpose of providing the Services requested by Buyer hereunder and as required in accordance with lawful court order and as required by law.

f. Access to Buyer Systems. As part of its performance under this Contract, the parties may identify the need for Seller to access Buyer Systems. In the event that the need for such access is identified, Seller shall execute the Boeing Electronic Access Addendum (which upon execution shall become incorporated by reference into the Contract). Seller shall refrain from accessing the Buyer Systems until Seller executes the Electronic Access Addendum provided by Buyer. Seller shall at all times comply with the Electronic Access Addendum and other Buyer policies and requirements regarding Seller's access to Buyer Systems. Seller shall not permit unauthorized third parties or unauthorized Seller or Subcontractor personnel to access Buyer Systems. Buyer reserves the right, without notice and in its sole discretion, to terminate or block the access of any individual or entity to the Buyer Systems.

g. Security Relating to Boeing Competitors. If (i) Seller provides the Services to Boeing from any Seller Facilities from which Seller provides services to third parties and (ii) any part of the business of Seller or any such third party is now or in the future competitive with any Boeing businesses, then Seller shall develop and implement a process, subject to the prior approval of Boeing, to restrict access in any such shared environment to Personal Data so that personnel of Seller and any Subcontractors providing services to such competitive business do not have access to Personal Data.
h. Domestic Storage and Access. Unless otherwise agreed to in writing by Buyer, Seller shall ensure that all Personal Data reside in, and may be accessed only from inside, the United States.
i. Requirements Applicable to Overseas Storage and Processing. If authorized in writing by Buyer to store or process Personal Data outside the United States, Seller shall ensure (i) that all Personal Data provided or made accessible to Seller under this Contract that is stored, transmitted, or otherwise processed outside the United States is secured by industry standard encryption at all times, at rest and in transit, and such other means specified by Buyer and (ii) that it complies with all Applicable Laws and this Supplement for the Security of Personal Data.
VI. AUDIT RIGHTS

a.
Visitation and Inspection Right. Seller hereby grants Buyer, and its authorized representatives, at any time during the term of this Contract, permission to gain physical and electronic access to the Seller System and any and all Seller Facilities in which the Seller System (or any portion thereof) is located, as well as any and all premises on which any maintenance, storage, or backup activities are performed under this Agreement, in order to assess Seller's performance under this Article (“Inspection”). For purposes of such Inspections, Seller grants to Buyer and its authorized representatives full and complete access, during normal business hours, to the Seller System and the Seller Facilities and to all books, records, procedures, and information that relate to Seller's Safeguards and otherwise to its performance under this Article, including, without limitation, any information Buyer deems necessary to ascertain any facts that relate to Seller’s performance under this Article. If (i) Buyer determines in connection with any Inspection that a material vulnerability exists in the Seller Facilities or the Seller System or that Seller has otherwise failed to perform any of its obligations under this Article and (ii) Buyer notifies Seller in writing of such vulnerability or Seller's breach of this Article, then Seller shall promptly develop a corrective action plan. Any such corrective action plan shall be created in cooperation with Buyer and is subject to Buyer's prior approval. Seller shall implement this plan at its sole expense. The Inspection rights set forth in this Section VI (a) supplement, and do not limit, Buyer’s other rights in this Agreement.
b.
Additional Audit Rights. If requested by Buyer, Seller shall procure annual (or more frequent) information security audits of the Seller Facilities and the Seller System by an independent third party. Such audits shall be at least as comprehensive as ISO 17799 or other standard acceptable to Buyer. Seller shall promptly provide Buyer with the results of each such audit, including (i) whether the audit revealed any material vulnerabilities in the Seller Facilities or the Seller System and (ii) if so, the nature of each vulnerability discovered. If the audit reveals one or more material vulnerabilities, Seller shall (1) promptly correct each such vulnerability at its sole cost and expense, (2) certify in writing to Buyer that it has corrected all such vulnerabilities, and (3) inform Data Subjects of the existence of that vulnerability and of any possible remedies and alternative means of communication.
c.
Independent Audit Right. Without limiting Seller’s obligation to procure annual information security audits of the Seller Facilities and Seller System set forth in Section VI (b), Buyer may engage an independent third party to conduct an information security audit of the Seller Facilities and the Seller System from time to time at Buyer's sole cost and expense (subject to Seller's obligation to reimburse Buyer in the event a material vulnerability is discovered in such audit). If any such audit reveals a material vulnerability in the Seller Facilities or Seller System, Buyer shall notify Seller of such vulnerability and Seller shall promptly correct each such vulnerability at its sole cost and expense. Seller shall certify in writing to Buyer that it has corrected all such vulnerabilities. If any audit performed under this Section VI (c) reveals a material vulnerability in the Seller Facilities or Seller System, then Seller shall bear (and if applicable, shall reimburse Buyer for) all costs and expenses of such audit and shall inform Data Subjects of the existence of that vulnerability and of any possible remedies and alternative means of communication.
VII. ADDITIONAL REPRESENTATIONS, WARRANTIES, AND COVENANTS

Notwithstanding any general warranty disclaimer or contrary provisions in the Contract, Seller makes the following additional representations, warranties, and covenants: 

a.
Compliance with Applicable Laws. In addition to any other obligation of Seller to comply with applicable law, Seller hereby represents and warrants that it is and covenants that it shall remain in compliance with all Applicable Laws, as well as any directives from Buyer, protecting the privacy of any personally identifiable information of any individuals about whom Seller gains knowledge or access during the course of providing the Services or any other Personal Data that Seller gains knowledge of or access to during the course of providing the Services. Seller also hereby represents and warrants that it shall not cause Buyer to be in material violation of any Applicable Laws, including, without limitation, any laws pertaining to collecting, accessing, using, disclosing, securing, and undertaking related obligations with respect to Personal Data. Without limiting the generality of the foregoing, Seller represents and warrants that it is and shall remain in compliance with all Applicable Laws that require notification of certain Security Breaches by a licensee of personal information to the owner of such personal information and to the individuals identifiable by reference to such personal information. 

b. Compliance with Boeing Policies. Seller hereby represents and warrants that Seller shall comply with Buyer's applicable written privacy and security policies that have been and will be provided to Seller from time to time.

c.
Prior Audits. Seller hereby represents and warrants that the Seller Facilities and the Seller System have each been the subject of annual (or more frequent) information security audits conducted by an independent third party, and that Seller has provided Buyer with the results of all such audits conducted within the three (3) years prior to the effective date of the Contract. Seller hereby represents and warrants that (i) such audits have not revealed any material vulnerabilities in the Seller Facilities or Seller System; or (ii) to the extent that any such vulnerabilities were found to exist, that Seller has fully remedied such vulnerabilities, and that the Seller Facilities and Seller System currently comply with all Applicable Laws. 
d. 
Disclosure of Security Breaches. Seller represents and warrants that the Seller Facilities and the Seller System have (i) not suffered an actual or reasonably suspected Security Breach; or (ii) if the Seller Facilities or Seller System has suffered one or more security breaches, that Seller has disclosed each such security breach to Buyer. Seller represents and warrants that Seller is not and has not been a party to any current, pending, threatened or resolved enforcement action of any government agency, or any consent decree or settlement with any governmental agency or private person or entity regarding any Security Breach, any failure in Seller's Safeguards, or otherwise regarding information privacy or security.
e.
Notice of Lawful Disclosures and Accidents. Seller shall promptly notify Buyer about (i) any legally binding request for disclosure of Personal Data by a law-enforcement authority unless otherwise prohibited by law; (ii) any accidental access or Unauthorized Access; and (iii) any request received directly from the Data Subjects without responding to that request, unless Seller is otherwise authorized to do so.

f.
Evidence of Financial Resources. Seller shall, at the request of the Buyer, provide evidence of financial resources sufficient to fulfill its responsibilities under the Contract and this Supplement for the Security of Personal Data.
VIII. INDEMNIFICATION
Seller shall indemnify, defend, and hold harmless Buyer, its subsidiaries, and affiliates and their respective officers, shareholders, directors and employees from and against any and all third-party liabilities, obligations, losses, claims, damages, costs, charges, and other expenses of any kind (including, without limitation, reasonable attorneys’ fees and legal expenses) that arise out of or relate to any failure by Seller or any of its Subcontractors to comply with any obligation enumerated in this Supplement for the Security of Personal Data or otherwise enumerated in this Contract with respect to Personal Data. Buyer may participate in the defense and settlement of any claim for which it is entitled to indemnification hereunder, using attorneys selected by Buyer, at Seller's expense. Notwithstanding any other provision of the Contract to the contrary, in no event will any limitation of liability provision (including, but not limited to, any limitation on the amount or type of damages, e.g., consequential damages) in this Contract apply to any breach or right that relates to this Article.

IX. INSURANCE
In addition to any other insurance requirements set forth in the Contract, throughout the period of the Contract when Seller has control and access to Personal Data, Seller shall carry and maintain General Liability insurance containing coverage for personal injury, with available limits of not less than the greater of (a) five million U.S. dollars (U.S. $5,000,000) or (b) the amount of General Liability insurance that Seller is otherwise required to maintain under the Contract. Seller shall ensure that all Subcontractors carry and maintain the same type and level of insurance and financial resources stated herein. Such insurance shall be in an occurrence form, with insurers reasonably acceptable to Buyer. Any policy that provides the insurance required under this Article shall:

(1)
Be endorsed to name “The Boeing Company, its subsidiaries, and their respective directors, officers, agents, and employees” as additional insured (hereinafter “Additional Insured”) to the extent of the indemnity herein.

(2)
Be endorsed to be primary to and noncontributory with any insurance maintained by The Boeing Company;

(3)
Provide a waiver of any rights of subrogation against the Additional Insured; and

(4)
Contain a severability of interest provision in favor of the Additional Insured.

X. EUROPEAN UNION

If the Contract or the Services involve the disclosure or transfer of Personal Data of a Data Subject covered by any of the EU Privacy Laws, then, in addition to all other requirements of this Supplement for the Security of Personal Data, before any such disclosure or transfer, Seller shall submit to the provisions of and execute without modification the Model Clauses specified by the EU for the onward transfer of Personal Data (the “Onward Transfer Clauses”), unless Seller provides to Buyer evidence satisfactory to Buyer in its sole discretion that the EU Privacy Laws permit such transfer without Seller’s execution of the Onward Transfer Clauses. In the event of any conflict between the terms of the Onward Transfer Clauses and this Supplement for the Security of Personal Data, the Onward Transfer Clauses will govern.
XI. the U.S. Health Insurance Portability and Accountability Act
If the Contract or the Services involves both a Buyer “Covered Entity” and “Protected Health Information” as such terms are defined in the U.S. Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), then, in addition to all other requirements of this Supplement for the Security of Personal Data, Seller shall execute a HIPPA Business Associate Agreement in a form specified by Buyer (“Business Associate Agreement”). In the event of any conflict between the terms of the Business Associate Agreement and this Supplement for the Security of Personal Data, the Business Associate Agreement will govern.
XII.
SUBCONTRACTORS

In addition to any other obligation of Seller with respect to subcontracting set forth in the Contract, Seller shall ensure that only Subcontractors who have been expressly approved by Buyer and who have a need to know or access Personal Data may access Personal Data and only (a) if Seller requires such Subcontractors to comply with obligations with respect to Personal Data that are no less stringent than those applicable to Seller; (b) to the extent that it is necessary for Seller to fulfill its obligations under this Contract; and (c) subject to the terms and conditions of this Article. Seller shall contractually require that Subcontractors be subject to all Applicable Laws to which Seller is subject under this Contract, including without limitation the EU Privacy Laws. Seller shall not disclose or provide any Personal Data to any Subcontractors under this Article unless and until (i) Seller notifies Buyer of its desire to engage such individuals or entities to perform services requiring access to Personal Data and provides Buyer with all information reasonably pertinent to evaluating whether such individuals or entities should be allowed access to such Personal Data and (ii) Buyer provides, in its sole discretion, its express written consent to such individuals or entities to access such Personal Data. After any Subcontractor or any of its personnel ceases to perform obligations that require such individual or entity to have access to Personal Data (whether because of reassignment, or termination of employment or engagement with Seller for any reason), Seller must use at least the same effort, but in no event less than a reasonable amount of effort, to enforce obligations of such individuals or entities with regard to Personal Data as Seller uses with regard to its own similar confidential and proprietary information. 
XIII.
REMEDIES
In addition to any other remedy available to Buyer under the Contract or available to Buyer under law or equity, Seller and Buyer agree to the following:
a. Injunctive Relief. Because a breach of any provision in the Supplement for the Security of Personal Data may result in irreparable harm to Buyer or its affiliates, for which monetary damages may not provide a sufficient remedy, Buyer may seek both monetary damages and equitable relief.
b. Termination for Breach. In the event Seller commits a material breach of any obligation in this Supplement for the Security of Personal Data and fails to cure such breach within thirty (30) days after Buyer gives written notice of such breach, then Buyer may terminate this Contract, effective immediately and without liability in connection therewith, by giving separate written notice to Seller.
XIV.
THIRD-PARTY BENEFICIARIES
Every affiliate and subsidiary of Buyer, including without limitation every affiliate and subsidiary of Buyer located or doing business in any Member State of the EU, is an intended third-party beneficiary of this Contract with rights of enforcement.
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