
CUSTOMER CONTRACT REQUIREMENTS
NCRC EPOS IDIQ

CUSTOMER CONTRACT W900KK-21-D-0008

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a  Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (SEP 2006).  This clause applies
only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract
issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after
October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended after
October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-6 Restrictions on Subcontractor Sales to the Government (Sep 2006)  Alternate I (OCT
1995).  This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP
or customer contract issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP
issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but
was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (MAY 2014).  Buyer may withhold from sums owed Seller the
amount of any kickback paid by Seller or its subcontractors at any tier if (a) the Contracting Officer so
directs, or (b) the Contracting Officer has offset the amount of such kickback against money owed
Buyer under the prime contract. This clause, excluding subparagraph (c)(1),  applies only if this contract
exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (MAY
2014).  This clause applies to this contract if the Seller, its employees, officers, directors or agents
participated personally and substantially in any part of the preparation of a  proposal for this contract.
The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to violations of the Act
(as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (MAY 2014).  This clause applies
only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract
issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after
October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended after
October 1, 2010 to increase the Simplified Acquisition Threshold.If the Government reduces Buyer's
price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from
sums owed Seller the amount of the reduction.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal
Transactions (SEP 2007).  This clause applies only if this contract exceeds (i) $100,000 if included in
Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to
October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition
Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This
clause applies only if this contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows:
"(g)(2) Seller will promptly submit any disclosure required (with written notice to Boeing) directly to the
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PCO for the prime contract. Boeing will identify the cognizant Government PCO at Seller's request. Each
subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015).  This clause applies only if
this contract is in excess of $5,500,000 and has a  period of performance of more than 120 days.

52.203-16 Preventing Personal Conflicts of Interest (DEVIATION 2018-O0018)  Deviation (AUG
2018).  

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).  

52.204-2 Security Requirements (AUG 1996).  The reference to the Changes clause means the
changes clause of this Contract. This clause applies only if the Contract involves access to classified
material.

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011).  This clause applies
only if performance under this contract requires Seller to have routine physical access to a  Federally-
controlled facility and/or routine access to a  Federally-controlled information system.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (OCT
2018).  Delete all paragraphs and replace with the following: "If Seller meets the executive
compensation reporting requirements of 52.204-10, Seller shall provide the required executive
compensation information by maintaining an active registration in the U.S. government System for
Award Management (SAM)  in accordance with 52.204-7. The required information of 52.204-10 will be
made public."    

52.204-13 System for Award Management Maintenance. (OCT 2018).  

52.204-21 Basic Safeguarding of Covered Information Systems (JUN 2016).  

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (JUL 2018).  In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer."  All
reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (AUG 2019).  In paragraph (b), the term "Government" means "Government or
Buyer".  In paragraph (d)(1), all required reporting shall be to Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (OCT 2015).  Seller agrees it is not debarred, suspended, or
proposed for debarment by the Federal Government. Seller shall disclose to Buyer, in writing, whether
as of the time of award of this contract, Seller or its principals is or is not debarred, suspended, or
proposed for debarment by the Federal Government.  This clause does not apply to contracts where
Seller is providing commercially available off-the shelf items.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract
exceeds $150,000 and (i) is cost-reimbursement, incentive, time-and-materials, labor-hour, or price-
redeterminable type or any combination of these types; (ii) Seller was required to provide cost or
pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records
and Audit article of the General Provisions incorporated in the Contract.

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (AUG 2011).  This clause
applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise
exempt. In subparagraph (3) of paragraph (a), insert "of this contract" after "price or cost." In
Paragraph (c), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Paragraphs (c)(1),
(c)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Subparagraph
(c)(2)(i)(A), delete "to the Contracting Officer." In Subparagraph (c)(2)(ii)(B), "Government" shall mean
"Government or Buyer." In Paragraph (d), "United States" shall mean "United States or Buyer."

52.215-12 Subcontractor Certified Cost or Pricing Data (OCT 2010).  This clause applies only if this
contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate
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required by paragraph (b) of the referenced clause shall be modified as follows: delete "to the
Contracting Officer or the Contracting Officer's representative" and substitute in lieu thereof "to The
Boeing Company or The Boeing Company's representative (including data submitted, when applicable,
to an authorized representative of the U.S. Government)."

52.215-14 Integrity of Unit Prices (OCT 2010).  This clause applies except for contracts at or below
$150,000; construction or architect-engineer services under FAR Part 36; utility services under FAR Part
41; services where supplies are not required; commercial items; and petroleum products.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010).  This clause applies to this
contract if it meets the requirements of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than
Pensions (JUL 2005).  This clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997).  This clause applies to this contract if it
meets the requirements of FAR 15.408(k).

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified
Cost and Pricing Data - Modifications (OCT 2010).  This clause applies only if this contract exceeds
the threshold set forth in FAR 15.403-4. The term "Contracting Officer" shall mean Buyer.  Insert the
following in lieu of paragraph (a)(2): “Buyer’s audit rights to determine price reasonableness shall also
apply to verify any request for an exception under this clause. For items priced using catalog or market
prices, or law or regulation, access does not extend to cost or profit information or other data relevant
solely to the Contractor’s determination of the prices to be offered in the catalog or marketplace.”

52.215-23 Limitations on Pass-Through Charges. (OCT 2009).  This clause applies to all cost-
reimbursement subcontracts that exceeds (i) $100,000 if included in Buyer's customer RFP or customer
contract issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or
after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended
after October 1, 2010 to increase the Simplified Acquisition Threshold. If the contract is with DoD, then
this clause applies to all cost-reimbursement subcontracts and fixed-price subcontracts, except those
identified in 15.408(n)(2)(i)(B)(2), that exceed the threshold for obtaining cost or pricing data in
accordance with FAR 15.403-4.  In paragraph (c), "Contracting Officer" shall mean Buyer.

52.219-8 Utilization of Small Business Concerns (OCT 2018).   

52.219-9 Small Business Subcontracting Plan (Deviation 2018-O0018)  Deviation (AUG
2018).  This clause applies only if this contract exceeds $700,000 and Seller is not a  small business
concern.  Seller shall adopt a  subcontracting plan that complies with the requirements of this clause. In
addition, Seller shall submit to Buyer Form X31162,  Small Business Subcontracting Plan Certificate of
Compliance. In accordance with paragraph (d)(10)(iv), Seller agrees that it will submit the ISR and/or
SSR using eSRS, and, in accordance with paragraph (d)(10)(vi), Seller agrees to provide the prime
contract number, its own DUNS number, and the email address of Seller's official responsible for
acknowledging or rejecting the ISRs, to its subcontractors with subcontracting plans. In accordance
with paragraph (d)(10), the following information is provided: (1) The prime contract number is
_W900KK-21-D-0008_(2) Buyer's DUNS number is _________ and (3) Buyer's official responsible for
acknowledging or rejecting the ISRs is (contact Buyer's authorized procurement representative.)

52.219-9 Small-Business Subcontracting Plan  Alternate II (NOV 2016).  This clause applies only if
this contract exceeds $700,000 and Seller is not a  small business concern.  Seller shall adopt a
subcontracting plan that complies with the requirements of this clause. In addition, Seller shall submit
to Buyer Form X31162,  Small Business Subcontracting Plan Certificate of Compliance.

52.219-28 Post-Award Small Business Program Representation (JUL 2013).  In paragraph (b),
delete "...or, if applicable paragraph (g) of this clause..." Delete paragraph (c) and insert the following
paragraph (c) in lieu thereof: "Seller shall represent its size status in accordance with SBA's size code
standards in effect at the time of this representation to Buyer. The size status shall corespond to the
North American Industry Classification System (NAICS) code applicable to Seller's contract." Delete
paragraphs (d) and (g). Delete paragraph (e) and insert the following paragraph (e) in lieu thereof:
"Seller shall make the representation required by paragraph (b) of this clause by submitting an
updated Buyer Form F70102 or updating Seller's profile information on line in Buyer's BEST system."    
 

52.222-4 Contract Work Hours and Safety Standards-Overtime Compensation (MAY 2018).  Buyer
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may withhold or recover from Seller the amount of any sums the Contracting Officer withholds or
recovers from Buyer because of liabilities of Seller or its subcontractors under this clause.

52.222-19 Child Labor - Cooperation with Authorities and Remedies (OCT 2019).  In paragraph (d),
"Contracting Officer" means Buyer.

52.222-20 Contracts for Materials,Supplies, Articles, and Equipment Exceeding $15,000.  (MAY
2014).  This clause applies only if this contract exceeds the threshold specified in FAR 22.602 on date
of award of this contract.

52.222-21 Prohibition of Segregated Facilities (APR 2015).   

52.222-26 Equal Opportunity (SEP 2016).   

52.222-35 Equal Opportunity for Veterans. (OCT 2015).  This clause applies if this contract is
$150,000 or more unless exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if
this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (FEB 2016).  This clause applies if this contract is
$150,000 or more, unless exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (JAN 2019).  The term “contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If
the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a  Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015).  This clause applies to all subcontracts
that (1) are for (i) commercial or noncommercial services (except for commercial services that are part
of the purchase of a  COTS item, or an item that would be a  COTS item, but for minor modifications
performed by the COTS provider and are normally provided for that COTS item), or (ii) construction; (2)
has a  value of more than $3,500; and (3) includes work performed in the United States.

52.222-55 Minimum Wages Under Executive Order 13658  (DEC 2015).  This clause applies if this
contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and is to be performed in whole or in part in the United States. "Contracting
Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the Government exercises a
withhold identified in the paragraph (g) against Buyer as a  result of the Seller’s violation of its
obligations under this clause, Buyer may impose that withhold against the Seller.  

52.222-62 Paid Sick Leave Under Executive Order 13706  (JAN 2017).  This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements 
(Construction) statute, and are to be performed in whole or in part in the United States.

52.223-15 Energy Efficiency In Energy-Consuming Products (DEC 2007).  

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).   

52.224-3 Privacy Training (JAN 2017).  The term "Contracting Officer" shall mean "Contracting Officer
or Buyer".
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52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

52.227-1 Authorization and Consent (DEC 2007).  

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007).  A copy
of each notice sent to the Government shall be sent to Buyer.

52.227-10 Filing of Patent Applications - Classified Subject Matter (DEC 2007).  

52.227-11 Patent Rights -- Ownership by the Contractor (MAY 2014).  This clause applies only if this
contract is for experimental, developmental, or research work and Seller is a  small business firm or
nonprofit organization. In this clause, "Contractor" means Contractor, references to the Government
are not changed and the subcontractor has all rights and obligations of the Contractor in the clause.

52.228-5 Insurance - Work on a Government Installation (JAN 1997).  This clause applies to
contracts that requires work on a  Government installation. In paragraph (b) and (b)2, "Contracting
Officer" shall mean "Buyer".  In paragraph (c), "Contracting Officer" shall mean "Contracting Officer or
Buyer". Seller shall provide and maintain insurance as set forth in this contract, which is _W900KK-21-
D-0008_.

52.230-6 Administration of Cost Accounting Standards (JUN 2010).  Add "Buyer and the" before
"CFAO" in paragraph (m).

52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013).  

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (DEC 2013).  This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.237-2 Protection of Government Buildings, Equipment, and Vegetation (APR 1984).  This clause
applies only if work will be performed on a  Government installation. "Contracting Officer" shall mean
Buyer.

52.244-6 Subcontracts for Commercial Items (AUG 2019).  Clauses in paragraph (c) (1) apply when
Seller is providing commercial items under the Contract.

52.245-1 Government Property (JAN 2017).  This clause applies if Government property is acquired or
furnished for contract performance.   "Government" shall mean Government throughout except the first
time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer. 

52.246-2 Inspection of Supplies-Fixed Price (AUG 1996).  The term “Government” means
“Government and/or Buyer”, except in paragraph (b) the second time it appears, and paragraphs (f),
(h), (j), and (l), where the term “Government” means “Buyer”. The term “Contracting Officer” means
“Buyer”.

52.246-4 Inspection of Services-Fixed Price  (AUG 1996).  The term “Contractor” means “Seller” and
the term “Government” means “Government and/or Buyer” except in paragraph (e) the second time it
appears, and paragraph (f) where the term “Government” means “Buyer.”

52.246-5 Inspection of Services-Cost-Reimbursement (APR 1984).  The term “Contractor” means
“Seller” and the term “Government” means “Government and/or Buyer” except in paragraph (d) the
second time it appears, and paragraph (e) where the term “Government” means “Buyer.”

52.247-67 Submission of Transportation documents for Audit (FEB 2006).  This clause applies if the
contract is a  cost-reimbursement contract. Paragraph (a) (2) is deleted. Documents shall be submitted
to Buyer as specified elsewhere in this contract.

52.251-1 Government Supply Sources (APR 2012).  This clause applies only if Seller is notified by
Buyer in writing that Seller is authorized to purchase from Government supply sources in the
performance of this contract.

52.253-1 Computer Generated Forms (JAN 1991).  
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2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related
Felonies (DEC 2008).  This clause applies only if this contract exceeds (i) $100,000 if included in
Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to
October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition
Threshold and is not for the purchase of commercial items or commercial components.  Except in
paragraph (a), "this contract" and "the contract" mean the contract between Buyer and Seller. In
subparagraph (d)(2), delete the words "or first-tier subcontractor." In paragraph (e), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government.   In paragraph (f),
"through the Buyer" is inserted after "Contracting Officer." Paragraph (g) is deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP
2013).   

252.203-7003 Agency Office of the Inspector General. (AUG 2019).  This clause applies if FAR
52.203-13 applies. 

252.203-7004 DISPLAY OF HOTLINE POSTER (AUG 2019).  The clause applies if the Contract
exceeds the threshold specified in Defense Federal Acquisition Regulation Supplement 203.1004
(b)(2)(ii) on the date of Contract award, except if the contract  is for the aquisition of a  commercial
item.

252.204-7000 Disclosure of Information (OCT 2016).  Seller shall submit requests for authorization
to release information through Buyer. Seller shall submit written requests to Buyer a  minimum of 25
days prior to proposed date of release.

252.204-7004 Anitterrorism Awareness Training for Contractors (FEB 2019).  This clause applies
when Seller performance requires routine physical access to a  Federally-controlled facility or military
institution.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (OCT 2016).  This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial items.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (OCT
2016).  This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system.  The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning.  In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a  copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a  variance from the requirements of NIST SP
800-171 to the US Government Contracting Office and that Seller’s request for such variance was
approved by an authorized representative of the DoD CIO.
 

252.209-7009 Organizational Conflict of Interest – Major Defense Acquisition Program (MAY
2019).  
This clause applies if the Contract is for the performance of systems engineering and technical
assistance for a  major defense acquisition program or a  pre-major defense acquisition program. The
term “Government” means Buyer.
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252.211-7003 Item Unique Identification and Valuation (MAR 2016).  This clause applies if this
contract acquires any item for which unique item identification is required in accordance with paragraph
(c) (1) of this clause. Any exceptions under paragraph (c) (1) (i) or specific items requiring a unique item
identifier in accordance with paragraph (c) (1) (ii)-(v),  if any, shall be identified in an exhibit in this
contract.
 

252.219-7003 Small Business Subcontracting Plan (DOD Contracts)-Basic (Deviation 2018-
O0007)  Deviation (DEC 2017).  Paragraph (e) is deleted.

252.219-7004 Small Business Subcontracting Plan (Test Program) (MAY 2019).  This clause applies
if Seller participates in the test program described in DFARS 219.702-70.

252.222-7006 Restrictions on the Use of Mandatory Arbitration Agreements (DEC 2010).  This
clause applies to all solicitations and contracts (including task or delivery orders and bilateral
modifications adding new work) valued in excess of $1 million, except for contracts for the acquisition
of commercial items, including commercially available off-the-shelf-items. Seller agrees to flow down
this clause to all covered subcontractors. Seller agrees by accepting this contract that it shall not enter
into, and shall not take any action to enforce, any provision of any existing agreements, as describe in
paragraph (b)(1) of this clause, with respect to any of Seller's employees or independent contractors
performing work for Seller related to this contract. 

252.223-7006 Prohibition on Storage, Treatment, And Disposal of Toxic Or Hazardous Materials
(SEP 2014).  This clause applies if the contract requires, may require, or permits Seller access to a  DoD
installation. Seller shall include this clause in any of their subcontracts.

252.223-7008 Prohibition of Hexavalent Chromium (JUN 2013).  "Contracting Officer" shall mean
Buyer.

252.225-7001 Buy American and Balance of Payments Program (DEC 2017).  In paragraph (c), the
phrase "in the Buy American Balance of Payments Program Certificate provision of the solicitation" is
deleted and the word "certified" is deleted and replaced with the word "specified."  

252.225-7002 Qualifying Country Sources as Subcontractors (DEC 2017).  

252.225-7004 Reporting Of Contract Performance Outside The United States And Canada -
Submission After Award (MAY 2019).  "Contracting Officer" means "Buyer." Paragraph (c)(5) is
deleted. In (d)(2) "from the Contracting Officer or" is deleted.

252.225-7007 Prohibition on Acquisition of Certain Items from Communist Chinese Military
Companies. (DEC 2018).  This clause applies to items covered by the United States Munitions List  or
the 600 series of the Commerce Control List.

252.225-7012 Preference for Certain Domestic Commodities (DEC 2017).   

252.225-7043 Antiterrorism/Force Protection Policy for Defense Contractors Outside the United
States (JUN 2015).  This clause applies only if this contract requires Seller to perform or travel outside
the United States and Seller is not (1) a  foreign government, (2) a  representative of a  foreign
government, or (3) a  foreign corporation wholly owned by a  foreign government.

252.225-7048 Export-Controlled Items (JUN 2013).  

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD
Contracts and Native Hawaiian Small Business Concerns (APR 2019).  This clause applies only if this
contract exceeds $500,000.

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies
when technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from Seller or Seller's subcontractors for delivery to the
Government.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer
Software Documentation (FEB 2014).  This clause applies when noncommercial computer software or
computer software documentation is to be obtained from Seller or Seller's subcontractors for delivery
to the Government.
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252.227-7015 Technical Data -- Commercial Items (FEB 2014).  This clause applies whenever any
technical data related to commercial items is developed in any part at private expense and will be
obtained from Seller or its subcontractors for delivery to the Government.

252.227-7016 Rights in Bid or Proposal Information (JAN 2011).   

252.227-7025 Limitations on the Use or Disclosure of Government-Furnished Information Marked
With Restrictive Legends (MAY 2013).  In paragraph (c)(1), the term “Government” shall mean
“Government and Buyer”.

252.227-7027 Deferred Ordering of Technical Data or Computer Software (APR 1988).  This clause
applies only if technical data or computer software may be generated as part of the performance of
this contract.

252.227-7030 Technical Data -- Withholding of Payment (MAR 2000).  In this clause, "Government"
and "Contracting Officer" shall mean Buyer. This clause applies only if the delivery of technical data is
required under this contract.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.227-7038 Patent Rights—Ownership By The Contractor (Large Business) (JUN 2012).  This
clause applies only if this contract is for experimental, developmental, or research work and Seller is
not a  small business firm or nonprofit organization. 

252.231-7000 Supplemental Cost Principles (DEC 1991).  

252.239-7000 Protection Against Compromising Emanations (OCT 2019).   In paragraph (b),
Contracting Officer means Buyer.

252.239-7010 Cloud Computing Services (OCT 2016).  Paragraph (b)(1) shall read as follows:  This
clause applies to contracts that involve or may involve cloud computing services in performance of the
Contract, including contracts for commercial items. If Seller proposes to use cloud computing services in
the performance of the contract, Seller shall obtain approval from the Buyer prior to utilizing such cloud
computing services in performance of the contract. Any requests to and notifications or approvals from
the Contracting Officer shall be communicated through Buyer.

252.239-7018 Supply Chain Risk (FEB 2019).  In paragraph (b), the term"Government" means
"Government or Buyer".

252.239-7018 Supply Chain Risk (DEVIATION 2018-O0020)  Deviation (SEP 2018).  The term
"Government" shall mean "Government or Buyer."

252.243-7001 Pricing of Contract Modifications (DEC 1991).  

252.244-7000 Subcontracts for Commercial Items (JUN 2013).   

252.245-7000 Government-Furnished Mapping, Charting, and Geodesy Property  (APR
2012).  "Contracting Officer" and "Government" means Buyer. "Government-furnished" means
Government or Buyer furnished MC&G property. 

252.245-7001 Tagging, Labeling, and Marking Of Government-Furnished Property (APR 2012).   

252.245-7004 Reporting, Reutilization, and Disposal (DEC 2017).  This clause applies if this contract
contains FAR 52.245-1, Government Property.   The term "Contracting Officer" shall mean "Buyer".

252.246-7001 Warranty of Data-Basic (MAR 2014).  The warranty period in paragraph (b) is three
years from the Government's acceptance of the final items of data under this contract. "Government"
and "Contracting Officer" shall mean Buyer.

252.246-7001 Warranty of Data  Alternate II (MAR 2014).  The warranty period in paragraph (b) is
three years from the Government's acceptance of the final items of data under this contract.
"Government" and "Contracting Officer" shall mean Buyer.
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252.246-7003 Notification of Potential Safety Issues (JUN 2013).  This clause applies only if this
subcontract is for:  (i) parts identified as critical safety items; (ii) systems and subsystems, assemblies
and subassemblies integral to a  system; or (iii) repair, maintenance, logistics support, or overhaul
services for systems and subsystems, assemblies, subassemblies and parts integral to a  system.  The
notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative
contracting officer (ACO) and the procuring contracting officer (PCO) if Seller is aware of the ACO and
PCO for the prime contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (AUG
2016).  This clause applies to contracts for electronic parts or assemblies containing electronic parts or
for contracts for the performance of authentication testing. The introductory text is deleted and only
paragraphs (a) through (e) apply. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts (MAY 2018).  This clause applies if the Contract is for
electronic parts or assemblies containing electronics parts, unless  Seller is the original manufacturer of
the electronic parts. The term “Contractor” means Seller and the term “subcontractor” means Seller’s
lower-tier suppliers.   In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means “Buyer’s
Authorized Procurement Representative.”  Seller’s notification shall include, at a  minimum, 
identification of the electronic parts being procured, identification of Seller’s lower-tier supplier
providing such electronic parts, Seller’s rationale on acceptability  of procuring such parts (including risk
mitigation), and identification of the product using such parts (by lot or serial numbers).

252.251-7000 Ordering From Government Supply Sources (AUG 2012).  This clause applies only if
Seller is notified by Buyer in writing that Seller is authorized to purchase from Government supply
sources in the performance of this contract.

252.219-7003 Small Business Subcontracting Plan (DOD Contracts) - Basic (MAY
2019).  Paragraph (e) is deleted.

3. Commercial Items  If goods or services being procured under this contract are commercial products and/or
commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015).  This clause applies only if
this contract is in excess of $5,500,000 and has a  period of performance of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
2009  (JUN 2010).  This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).  

52.204-21 Basic Safeguarding of Covered Information Systems (JUN 2016).  

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (JUL 2018).  In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer."  All
reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (AUG 2019).  In paragraph (b), the term "Government" means "Government or
Buyer".  In paragraph (d)(1), all required reporting shall be to Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (OCT 2015).  Seller agrees it is not debarred, suspended, or
proposed for debarment by the Federal Government. Seller shall disclose to Buyer, in writing, whether
as of the time of award of this contract, Seller or its principals is or is not debarred, suspended, or
proposed for debarment by the Federal Government.  This clause does not apply to contracts where
Seller is providing commercially available off-the shelf items.

52.219-8 Utilization of Small Business Concerns (OCT 2018).  
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52.222-21 Prohibition of Segregated Facilities (APR 2015).  

52.222-26 Equal Opportunity (SEP 2016).  

52.222-35 Equal Opportunity for Veterans. (OCT 2015).  This clause applies if this contract is
$150,000 or more unless exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if
this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (FEB 2016).  This clause applies if the Contract is
$150,000 or more.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (JAN 2019).  The term “contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If
the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a  Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-50 Combating Trafficking in Persons  Alternate I (MAR 2015).  The term “Contractor” shall
mean “Seller”, except the term “prime contractor” shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer and the Buyer's Authorized Procurement   representative in
paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated with
more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for
each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “cancellation” and “Cancellation for Default”,
respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the Government
exercises one of the remedies identified in the paragraph (e) against Buyer as a  result, in whole or in
part, of the Seller’s violation of its obligations under this clause, Buyer may impose that remedy against
the Seller proportionate to the extent to which Seller’s violation caused the Government’s decision to
impose a remedy on Buyer.” The term “Contracting Officer” shall mean “Contracting Officer and Buyer”
in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a  Government subcontract, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies
susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer or
Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015).  This clause applies to all subcontracts
that (1) are for (i) commercial or noncommercial services (except for commercial services that are part
of the purchase of a  COTS item, or an item that would be a  COTS item, but for minor modifications
performed by the COTS provider and are normally provided for that COTS item), or (ii) construction; (2)
has a  value of more than $3,500; and (3) includes work performed in the United States.

52.222-55 Minimum Wages Under Executive Order 13658  (DEC 2015).  This clause applies if this
contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and is to be performed in whole or in part in the United States. "Contracting
Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the Government exercises a
withhold identified in the paragraph (g) against Buyer as a  result of the Seller’s violation of its
obligations under this clause, Buyer may impose that withhold against the Seller.  

52.222-62 Paid Sick Leave Under Executive Order 13706  (JAN 2017).  This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements 
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(Construction) statute, and are to be performed in whole or in part in the United States.

52.224-3 Privacy Training  Alternate I (JAN 2017).  The term "Contracting Officer" shall mean
"Contracting Officer or Buyer".

52.224-3 Privacy Training (JAN 2017).  The term "Contracting Officer" shall mean "Contracting Officer
or Buyer".

52.225-26 Contractors Performing Private Security Functions Outside the United States (OCT
2016).  This clause applies if the Contract will be performed outside the United States in areas of (1)
combat operations as designated by the Secretary of Defense; or (2) other significant military
operations, upon agreement of the Secretaries of Defense and State that the clause applies in that
area.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (DEC 2013).  This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Items (AUG 2019).  Clauses in paragraph (c) (1) apply when
Seller is providing commercial items under the Contract.

52.245-1 Government Property (JAN 2017).  This clause applies if Government property is acquired or
furnished for contract performance.   "Government" shall mean Government throughout except the first
time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer. 

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006).  This clause
does not apply if this contract is for the acquisition of commercial items unless (i) this contract is a
contract or agreement for ocean transportation services; or a  construction contract; or (ii) the supplies
being transported are (a) items the Seller is reselling or distributing to the Government without adding
value (generally, the Seller does not add value to the items when it subcontracts items for f.o.b.
destination shipment); or (b) shipped in direct support of U.S. military (1) contingency operations; (2)
exercises; or (3) forces deployed in connection with United Nations or North Atlantic Treaty
Organization humanitarian or peacekeeping operations.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP
2013).   

252.204-7000 Disclosure of Information (OCT 2016).  Seller shall submit requests for authorization
to release information through Buyer. Seller shall submit written requests to Buyer a  minimum of 25
days prior to proposed date of release.

252.204-7009 Limitations on the Use or Disclosure of Third Party Contractor Reported Cyber
Incident Information (OCT 2016).  This clause applies if the Contract is for services that include
support for the Government's activities related to safeguarding covered defense information and cyber
incident reporting, including contracts for commercial items.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (OCT
2016).  This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system.  The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning.  In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a  copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a  variance from the requirements of NIST SP
800-171 to the US Government Contracting Office and that Seller’s request for such variance was
approved by an authorized representative of the DoD CIO.
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252.211-7003 Item Unique Identification and Valuation (MAR 2016).  This clause applies if this
contract acquires any item for which unique item identification is required in accordance with paragraph
(c) (1) of this clause.   Items subject to the requirements of DFARS 252.211-7003, if any, shall be
identified in an exhibit in this contract.

252.223-7008 Prohibition of Hexavalent Chromium (JUN 2013).  "Contracting Officer" shall mean
Buyer.

252.225-7001 Buy American and Balance of Payments Program-Basic (DEC 2017).  In paragraph
(c), the phrase "in the Buy American Balance of Payments Program Certificate provision of the
solicitation" is deleted and the word "certified" is deleted and replaced with the word "specified."  

252.225-7004 Reporting Of Contract Performance Outside The United States And Canada -
Submission After Award (MAY 2019).  "Contracting Officer" means "Buyer." Paragraph (c)(5) is
deleted. In (d)(2) "from the Contracting Officer or" is deleted.

252.225-7007 Prohibition on Acquisition of Certain Items from Communist Chinese Military
Companies. (DEC 2018).  This clause applies to items covered by the United States Munitions List  or
the 600 series of the Commerce Control List.

252.225-7012 Preference for Certain Domestic Commodities (DEC 2017).   

252.225-7048 Export-Controlled Items (JUN 2013).  

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD
Contracts and Native Hawaiian Small Business Concerns (APR 2019).  This clause applies only if this
contract exceeds $500,000.

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies
when technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from Seller or Seller's subcontractors for delivery to the
Government.

252.227-7015 Technical Data -- Commercial Items (FEB 2014).  This clause applies whenever any
technical data related to commercial items is developed in any part at private expense and will be
obtained from Seller or its subcontractors for delivery to the Government.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.239-7010 Cloud Computing Services (OCT 2016).  Paragraph (b)(1) shall read as follows:  This
clause applies to contracts that involve or may involve cloud computing services in performance of the
Contract, including contracts for commercial items. If Seller proposes to use cloud computing services in
the performance of the contract, Seller shall obtain approval from the Buyer prior to utilizing such cloud
computing services in performance of the contract. Any requests to and notifications or approvals from
the Contracting Officer shall be communicated through Buyer.

252.243-7001 Pricing of Contract Modifications (DEC 1991).  

252.244-7000 Subcontracts for Commercial Items (JUN 2013).   

252.246-7003 Notification of Potential Safety Issues (JUN 2013).  This clause applies only if this
subcontract is for:  (i) parts identified as critical safety items; (ii) systems and subsystems, assemblies
and subassemblies integral to a  system; or (iii) repair, maintenance, logistics support, or overhaul
services for systems and subsystems, assemblies, subassemblies and parts integral to a  system.  The
notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative
contracting officer (ACO) and the procuring contracting officer (PCO) if Seller is aware of the ACO and
PCO for the prime contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (AUG
2016).  This clause applies to contracts for electronic parts or assemblies containing electronic parts or
for contracts for the performance of authentication testing. The introductory text is deleted and only
paragraphs (a) through (e) apply. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts (MAY 2018).  This clause applies if the Contract is for
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electronic parts or assemblies containing electronics parts, unless  Seller is the original manufacturer of
the electronic parts. The term “Contractor” means Seller and the term “subcontractor” means Seller’s
lower-tier suppliers.   In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means “Buyer’s
Authorized Procurement Representative.”  Seller’s notification shall include, at a  minimum, 
identification of the electronic parts being procured, identification of Seller’s lower-tier supplier
providing such electronic parts, Seller’s rationale on acceptability  of procuring such parts (including risk
mitigation), and identification of the product using such parts (by lot or serial numbers).

4. Prime Contract Special Provisions  The following prime contract special provisions apply to this purchase
order

W900KK-21-D-0008 NCRC EPOS Special Provisions .  
Work Locations
 

Common Access Cards (CAC)
 

All on-site Seller personnel shall obtain a  DoD issued Common Access Card (CAC) for frequent
access to US Government facilities and Information Technology systems.
 
The Seller shall be responsible for requesting all CACs through the Buyer or, at Buyer’s written
direction, through the PCO or COR/ACOR. The Seller shall provide information required for
issuance of a  Common Access Card (CAC) to the Buyer or, at Buyer’s written direction, the
contract or individual Task Order Trusted Associate, as appropriate, for all personnel requiring
access to Government facilities in performance of this contract.

 

The CAC shall be the principal identity credential for supporting access to DOD installations,
facilities, buildings, controlled spaces, and access to U.S. Government information systems. A
Tier 1 or equivalent national security clearance (e.g. Tier 1 including Credit Check (Tier 1) will be
required for permanent issuance of the credential. The Government may issue the credential
upon favorable return of the Federal Bureau of Investigations (FBI) fingerprint check, pending
final favorable completion of the Tier 1 or equivalent. There shall be no additional Tier 1 or
equivalent submission for an individual holding a valid national security clearance.

 
The Seller shall be responsible for ensuring that all CACs issued to its employees or
subcontractors are returned to the issuing agency whenever contract employees leave the
contract, when the Order has been completed, employees leave the company, or employees
are dismissed or terminated. If lost, the Seller shall notify the Buyer and the issuing agency.

 
 

Government Facilities and Badges
 

Seller employees, including Subcontractor employees, shall have in their possession, at all
times while working, the specific identification credential issued by the Government (e.g.,
Facility Badge). The badge shall be displayed and be visible at all times while on Government
property.

 
The Seller shall be responsible for ensuring that all badges are returned to the issuing agency
whenever contract employees leave the contract, when the Order has been completed,
employees leave the company, or employees are dismissed or terminated. The Seller shall
notify the Buyer and the issuing agency whenever employee badges are lost.

 
A Seller working in a  government facility shall be responsible for maintaining satisfactory
standards of employee competency, conduct, appearance, and integrity and shall be
responsible for taking disciplinary action with respect to their employees as necessary.

 
The Seller is responsible for ensuring that their employees do not disturb papers on desks,
open desk drawers or cabinets, or use Government telephones, except as authorized. Each
employee is expected to adhere to standards of behavior that reflect favorably on their
employer and the Federal Government.

 
The rights of ingress to, and egress from, Government facilities for the Seller's personnel will be
specified in the Order. Specific federally-controlled facilities or those areas located within a
given facility may have additional security clearance requirements must be specified in the
Order.

 

BDS Terms and Conditions Guide Effective: 01/06/2022
Page 13 of 18



During all operations on Government premises, the Seller’s personnel shall comply with the
rules and regulations governing the facility access policies and the conduct of personnel. The
Government reserves the right to require Seller personnel to "signin" upon entry and "sign-
out" upon departure from the Government facilities.

 
 

Work on a Government Installation
 

In performing work under this contract or any Order on a  Government installation or in a
Government building, the Seller shall fully comply with local military installation, city, state, and
federal laws, regulations and/or ordinances pertinent to performance of the contractual
services required under this contract and the Order. Specifically, the Seller shall:

·         Conform to the specific safety requirements established by this contract or in an
Order;

·         Observe all rules and regulations issued by the installation Commanding Officer
pertaining to fire, safety, security, sanitation, severe weather, admission to the
installation, and conduct not directly addressed in this contract;

·         Take all reasonable steps and precautions to prevent accidents and preserve the
life and health of the Government, Buyer, and Seller personnel connected in any
way with performance under this contract;

·         Take such additional precautions as the Buyer or PCO or COR may reasonably
require for safety and accident prevention purposes;

·         Conform to all security requirements as specified in DD Form 254, and security
requirements as specified in the Order Performance Work Statement; and

·         Comply with military installation, local, state, and federal laws, regulations, policies
and procedures for Hazardous Materials in conformance with AIA/NAS 411 and
ANSI-Z400.1.

 
Contractor Identification

 
Seller employees shall identify themselves as Seller personnel by introducing themselves or
being introduced as Seller personnel and displaying distinguishing badges or other visible
identification. In addition, Seller employees shall appropriately identify themselves as Seller
personnel in telephone conversations and in formal and informal written correspondence.

 
 
No Personal Services
 
As reflected in Office of Procurement Policy Letter 92-1 (as published in the Federal
Register, Volume 57, No. 190, page 45096, dated September 30, 1992), entitled
Inherently Government Functions, no personal services shall be performed under this
Contract. No Seller employee will be directly supervised by the Government. All individual employee
assignments and daily work direction shall be given by the applicable employee supervisor. If the Seller
believes any Government action or communication has been given that would create a  personal
services relationship between the Government and any Seller employee, the Seller shall notify the
Buyer and
PCO of this communication or action.
 
The Seller shall not perform any inherently governmental actions under this contract. No Seller
employee shall state orally or in writing that he or she is acting on behalf of the Government and has
no authority to change the contract. In all communications with third parties in connection with this
contract, Seller employees shall identify themselves as Seller employees and specify the name of the
company for which they work.
 
The Seller shall ensure that all of their employees working on this contract or any Order are informed of
the substance of this section. Nothing in this section shall limit the Government's rights in any way
under any other section, clause or provision of the contract, including those related to the
Government's right to inspect and accept the services to be performed under this contract or any
Order. The substance of this section shall be included in all subcontracts at every tier.
 
 
Ethics and Conduct
 
The Seller and its employees must conduct themselves with the highest degree of integrity and
honesty and adhere to the policies and procedures as specified in FAR
Part 3 and AFARS PART 5103 Improper Business Practices and Personal Conflicts of
Interest.
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Restricted Communications
 
The Seller shall not discuss with unauthorized persons any information obtained in the performance of
work under this contract; conduct business other than that which is covered by this contract during
periods funded by the Government; conduct business not directly related to this contract on
Government premises; use Government computer systems and/or other Government facilities for
company or personal business; recruit on Government premises; or otherwise act to disrupt official
Government business.
 
The Seller shall ensure that all of its employees, including Subcontractor employees, working under this
contract understand the above restrictions.
 
If the Seller believes any action or communication has been given that would create a  business ethic or
conduct violation, the Seller must notify the Buyer and PCO of this communication or action.
 
 
3.13 General Tasks
 

Data Rights
 

The Government seeks Government Purpose Rights (GPR) in technical data and computer
software, except for those items which the Government will have unrestricted/unlimited rights
by regulation (ex: form, fit, function data and that are necessary for installation, operation,
maintenance or training, etc). GPR allows the Government to fully support, maintain and modify
NCRC software and technical data throughout the program life cycle. This includes, but is not
limited to, software rights, data, source codes, drawings, warranties, and integration efforts.
The Government expects at a  minimum GPR in all deliverables except where explicitly identified
as unlimited data rights.

 
NCRC event-specific capabilities and content shall be developed with the minimum use of
proprietary software and artifacts. Government approval shall be obtained before any
proprietary or otherwise protected software is used in an NCRC event environment. The Seller
shall provide data to allow the Buyer and Government to:
 

a. Use, maintain, modify, reproduce, release, perform, display, or disclose technical data
within the Government without restriction.

 
b. Release or disclose technical data outside the Government and authorize persons to
whom release, or disclosure has been made to use, maintain, modify, reproduce,
release, perform, display, or disclose that data for Government purposes.
c. Maintain, repair, modify, and upgrade the NCRC using Government personnel and
other Government contractors.
d. Compete future requirements, maintenance, repair, modification, and upgrades.

 
 
Training
 

Operations Security (OPSEC) Training
 

All Seller employees, to include subcontractor employees, requiring access to DoD installations,
facilities and controlled access areas shall complete DoD OPSEC awareness training within 30
calendar days after Contract/Order start date. The

 
Seller shall submit a  list of the Seller and subcontractor employees that have completed
training to the Buyer and to the COR or to the PCO within 30 calendar days after completion of
initial training and annually thereafter. DoD OPSEC awareness training is available at the
following website: https://securityawareness.usalearning.gov/opsec/ or other Service specific
websites.

 
 

Anti-Terrorist Training (AT Level 1)
 

All Seller employees, to include subcontractor employees, requiring access to DoD installations,
facilities and controlled access areas shall complete AT Level I awareness training within 30
calendar days after Order start date or effective date of incorporation of this requirement into

BDS Terms and Conditions Guide Effective: 01/06/2022
Page 15 of 18



the contract, whichever is applicable. The Seller shall submit certificates of completion for each
affected Seller employee and subcontractor employee, to the Buyer and to the COR or to the
PCO within 30 calendar days after completion of training by all Seller employees and
subcontractor personnel. AT level I awareness training is available at the following website:
https://atlevel1.dtic.mil/at  or other Service specific websites.

 
The Seller shall ensure all US based Seller employees and associated subcontractor employees
to make available and to receive Government provided area of responsibility (AOR) specific AT
awareness training as directed by applicable DoD, Service policy and regulations. Specific AOR
training content is directed by the Combatant Commander with the unit Anti-Terrorism Officer
(ATO) being the local point of contact.

 
Active Shooter Training

 
All Seller employees, to include subcontractor employees, requiring access to DoD installations,
facilities and controlled access areas shall complete active shooter training as directed by
applicable DoD, Service policy and regulations within 30 calendar days after contract start date
or effective date of incorporation of this requirement into the contract, whichever is applicable.
The Seller shall submit certificates of completion for each affected Seller employee and
subcontractor employee, to the Buyer and to the COR/ACOR or to the PCO within 30 calendar
days after completion of training by all Seller employees and subcontractor personnel.

 
Personal Identifiable Information (PII)

 
All Seller employees, to include subcontractor employees, requiring access to DoD installations,
facilities and controlled access areas shall complete training in the handling and protection of
Personally Identifiable Information (PII) as directed by applicable DoD, Service policy and
regulations within 30 calendar days after contract start date or effective date of incorporation
of this requirement into the contract, whichever is applicable. The Seller shall submit certificates
of completion for each affected Seller employee and subcontractor employee, to the Buyer and
to the COR/ACOR or to the PCO within 30 calendar days after completion of training by all Seller
employees and subcontractor personnel. PII training is available at https://
securityawareness.usalearning.gov/piiv2.

 
iWatch Training

 
The Seller and all associated subcontractors shall brief all employees on the local iWATCH
program (training standards provided by the requiring activity ATO). This local developed
training will be used to inform employees of the types of behavior to watch for and instruct
employees to report suspicious activity to the COR. This training shall be completed within 60
calendar days of contract award and within 30 calendar days of new employees commencing
performance with the results reported to the COR NLT 60 calendar days after contract award.
Training is available on Army Joint Knowledge Online (JKO).

 
 
Security and Access Controls
 

Access and General Protection/Security Policy and Procedures
 

Seller and all associated subcontractor employees shall comply with applicable installation,
facility and area commander installation/facility access and local security policies and
procedures (provided by Government representative). The Seller shall also provide all
information required for background checks to meet installation access requirements to be
accomplished by installation authorities. Seller workforce shall comply with all personal identity
verification requirements as directed by applicable DoD, Service and local policy. In addition to
the changes otherwise authorized by the changes clause of this contract, should the Force
Protection Condition (FPCON) at any individual facility or installation change, the Buyer or
Government may require changes in Seller security matters or processes.

 
The Common Access Card (CAC) shall be the principal identity credential for supporting access
to DoD installations, facilities, buildings, controlled spaces, and access to U.S. Government
information systems. A National Agency Check with Inquiries (NACI) or equivalent national
security clearance [e.g. National Agency Check with Local Agency Checks including Credit Check
(NACLC)] will be required for permanent issuance of the credential. The Government may issue
the credential upon favorable return of the Federal Bureau of Investigations (FBI) fingerprint
check, pending final favorable completion of the NACI or equivalent. There shall be no
additional NACI or equivalent submission for an individual holding a valid national security
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clearance.
 

The Seller shall account for all forms of U.S Government-provided identification credentials
issued to Seller employees in connection with the performance of this contract. The Seller shall
return such identification credentials to the issuing agency at the earliest of any of the
circumstances listed below, unless otherwise determined by the Buyer or U.S. Government. The
Buyer may delay final payment under an order (DO/TO) if the Seller fails to comply with these
requirements. The Seller and all associated subcontractors shall return all identification
credentials when:

a. No longer needed for contract performance.
b. Completion of Seller employee’s employment.
c. Contract completion or termination.

 
For all Sellers and associated subcontractor employees who do not require a
Common Access Card (CAC), they must comply with adjudication standards and procedures
using the National Crime Information Center Interstate Identification Index (NCIC-III) and
Terrorist Screening Database (TSDB), applicable Service, installation, facility and area
Commander installation/facility access and local security policies and procedures (provided by
Government representative), or, at OCONUS locations, in accordance with status of forces
agreements (SOFA) and other theater regulations.

 
 

Handling or Access to Classified Information
 

The Seller shall comply with FAR 52.204-2, Security Requirements. This clause involves access
to information classified "Confidential," "Secret," or "Top Secret". The Seller shall comply with
(1) The Security Agreement (DD Form 441), including the National Industrial Security Program
Operating Manual (DOD 5220.22-M), (2) any revisions to DOD 5220.22-M, and (3) Contract
Security Classification Specification (DD Form 254)

 
 

Identification, Tracking, and Restricted Flow of Covered Defense Information
 

The Seller shall identify, track, and restrict flow of all Covered Defense Information, as per the
requirements outlined in the subparagraphs below.

 
Track Covered Defense Information

 
The Seller shall track all covered defense information associated with the execution and
performance of this contract.

 
Restrict Flow of Covered Defense Information

 
The Seller shall restrict unnecessary sharing and/or flow down of covered defense
information associated with the execution and performance of each Order. The Seller
shall restrict unnecessary sharing and/or flow down of covered defense information –
as defined in DFARS Clause 252.204-7012 and associated with the execution and
performance of this contract – in accordance with marking and dissemination
requirements specified in the contract to execute and perform the requirements of each
Order.

 
Notice Regarding the Dissemination of Export-Controlled Technical Data

 
Export of information contained herein, which includes release to foreign nationals
within the United States, without first obtaining approval or license from the
Department of State for items controlled by the International Traffic in Arms Regulations
(ITARS), or the Department of Commerce for items controlled by the Export
Administration Regulations (EAR), may constitute a  violation of law.

 
For violation of export laws, the Seller, its employees, officials or agents are subject to:

(1) Imprisonment and/or imposition of criminal fines; and;
(2) Suspension or debarment from future Government contracting actions.

 
The Buyer and Government shall not be liable for any unauthorized use or release of
export-controlled information, technical data or specifications in this contract. The Seller
shall include the provisions of the above in any subcontracts awarded under this
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contract.
 
 

Cyber Incident Response
 

The Seller shall, within fifteen (15) days of discovering the cyber
incident (inclusive of the 72-hour reporting period in DFARS clause
252.204-7012), deliver all data used in performance of the contract that
the Seller determines is impacted by the incident and begin assessment
of potential warfighter/program impact. Incident data shall be delivered
to the Buyer and in accordance with the Department of Defense Cyber
Crimes Center (DC3). Instructions for submitting media available at
Center (DC3) Instructions for Submitting Media available at https://
www.acq.osd.mil/dpap/dars/pgi/docs/Instructions_for_Submitting_Media.docx. In delivery
of the incident data, the Seller shall, to the extent practical, remove
Seller-owned information from Government covered defense information.

 
If the Seller subsequently identifies any such data not previously delivered to
DC3, then the Seller shall immediately notify Buyer and the contracting
officer in writing and shall deliver the incident data within ten (10) days
of identification. In such a case, the Seller may request a delivery date
later than ten (10) days after identification. The Buyer or contracting
officer will approve or disapprove the request after coordination with
DC3.

 
 
Contractor Manpower Reporting
 
The Seller shall report all Seller labor hours (including subcontractor labor hours) required for
performance of services via a  secure data collection site. The Seller is required to completely fill in all
required data fields using the following web address: http://www.ecmra.mil/ or submit the information
directly to the Buyer. Reporting inputs will be for labor executed during the period of performance for
each Government Fiscal Year (FY) which runs 1 October through 30 September. While inputs may be
reported any time during the FY, all data shall be reported no later than 31 October of each calendar
year.
 
Sellers can find User Guides, Frequently Asked Questions and may direct questions to the help desk at
http://www.ecmra.mil/.
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