
CUSTOMER CONTRACT REQUIREMENTS
GCV IFV

CUSTOMER CONTRACT W56HZV-11-R-0001

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below. If this contract is for the procurement of
commercial items under a Government prime contract, as defined in FAR Part 2.101, see Section 3 below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (SEP 2006).  
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (OCT 2010).  Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause applies only if this contract exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (JAN 1997).  This clause applies to
this contract if the Seller, its employees, officers, directors or agents participated personally and substantially in any part of the
preparation of a proposal for this contract. The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to
violations of the Act (as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (JAN 1997).  This clause applies only if this contract exceeds
$100,000. If the Government reduces Buyer's price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer
may withhold from sums owed Seller the amount of the reduction.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions (SEP 2007).  This
clause applies only if this contract exceeds $100,000.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010).  This clause applies only if this contract is in excess of
$5,000,000 and has a period of performance of more than 120 days.

52.203-14 Display of Hotline Poster(s) (DEC 2007).  This clause applies only if this contract is in excess of $5,000,000 and is not for
a commercial item or performed entirely outside the United States.  For the purposes of this clause, the United States is defined as the
50 states, the District of Columbia, and outlying areas.

52.204-2 Security Requirements (AUG 1996).  Changes clause means the changes clause of this contract. This clause applies only if
access to classified material is required.
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52.204-9 Personal Identity Verification of Contractor Personnel. (SEP 2007).  This clause applies only if performance
under this contract requires Seller to have routine physical access to a Federally-controlled facility and/or
routine access to a Federally-controlled information system.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (DEC 2010).  This clause applies to contracts that exceed $30,000 and is not a contract or subcontract for
commercially available off-the-shelf items. "Contracting Officer" means "Buyer." Seller shall disclose to Buyer, in writing, whether as of
the time of Buyer's offered contract herein, Seller or its principals, is or is not debarred, suspended or proposed for debarment by the
Federal Government. 

52.211-5 Material Requirements (AUG 2000).  Any notice will be given to Buyer rather than the Contracting Officer.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a priority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause.

52.215-11 Price Reduction for Defective Certified Cost or Pricing Data -- Modifications (OCT 2010).  This clause applies only if
this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. "Contracting Officer" shall mean
"Contracting Officer or Buyer." In subparagraph (d)(2)(i)(A), delete "to the Contracting Officer." In subparagraph (d)(2)(ii)(B),
"Government" means "Government" or "Buyer." In Paragraph (e), "United States" shall mean "United States or Buyer."

52.215-13 Subcontractor Certified Cost or Pricing Data -- Modifications (OCT 2010).  This clause applies only if this contract
exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate required by paragraph (c) of the referenced
clause shall be modified as follows: delete "to the Contracting Officer or the Contracting Officer's representative" and substitute in lieu
thereof "to The Boeing Company or The Boeing Company's representative (including data submitted, when applicable, to an
authorized representative of the U.S. Government)."

52.215-14 Integrity of Unit Prices (OCT 2010).  This clause applies except for contracts at or below $150,000; construction or
architect-engineer services under FAR Part 36; utility services under FAR Part 41; services where supplies are not required; commercial
items; and petroleum products.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010).  This Clause applies to this contract if it meets the
requirements of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than Pensions (JUL 2005).  This
Clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997).  This Clause applies to this contract if it meets the requirements of
FAR 15.408(k).

52.215-23 Limitations on Pass-Through Charges. (OCT 2009).  This clause applies to all cost-reimbursement subcontracts that
exceed $100,000.  If the contract is with DoD, then this clause applies to all cost-reimbursement subcontracts and fixed-price
subcontracts, except those identified in 15.408(n)(2)(i)(B)(2), that exceed the threshold for obtaining cost or pricing data in accordance
with FAR 15.403-4.  In paragraph (c), "Contracting Officer" shall mean Buyer.

52.219-9 Small Business Subcontracting Plan (JUL 2010).  
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This clause applies only if this contract exceeds $550,000 and Seller is not a small business concern.  Seller shall
adopt a subcontracting plan that complies with the requirements of this clause. In addition, Seller shall submit to Buyer
Form X31162, Small and Small Disadvantaged Business and Women-Owned Small Business Subcontracting Plan
Certificate of Compliance. In accordance with paragraph (d)(10)(iv), Seller agrees that it will submit the ISR and/or SSR
using eSRS, and, in accordance with paragraph (d)(10)(vi), Seller agrees to provide the prime contract number, its own
DUNS number, and the email address of the Government or Contractor official responsible for acknowledging or
rejecting the reports, to its subcontractors with subcontracting plans.
As required by subparagraph (d)(10)(v), the following information is provided:  (1) the prime contract number is
W56HZV-11-R-0001; the Buyer's DUNS number is  TBD , and (3) the email address of the Government or Buyer official
responsible for acknowledging or rejection reports is TBD.

52.222-1 Notice to the Government of Labor Disputes (FEB 1997).  Contracting Officer shall mean Buyer.

52.222-20 Walsh-Healey Public Contracts Act (OCT 2010).  This clause applies only if this contract exceeds $15,000.

52.222-21 Prohibition of Segregated Facilities (FEB 1999).  

52.222-26 Equal Opportunity (MAR 2007).  

52.222-35 Equal Opportunity for Veterans. (SEP 2010).  This clause applies only if this contract is $100,000 or more.

52.222-36 Affirmative Action For Workers With Disabilities (OCT 2010).  This clause applies only if this contract exceeds
$15,000.

52.222-37 Employment Reports on Veterans (SEP 2010).  This clause applies if this contract is $100,000 or more.

52.222-41 Service Contract Act of 1965 (NOV 2007).  This clause applies only if this contract is subject to the Act.

52.222-50 Combating Trafficking in Persons (FEB 2009).  In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (e), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).  

This clause applies to all subcontracts that (1) are for (i) commercial or noncommercial services (except for commercial services that are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
performed in the United States.

52.223-3 Hazardous Material Identification and Material Safety Data (JAN 1997).  This clause applies only if Seller delivers
hazardous material under this contract.

52.223-7 Notice of Radioactive Materials (JAN 1997).  This clause applies only if this contract involves (i) radioactive material
requiring specific licensing under the regulations issued pursuant to the Atomic Energy Act of 1954, as amended, as set forth in Title 10
of the Code of Federal Regulations, in effect on the date of this contract, or (ii) other radioactive material not requiring specific licensing
in which the specific activity is greater than 0.002 microcuries per gram or the activity per item equals or exceeds 0.01 microcuries.
"Contracting Officer" shall mean Buyer. In the blank in paragraph (a), insert "60 days."

52.223-11 Ozone Depleting Substances (MAY 2001).     

52.223-13 Certification of Toxic Chemical Release Reporting (AUG 2003).  Except for commercial items as defined in FAR Part
2, this clause applies to competitive procurements expected to exceed $100,000 (including all options). If Seller is not subject to the
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Form R filing and reporting requirements, Seller shall inform Buyer which exemption or exemptions in subparagraph (b)(2) of this
clause apply.

52.223-14 Toxic Chemical Release Reporting (AUG 2003).  This clause applies only if this contract is not for commercial items as
defined in FAR Part 2, was competitively awarded, and exceeds $100,000 (including all options).

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

52.227-1 Authorization and Consent (DEC 2007).  

52.227-1 Authorization and Consent  Alternate I (APR 1984).  

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007).  A copy of each notice sent to the
Government will be sent to Buyer.

52.227-10 Filing of Patent Applications - Classified Subject Matter (DEC 2007).  

52.227-11 Patent Rights -- Ownership by the Contractor (DEC 2007).  This clause applies only if this contract is for experimental,
developmental, or research work and Seller is a small business firm or nonprofit organization.

52.230-6 Administration of Cost Accounting Standards (JUN 2010).  Add "Buyer and the" before "CFAO" in paragraph (m). This
provision applies if clause H001, H002, H004 or H007 is included in this contract.

52.234-1 Industrial Resources Developed Under Defense Production Act Title III (DEC 1994).  

52.242-15 Stop-Work Order (AUG 1989).  Change "90 days" and "30 days" to "100 days" and "20 days" respectively. The terms
"Contracting Officer" and "Government" shall mean Buyer.

52.244-5 Competition in Subcontracting (DEC 1996).  

52.244-6 Subcontracts for Commercial Items (JUN 2010).  

52.245-1 Government Property (AUG 2010).  
This clause applies only if Government property is acquired or furnished for contract performance.   "Government" shall mean
Government throughout except the first time it appears in paragraph (g)(1) when "Government" shall mean the Government or the
Buyer.  Paragraph (h)(1) is deleted and replaced by the following: “Seller assumes the risk of, and shall be responsible for, any loss,
damage, destruction, or theft of Government property upon its delivery to Seller as Government-furnished property. However, Seller is
not responsible for reasonable wear and tear to Government Property or for Government property properly consumed in performing
this contract.” If the contract incorporates Boeing General Provision GP4, the Government-Owned Property article in GP4 is hereby
deleted.

52.247-63 Preference for U.S .-Flag Air Carriers (JUN 2003).  This clause only applies if this contract involves international air
transportation.

52.248-1 Value Engineering (OCT 2010).  The term "Contracting Officer" means Buyer. This clause applies only if this contract is
for $150,000 or more. If Value Engineering Change Proposal is accepted by the Government, Seller's share will be 50% of the instant,
concurrent and future contract net acquisition savings and collateral savings that Buyer receives from the Government. Seller's
negotiated share of the net acquisition savings and collateral savings shall not reduce the Government's share of concurrent or future
savings or collateral savings. Buyer's payments to Seller under this clause are conditioned upon Buyer's receipt of authorization for
such payments from the Government.
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FAR 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) is incorporated in the
Commercial Items section of this CCR.

2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related Felonies (DEC 2008).  
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is not for
the purchase of commercial items or commercial components.  Except in paragraph (a), "this contract" and "the contract" mean the
contract between Buyer and Seller. In subparagraph (d)(2), delete the words "or first-tier subcontractor."  In paragraph (e), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government.   In paragraph (f), "through the Buyer" is inserted
after "Contracting Officer." Paragraph (g) is deleted.

252.204-7000 Disclosure of Information (DEC 1991).  Seller will submit requests for authorization to release through Buyer.

252.204-7008 Requirements for Contracts Involving Export-Controlled Items. (APR 2010).  

252.211-7000 Acquisition Streamlining (OCT 2010).  This clause applies only if this contract exceeds $1.5 million.

252.215-7000 Pricing Adjustments (DEC 1991).  This clause applies only if this contract exceeds the threshold set forth in FAR
15.403-4.

252.219-7003 Small Business Subcontracting Plan (DoD Contracts) (OCT 2010).  Except paragraph (g) which is hereby deleted.

252.222-7006 Restrictions on the Use of Mandatory Arbitration Agreements (DEC 2010).  
This clause applies to all solicitations and contracts (including task or delivery orders and bilateral modifications adding new work)
valued in excess of $1 million, except for contracts for the acquisition of commercial items, including commercially available off-the-
shelf-items. Seller agrees to flow down this clause to all covered subcontractors.

252.223-7001 Hazard Warning Labels (DEC 1991).  This clause applies only if Seller delivers hazardous material under this contract.

252.223-7007 Safeguarding Sensitive Conventional Arms, Ammunition, and Explosives (SEP 1999).  
This clause applies only if (1) this contract, or a subcontract at any tier, is for the development, production, manufacture,
or purchase of arms, ammunition, and explosives (AA&E) or (2) AA&E will be provided to Seller, or to a subcontractor at
any tier, as Government-furnished property.  "Arms, ammunition, and explosives (AA&E)" means those items within the
scope (chapter 1, paragraph B) of DoD 5100.76-M, Physical Security of Sensitive Conventional Arms, Ammunition, and
Explosives.

252.225-7001 Buy American Act and Balance of Payments Program (JAN 2009).  

252.225-7002 Qualifying Country Sources as Subcontractors (APR 2003).  

252.225-7003 Report of Intended Performance Outside the United States and Canada-Submission with Offer (DEC 2006).  
When responding to a solicitation, Seller/Bidder shall comply with the requirements of this clause.
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252.225-7004 Reporting Of Contract Performance Outside The United States And Canada - Submission After Award (OCT
2010).  "Contracting Officer" means "Buyer." In (c)(2) "regarding a first tier subcontractor" is deleted. Subparagraph (c)(5) is deleted. In
(d)(2) "from the Contracting Officer or" is deleted.

252.225-7006 QUARTERLY REPORTING OF ACTUAL CONTRACT PERFORMANCE OUTSIDE THE UNITED STATES
(OCT 2010).  In subparagraph (b), "within 10 days after" is replaced by "10 days prior to." In subparagraph (d), "Deputy Directo of
Defense Procurement and Acquisition Policy" means "Buyer." In (e)(2), "from the Contracting Officer" is deleted.  

252.225-7012 Preference for Certain Domestic Commodities (JUN 2010).  

252.225-7013 Duty Free Entry (DEC 2009).  This clause applies if Seller is located in a qualifying country (as defined in DFARS Part
225.8) or if Seller is located in any other country and the estimated U.S. duty for the deliverable items will exceed $200 per unit. Seller
shall include the prime contract number on all shipping documents submitted to Customs for supplies for which duty-free entry is
claimed pursuant to this clause.  See Section 5 for the information required by paragraph (j)(3) of this clause.

252.225-7016 Restriction on Acquisition of Ball and Roller Bearings (DEC 2010).  This clause does not apply to the purchase of
commercial items other than ball or roller bearings or to items which contain no ball or roller bearings.

252.225-7033 Waiver of United Kingdom Levies (APR 2003).  

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD Contracts and Native
Hawaiian Small Business Concerns (SEP 2004).  This clause applies only if this contract exceeds $500,000.

252.227-7013 Rights In Technical Data -- Noncommercial Items (NOV 1995).  This clause applies only if the delivery of data is
required for noncommercial items under this contract.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer Software Documentation (JUN
1995).  This clause applies only if the delivery of noncommercial computer software or noncommercial computer documentation may
be originated, developed or delivered under this contract.

252.227-7015 Technical Data -- Commercial Items (NOV 1995).  This clause applies only if the delivery of data is required for
commercial items under this contract.

252.227-7016 Rights in Bid or Proposal Information (JUN 1995).  

252.227-7019 Validation of Asserted Restrictions - Computer Software (JUN 1995).  This clause applies only if computer
software may be originated, developed, or delivered under this contract.

252.227-7026 Deferred Delivery of Technical Data or Computer Software (APR 1988).  This clause applies only if the delivery of
data is required or if computer software may be originated, developed or delivered under this contract.

252.227-7027 Deferred Ordering of Technical Data or Computer Software (APR 1988).  This clause applies only if technical data
or computer software may be generated as part of the performance of this contract.

252.227-7030 Technical Data -- Withholding of Payment (MAR 2000).  In this clause, "Government" and "Contracting Officer"
shall mean Buyer. This clause applies only if the delivery of technical data is required under this contract.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 1999).  This clause applies only if the delivery of data is
required by this contract.
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252.227-7038 PATENT RIGHTS—OWNERSHIP BY THE CONTRACTOR (LARGE BUSINESS) (DEC 2007).  This clause
applies only if this contract is for experimental, developmental, or research work and Seller is not a small business firm or
nonprofit organization.

252.231-7000 Supplemental Cost Principles (DEC 1991).  

252.232-7004 DoD Progress Payment Rates (OCT 2001).  This clause applies if progress payments are authorized under this
contract.

252.234-7001 Notice of Earned Value Management System (APR 2008).  This clause applies only if 252.234-7002 is applicable.

252.234-7002 Earned Value Management System (APR 2008).  This clause applies only if it is indicated elsewhere in this contract
that Seller must use an earned value management system (EVMS).

252.234-7004 Cost and Software Data Reporting System. (NOV 2010).  To the extent that a CSDR item is required as set forth
elsewhere in this contract, CSDR reporting for that item is required by Seller and subcontractors at any tier for subcontracts that exceed
$50 million.   

252.234-7004 Cost and Software Data Reporting System.  Alternate I (NOV 2010).  

252.235-7003 Frequency Authorization (DEC 1991).  This clause applies only if this contract requires the development, production,
construction, testing, or operation of a device for which a radio frequency authorization is required.

252.235-7011 Final Scientific or Technical Report (NOV 2004).  

252.239-7001 Information Assurance Contractor Training and Certification (JAN 2008).  

252.239-7016 Telecommunications Security Equipment, Devices, Techniques, and Services (DEC 1991).  This clause applies
only if this contract requires securing telecommunications.

252.242-7004 Material Management and Accounting System Requirements and Standards (JUL 2009).  

252.243-7001 Pricing of Contract Modifications (DEC 1991).  

252.243-7002 Requests for Equitable Adjustment (MAR 1998).  

252.246-7000 Material Inspection and Receiving Report (MAR 2008).  

252.246-7001 Warranty of Data (DEC 1991).  The warranty period in paragraph (b) is three years from the Government's acceptance
of the final items of data under this contract. "Government" and "Contracting Officer" shall mean Buyer.

252.247-7023 Transportation of Supplies by Sea (MAY 2002).  This clause applies only if the supplies are of a type described in
paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." In paragraph (g) "Government" means Buyer. If
this contract is at or below $100,000, paragraphs (f) and (g) are excluded.

252.249-7002 Notification Of Anticipated Contract Termination Or Reduction (OCT 2010).  This clause applies only if this
contact is $650,000 or more. Seller will comply with the notice and flowdown requirements of paragraph (d)(2) of the referenced clause.

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS AND COMMERCIAL COMPONENTS  (NOV 2010).  
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SUBCONTRACTS FOR COMMERCIAL ITEMS AND COMMERCIAL COMPONENTS

(DOD CONTRACTS)

3. Commercial Items  If goods or services being procured under this contract are commercial items and Clause H203 is set forth in the purchase
order, the foregoing Government clauses in Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010).  This clause applies only if this contract is in excess of
$5,000,000 and has a period of performance of more than 120 days.

52.222-26 Equal Opportunity (MAR 2007).  

52.222-35 Equal Opportunity for Veterans. (SEP 2010).  This clause applies only if this contract is $100,000 or more.

52.222-36 Affirmative Action For Workers With Disabilities (OCT 2010).  This clause applies only if this contract exceeds
$15,000.

52.222-41 Service Contract Act of 1965 (NOV 2007).  This clause applies only if this contract is subject to the Act.

52.222-50 Combating Trafficking in Persons (FEB 2009).  In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (e), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).  

This clause applies to all subcontracts that (1) are for (i) commercial or noncommercial services (except for commercial services that are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
performed in the United States.

252.225-7001 Buy American Act and Balance of Payments Program  Alternate I (DEC 2010).  Applicable clause date is revised to
JAN 2009.

252.225-7001 Buy American Act and Balance of Payments Program (JAN 2009).  

252.225-7012 Preference for Certain Domestic Commodities (JUN 2010).  

252.225-7012 Preference for Certain Domestic Commodities (DEC 2008).  
 Applicable clause date is revised to JUN 2010.

252.247-7023 Transportation of Supplies by Sea (MAY 2002).  This clause applies only if the supplies are of a type described in
paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." In paragraph (g) "Government" means Buyer. If
this contract is at or below $100,000, paragraphs (f) and (g) are excluded.

4. Cost Accounting Standards  

52.230-2 Cost Accounting Standards (OCT 2010).  (1) (Applicable if this contract incorporates clause H001) The version of FAR
52.230-2, Cost Accounting Standards, incorporated by clause H001 is the version dated October 2010.

(2) (Applicable if this contract incorporates clause H002) The version of FAR 52.230-3, Disclosure and Consistency of Cost
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Accounting Practices, incorporated by H002 is the version dated October 2008.

(3) (Applicable if this contract incorporates clause H004) The version of FAR 52.230-5, Cost Accounting Standards - Educational
Institution, is the version dated October 2010.

(4) (Applicable if this contract incorporates clause H007) The version of FAR 52.230-4, Disclosure and Consistency of Cost
Accounting Practices-Foreign Concerns, is the version dated June 2010.

5. Prime Contract Special Provisions  The following prime contract special provisions apply to this purchase order

52.215-4400 Army Information Systems (IS) Security Requirement (JUL 2005).  
All notifications pertaining to this clause made to TACOM will also be made to SAIC and Buyer.
 
1. Contractor will comply with all Department of the Army Directives, AR 380-5, AR 380-67, AR 25-1, AR 25-2, AR 380-3,
AR 380-10, Commander - US Army Garrison Michigan (USAG-M), Directorate of Information Management (DOIM) and
Directorate Intelligence Security Division, memorandums, and numbered messages. All information systems (IS) require
accreditation and certification and must be approved by the Designated Approval Authority (DAA). Approval is required
prior to any IS connection to the network is accepted. Personnel requiring access to sensitive defense information,
because of their duties in repairing or working on IS equipment or software, will be appropriately investigated based on the
sensitivity of the Information Technology (IT) position held in accordance with AR 25-2. Before a technician can work on
IT hardware/software, the background investigation must be initiated
 

a. The requesting agency/contractor should have a contract with USAG-M and an on-site Information Assurance
Security Officers (IASO). The IASO shall be knowledgeable of AR 25-2 and other security requirements, and
would be the person responsible for that agency/contractor.

 
b. If remote access to Garrison-Michigan networks, hereby known as Garrison-Michigan networks, is needed for
this agency/contractor to monitor Garrison-Michigan networks unclassified network, the agency/contractor must
use a National Security Agency approved method to encrypt this information if it is sent/received outside this
Command. The use of a commercial Internet Service Provider mail account or ftp for receipt or storage of
government information is prohibited. A Terminal Server Access Controller System (TSACS) Account must be
established and used for government email and installed on a government machine.

 
2. The security measures below are consistent with Dept of the Army security policies and directives and are required to
protect all associated Garrison-Michigan networks. The goal is to ensure the confidentiality, integrity, and availability of
Dept of the Army automation assets and software and to reduce cracker, hacker, and malicious code attacks to the
maximum extent possible.
 

a. In accordance with (IAW) AR 25-2, agency/contractor employees must be designated as IT I, IT II, or IT III
positions. Personnel who require access to sensitive and/or classified defense information because of their duties
with an IS will be appropriately investigated based on the sensitivity of the IT position held in accordance with
AR 25-2. Before assumption of IT duties, an SF85P or SF86 must be completed and sent by your Facility Security
Officer (FSO) direct to Defense Security Service for each individual requiring access. A copy of the SF85P or SF86
must be sent to AMSTA-CM-SC for review, who will summarize their findings and provide same to the USAG-M
Designated Approving Authority (DAA) who can grant interim access to agency/contractor employees if the
required investigation has been submitted by your FSO to Defense Security Service (DSS) and a EPSQ receipt is
faxed to AMSTA-CM-SC at DSN 786-6362, or (586) 574-6362 - AND if there are no derogatory issues found. The
SF85P or SF86 copies can be mailed to: CDR U.S. Army TACOM, 6501 E. 11 Mile Road, ATTN: AMSTA-CM-SC,
Warren, MI 48397-5000. Contractor will be responsible for submitting their required security investigations to the
Defense Investigative Service Clearance Office (DISCO). Upon request contractor will provide security
investigation data to Directorate Intelligence Security Division, so their personnel can be incorporated into the
Garrison-Michigan Security Clearance Roster.
 
b. Personnel assigned to IT-I positions must have completed an SF 85P and FP 258, have a favorable local review,
and have initiated the (National Agency Check with Local Agency and Credit Checks (NACLC), and proof of the
initiation of the Single Scope Background Investigation, before access to a Department of the Army automation
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network and information can be granted.
 

c. Personnel assigned to IT-II & III positions must have completed a SF 85P and FP 258, have a favorable local
review, and have initiated the (National Agency Check with Local Agency and Credit Checks (NACLC).

 
d. All agency/contractor employees who have access to Garrison-Michigan IS must complete Computer User
Information Awareness Training annually. Proof of completion will be retained by the IASO.

 
e. All agency/contractor employees who have access to Garrison-Michigan IS must each read and sign a copy of
Acceptable Use Policy (AUP) annually. Proof of compliance will be retained by the IASO.

 
f.IAW Garrison-Michigan directives submit the required completed forms for all agency/contractor employees
that require Garrison-Michigan network(s), and TSACS, access. The required forms are available in the Outlook
Forms crib and are below as an attachment.

 
(1) New MGNET Account.
(2) Trusted System Application (TUA 12) with attachments.
(3) Contractor/Vendor Terminal Server Access Controller System (TSACS) Account and Password
Request.
(4) An Accreditation and Certification process for each IS that operates within USAG-M must be
reviewed by the Information Assurance Manager (IAM) and then forwarded to the DAA for final
approval before connection is accepted.

 
e. IAW Dept of the Army Directives, AR 25-2, agency/contractor must have malicious code protection on their
PC/s used to connect to the GARRISON-MICHIGAN networks. Malicious code protection must be monitored
daily for updates and immediate implementation. USAG-M DOIM uses the most current version of Symantec
Anti-virus software.

 
(1) Report any malicious code problems or thefts of equipment, software, or code to the USAG-M
Network Operations Center (NOC) IASO. The IASO will forward automation security concerns to his/her
supporting Information Assurance Manager (IAM).

 
f. Secure the computer equipment and information associated with this contract in a locked office or container,
and locked building.

 
(1) Ensure only personnel designated to work on this contract have access to the computer equipment
and information.
(2) Foreign Nationals must not have access to this equipment and information.
(3) Identify the physical security measures (i.e. locked office, locked buildings, building alarms etc.) in
place to protect the contract-associated equipment and information at the agency/contractor location.
Provide a short description and diagram.

 
g. DOIM Helpdesk, when issuing an agency/contractor e-mail accounts, will ensure that their names, when
displayed, show they are contractors and not government employees.

 
h. Access for agency/contractor will be limited to the TWNET and servers directly related to their contract work.
 
i. Each agency/contractor employee associated with this contract must have a unique Department of the Army
issued password and user ID. User IDs and Passwords will not be shared among employees.

 
j. Coordinate with USAG-M Directorate Of Information Management (DOIM) to ensure computers used by the
agency/contractor are properly configured to work with TSACS and the TWNET.

 
l. On completion of the project/contract the agency/contractor will notify the USAG-M IASO, who will then notify
the DOIM Information Assurance Team and DOIM Helpdesk, so all network, and TSACS access can be
terminated.
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3. POC for this action is Mr. Paul Gayan, IMNW-MIG-IMS, 586-574-5561.

6 Purchase/Use of Prohibited Materials (DEC 2010).  
Unless an explicit waiver is granted by the Contracting Officer utilizing the procedure outlined in the Programmatic
Environment, Safety and Occupational Health Evaluation (PESHE) (Section J, Attachment 003)the use of prohibited
materials, as defined by the PESHE, is not allowed in any deliverable, prototype or other item required under this contract.
The presence of any such material, absent an approved waiver, is a basis for rejection of the item with replacement of the
material and remediation costs the responsibility of the Contractor.

7 Additional Program Protection Requirements (DEC 2010).  
All notifications pertaining to this clause will also be made to Buyer.
 
Counterintelligence Incident Reporting
In addition to reporting the following incidents and/or situations to the Defense Security Service (DSS), IAW DoD
5220.22-M, National Industrial Security Program Operating Manual (NISPOM), the Facility Security Officers (FSO) or
designated representative, will insure the information is also reported, as expeditiously as possible, to the nearest
servicing U.S. Army Counterintelligence (CI) office. If the U.S. Army CI office is not readily available, the FSO or
representative security individual will report the information to the program Government Security Office, which will ensure
that reports are relayed, within 24 hours, IAW AR 381-12, Subversion and Espionage Directed Against the U.S. Army
(SAEDA), to U.S. Army CI.
 
a. Attempts by unauthorized persons to obtain classified or unclassified information concerning U.S. Army facilities,
activities, personnel, technology, or material through questioning, elicitation, trickery, bribery, threats, coercion, blackmail,
photography, observation, collection of documents or material, correspondence, or computer hacking.
 
b. Known, suspected, or contemplated acts of espionage.
 
c. Contacts with persons whom they know or suspect to be members of or associated with foreign intelligence, security, or
terrorist organizations. These do not include contacts as a part of official duties.
 
d. Contacts with any official or other citizen of a foreign country when that person
 
(l) Exhibits excessive knowledge or undue interest about the employee or his duties.
(2) Exhibits undue interest in U.S. technology; research, development, testing, and evaluation efforts; weapons systems;
or scientific information.
(3) Attempts to obtain classified or unclassified information.
(4) Attempts to place employee under obligation through special treatment, favors, gifts, money, or other means.
(5) Attempts to establish any type of business relationship that is outside the range of normal official duties.
 
e. All incidents in which employees or their family members traveling to or through foreign countries are
 
(l) Subjected to questions regarding their duties.
(2) Requested to provide military information.
(3) Threatened, coerced, or pressured in any way to cooperate with a foreign intelligence service or foreign government
official.
(4) Offered assistance in gaining access to people or locations not routinely afforded Americans.
(5) Contacted by foreign government law enforcement, security, or intelligence officials.
 
f. Information concerning any international or domestic terrorist activity or sabotage that poses an actual or potential
threat to Army or other U.S. facilities, activities, personnel, or resources.
 
g. Any known or suspected illegal diversion or attempted illegal diversion of U.S. technology to a foreign country.
 
h. Active attempts to encourage employees to violate laws, disobey lawful orders or regulations, or disrupt military
activities (subversion).
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i. Known or suspected acts of treason.
 
j. Participation in activities advocating or teaching the overthrow of the United States by force or violence or seeking to
alter the form of Government by unconstitutional means (sedition).
 
k. Known, suspected, or attempted intrusions into classified or unclassified information systems by unauthorized users or
attempts by otherwise authorized users to access areas of the information system outside the scope of their existing
authorization. Refer to the NISPOM for classified information system intrusions. Refer to Attachment 009, DD-254 for
instructions on intrusions into unclassified information systems.
 
l. Any situation involving coercion, influence, or pressure brought to bear on employees through family members residing
in foreign countries.
 
m. Any unauthorized attempt to gain information concerning performance of this contract or the GCV IFV program in
general at the Contractor's facilities.

8 Organizational Conflict of Interest (OCI) (DEC 2010).  

            The Contractor and its subcontractors, consultants, parents, subsidiaries, joint ventures, or other
business affiliates of any tier must notify the Buyer if an OCI issue as defined by FAR 9.504. If an OCI issue
cannot be mitigated, and if the Contractor refuses to discontinue the activity creating the OCI, the Buyer may
use this as grounds for a Termination for Convenience or Default. A similar provision is expected to apply to
follow-on GCV solicitations and contracts. Exceptions may be granted by modification to the contract for
relationships where the Government agrees that either 1) the potential for bias or unfair competitive
advantage is essentially non-existent, 2) a means of controlling the relationship to effectively neutralize the
potential conflict can be reached, or 3) there is no way to perform the Governments requirements without
such potential. This restriction begins on the date of award of this contract or any subcontract or other
relationship hereunder and expires on the completion of the contract/subcontract.
 
The Contractor shall flow down this provision in any subcontracts or other related instruments (of all tiers).
The Contractor shall monitor activities of itself and subcontractors and related entities, and promptly disclose
any actual or potential OCI and any actions taken or proposed to negate or mitigate such conflicts.
 
Remedies. For breach of any of the above restrictions or for nondisclosure or misrepresentation of any
relevant facts required to be disclosed concerning this contract, the Government may terminate the contract
for default, disqualify the Contractor for subsequent related contract efforts and pursue such other remedies
as may be permitted by law or this contract.

FAR 52.222-40 Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) is incorporated in the
Commercial Items section of this CCR.

BDS Terms and Conditions Guide Effective: 05/20/2011

Page 12 of 12


