
CUSTOMER CONTRACT REQUIREMENTS
SSC PAC PHOENIX VISION

CUSTOMER CONTRACT P000035488

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions (SEP 2007).  This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010).  This clause applies only if this contract is in excess
of $5,000,000 and has a period of performance of more than 120 days.

52.203-14 Display of Hotline Poster(s) (DEC 2007).  This clause applies only if this contract exceeds $5,000,000 and is not for a
commercial item or performed entirely outside the United States.  For the purposes of this clause, the United States is defined as the 50
states, the District of Columbia, and outlying areas.

52.203-16 Preventing Personal Conflicts of Interest (DEC 2011).  This clause applies to contacts that exceed $150,000 where
Seller’s employees will perform acquisition functions closely associated with inherently governmental functions, as defined in
paragraph (a) of the clause. The term “Contracting Officer” means “Buyer.” In paragraph (a) (1) “Contractor” means “Seller.” In
paragraph (a)(2) “subcontractor” means “Seller”  and “Contractor” means “Buyer” if Seller is a self-employed individual.

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees of Whistleblower Rights (APR
2014).  This clause applies only if this contract exceeds $150,000.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (AUG 2013).  Seller agrees it is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not debarred,
suspended, or proposed for debarment by the Federal Government.  This clause does not apply to contracts where Seller is providing
commercially available off-the shelf items.

52.211-5 Material Requirements (AUG 2000).  Any notice will be given to Buyer rather than the Contracting Officer.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a priority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
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clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.219-8 Utilization of Small Business Concerns  (OCT 2014).   

52.222-1 Notice to the Government of Labor Disputes (FEB 1997).  The terms "Contracting Officer" shall mean Buyer.

52.222-4 Contract Work Hours and Safety Standards-Overtime Compensation  (MAY 2014).  Buyer may withhold or recover
from Seller the amount of any sums the Contracting Officer withholds or recovers from Buyer because of liabilities of Seller or its
subcontractors under this clause.

52.222-21 Prohibition of Segregated Facilities  (FEB 1999).   

52.222-26 Equal Opportunity (MAR 2007).  

52.222-35 Equal Opportunity for Veterans. (JUL 2014).  This clause applies only if this contract is $100,000 or more.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (JUL 2014).  This clause applies if this contract is $100,000 or more.

52.222-50 Combating Trafficking in Persons (FEB 2009).  In paragraph (d), the term "Contracting Officer" means Buyer, and in
paragraph (e), the term "the Government" means Buyer.

52.223-3 Hazardous Material Identification and Material Safety Data  (JAN 1997).  This clause applies only if Seller delivers
hazardous material under this contract.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).   

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

52.227-1 Authorization and Consent (DEC 2007).  

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007).  A copy of each notice sent to the
Government shall be sent to Buyer.

52.227-11 Patent Rights -- Ownership by the Contractor (MAY 2014).  This clause applies only if this contract is for experimental,
developmental, or research work and Seller is a small business firm or nonprofit organization. In this clause, "Contractor" means
Contractor, references to the Government are not changed and the subcontractor has all rights and obligations of the Contractor in the
clause.

52.227-14 Rights in Data--General (MAY 2014).  This clause applies only if data, as defined in paragraph (a) of the clause, will be
produced, furnished, or acquired under this contract.

52.245-1 Government Property (APR 2012).  This clause applies if Government property is acquired or furnished for contract
performance.   "Government" shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government" shall mean the Government or the Buyer. 

52.247-63 Preference for U.S.-Flag Air Carriers  (JUN 2003).  This clause only applies if this contract involves international air
transportation.

2. DoD FAR Supplement Clauses   DoD Contracts. The following contract clauses are incorporated by reference from the Department of
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Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related Felonies (DEC 2008).  This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is not for
the purchase of commercial items or commercial components.  Except in paragraph (a), "this contract" and "the contract" mean the
contract between Buyer and Seller. In subparagraph (d)(2), delete the words "or first-tier subcontractor." In paragraph (e), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government.   In paragraph (f), "through the Buyer" is inserted
after "Contracting Officer." Paragraph (g) is deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013).   

252.204-7000 Disclosure of Information (AUG 2013).  Seller will submit requests for authorization to release through Buyer. Seller
shall submit written requests to Buyer a minimum of 25 days prior to proposed date of release.

252.204-7012 Safeguarding of Unclassified Controlled Technical Information  (NOV 2013).  Contracting Officer means
Buyer. Paragraph (d)(1) shall read as follows: “Reporting requirement. Seller, through the first tier subcontractor, shall report as much
of the following information as can be obtained by sending an email to abuse@Boeing.com (or any other address specified in writing by
Buyer) immediately upon discovery of any cyber incident, as described in paragraph (d)(2) of this clause, that affects unclassified
controlled technical information resident on or transiting through the Seller’s unclassified information systems . The Seller shall copy
the Buyer’s  procurement agent on all related email notifications.”
Each lower tier subcontractor shall report as much of the following information as can be obtained, to its higher tier subcontractor
immediately upon discovery of any cyber incident, as described in paragraph (d) (2) of this clause, that affects unclassified controlled
technical information resident or transiting through the subcontractor’s unclassified information system. The Boeing 1st tier
subcontractor shall immediately report, as described above, lower tier subcontractor information it receives.

252.208-7000 Intent to Furnish Precious Metals as Government-Furnished Material (DEC 1991).  The term "Offeror" shall
mean Seller. This clause applies only if this contract if an item being purchased contains precious metal. If responding to a solicitation,
Bidder/Offeror shall comply with the requirements of this clause.

252.211-7000 Acquisition Streamlining  (OCT 2010).  This clause applies only if this contract exceeds $1.5 million.

252.215-7000 Pricing Adjustments (DEC 2012).  This clause applies only if this contract exceeds the threshold set forth in FAR
15.403-4.

252.222-7006 Restrictions on the Use of Mandatory Arbitration Agreements (DEC 2010).  This clause applies to all solicitations
and contracts (including task or delivery orders and bilateral modifications adding new work) valued in excess of $1 million, except for
contracts for the acquisition of commercial items, including commercially available off-the-shelf-items. Seller agrees to flow down this
clause to all covered subcontractors. Seller agrees by accepting this contract that it shall not enter into, and shall not take any action to
enforce, any provision of any existing agreements, as describe in paragraph (b)(1) of this clause, with respect to any of Seller's
employees or independent contractors performing work for Seller related to this contract. 

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD Contracts and Native
Hawaiian Small Business Concerns  (SEP 2004).  This clause applies only if this contract exceeds $500,000.

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies when technical data for
noncommercial items or for commercial items developed in any part at Government expense, is to be obtained from Seller or Seller's
subcontractors for delivery to the Government.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer Software Documentation  (FEB
2014).  This clause applies when noncommercial computer software or computer software documentation is to be obtained from Seller
or Seller's subcontractors for delivery to the Government.

BDS Terms and Conditions Guide
Effective: 04/21/2017
Page 3 of 5



252.227-7037 Validation of Restrictive Markings on Technical Data (JUN 2013).   

252.231-7000 Supplemental Cost Principles  (DEC 1991).  

252.239-7018 Supply Chain Risk  (NOV 2013).  This clause applies to all contracts involving the development or delivery of any
information technology, whether acquired as a service or as a supply.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System  (MAY 2014).  This clause applies to
contracts for electronic parts or assemblies containing electronic parts or for contracts for the performance of authentication testing.
The term "Contractor" means "Buyer" in the first sentence. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.247-7023 Transportation of Supplies by Sea-Basic  (APR 2014).  This clause applies if this contract is for supplies that  are of a
type described in paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." If this contract exceeds the
simplified acquisition threshold, paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

252.247-7024 Notification of Transportation of Supplies by Sea  (MAR 2000).  Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercial items that (i) Seller is reselling or distributing to the Government without adding value (generally, Seller does not add value
to items that it contracts for f.o.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.

3. Prime Contract Special Provisions   The following prime contract special provisions apply to this purchase order

Special Provisions  .  
1 - CONFLICT OF INTEREST

The Seller warrants that, to the best of the Seller's knowledge and belief, there are no relevant facts or circumstances which could give
rise to an organizational conflict of interest (OCI) as defined in FAR 9.5, Organizational and Consultant Conflicts of Interest, and that
the Seller has disclosed all such relevant information.

The Seller agrees that if an actual or potential OCI is discovered after award, the Seller shall make a full disclosure in writing to the
Buyer’s Authorized Procurement Representative. This disclosure shall include a description of actions which the Seller has taken or
proposes to take, after consultation with the Buyer’s Authorized Procurement Representative, to avoid, mitigate, or neutralize the
actual or potential conflict.

The Buyer’s Authorized Procurement Representative, may terminate this Contract, in whole or in part, if it deems such termination
necessary only if OCI cannot be mitigated. If the Seller was aware of a potential OCI prior to award, or discovered an actual or
potential conflict after award, and did not disclose or misrepresented relevant information to the Buyer’s Authorized Procurement
Representative, the Buyer may terminate the Contract for default, or pursue such other remedies as may be permitted by law,
regulation (including the FAR and its supplements) or this Contract.

The Seller shall include this provision, including this paragraph, in subcontracts of any tier which involve access to information covered
by this provision.

 

2 - CYBERSECURITY

The Seller shall provide adequate security to safeguard Buyer and Buyer’s customer’s information/data on its information systems from
unauthorized access and disclosure. The Seller shall apply the following basic safeguarding requirements to Buyer and Buyer’s
customer’s information/data:

1. Protecting Buyer and Buyer’s customer information on public computers or websites. It is prohibited to process Buyer
and Customer information/data on public computers (e.g., those available for use by the general public in kiosks, hotel
business centers, etc.) or computers that do not have access control. Buyer and Buyer’s customer’s information/data shall not
be posted on websites that are publicly available or have access limited only by domain/Internet Protocol restriction. Such
information may be posted to web pages that control access by user ID/password, user certificates, or other technical means,
and that provide protection via use of security technologies. Access control may be provided by the intranet (vice the website
itself or the application it hosts).

2. Transmitting electronic information. Transmit email, text messages, blogs, and similar communications using technology
and processes that provide the best level of security and privacy available, given facilities, conditions, and environment.

3. Transmitting voice and fax information. Transmit voice and fax information only when the sender has a reasonable
assurance that access is limited to authorized recipients.
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4. Physical or electronic barriers. Protect information by at least one physical or electronic barrier (e.g., locked container or
room, login and password) when not under direct individual control.

5. Sanitization. At a minimum, clear information/data on media that has been used to process Buyer and Buyer’s customer’s
information/data before external release or disposal. Overwriting is an acceptable means of clearing media in accordance with
National Institute of Standards and Technology 800-88, Guidelines for Media Sanitization, at http://csrc.nist.gov/
publications/drafts/800-88-rev1/sp800_88_r1_draft.pdf 

6. Intrusion protection. Exercise reasonable care against computer intrusions and data compromise including exfiltration by
adopting appropriate measures including the following:

a. Current and regularly updated malware protection services, e.g., anti-virus, anti-spyware.

b. Prompt application of security-relevant software upgrades, e.g., patches, service packs, and hot fixes.

7. Transfer limitations. Transfer Buyer and Buyer’s customer information only to those second-tier subcontractors that both
have a need to know and provide at least the same level of security as specified in this clause.

By executing this agreement, Seller certifies and affirms that the controls and requirements in this clause are in place. The Seller also
certifies and affirms that they will immediately contact Buyer if there are any internal or external violations of their information
systems.
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