
CUSTOMER CONTRACT REQUIREMENTS
Program/Contract Name not Disclosed

CUSTOMER CONTRACT N00164-23-P-J097

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).  

52.204-13 System for Award Management Maintenance. (OCT 2018).  

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021).  In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer."  All
reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).  
Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a  substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a  subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023).  In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a
priority rating is noted in this contract.

52.212-4 Contract Terms and Conditions-Commercial Products and Commercial Services  (DEC
2022).   Only paragraph (u) of this clause applies.

52.212-5 Contract Terms and Conditions Required to Implement Statutes or Executive Orders -
Commercial Products and Commercial Services  (JUN 2023).  The clauses listed in (e) (1) are included
in this contract.

52.219-28 Post-Award Small Business Program Representation (MAR 2023).  In paragraphs (b) and
(c) , delete "...or, if applicable paragraph (h) of this clause..." Delete paragraph (c) and insert the
following paragraph (d) in lieu thereof: "Seller shall represent its size status in accordance with SBA's
size code standards in effect at the time of this representation to Buyer. The size status shall
correspond to the North American Industry Classification System (NAICS) code applicable to Seller's
contract." Delete paragraphs (e) and (h). Delete paragraph (f) and insert the following paragraph (f) in
lieu thereof: "Seller shall make the representation required by paragraphs (b) and (c) of this clause by
submitting an updated Buyer Form F70102 or updating Seller's profile information on line in Buyer's
SPVR system."      

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020).  This clause applies if this
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contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-50 Combating Trafficking in Persons (NOV 2021).  The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a  Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (JUN 2020).   This
clause applies if the contract exceeds the micro-purchase threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013).  

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023).  This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.245-1 Government Property (SEP 2021).  This clause applies if Government property is acquired
or furnished for contract performance.   "Government" shall mean Government throughout except the
first time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer. 

2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).   

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services  (JAN 2023).  In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (JAN 2023).  This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a  Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.  
 
Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.223-7008 Prohibition of Hexavalent Chromium (JAN 2023).  "Contracting Officer" shall mean
Buyer.

252.225-7048 Export-Controlled Items (JUN 2013).  

252.243-7001 Pricing of Contract Modifications (DEC 1991).  

252.245-7001 Tagging, Labeling, and Marking Of Government-Furnished Property (APR 2012).   

252.245-7004 Reporting, Reutilization, and Disposal  Deviation (NOV 2021).  This clause applies if
the contract contains FAR 52.245-1, Government Property. The term “Contracting Officer” shall mean
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“Buyer.” When requested, Seller is required to submit the Plant Clearance Inventory Schedule to
Buyer’s Authorized Procurement Representative.

252.247-7023 Transportation of Supplies by Sea-Basic (JAN 2023).  This clause applies if this
contract is for supplies that  are of a  type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 
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