
CUSTOMER CONTRACT REQUIREMENTS
SDA T1DES

CUSTOMER CONTRACT HQ0850-22-R-0001

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a  Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (JUN 2020).  This clause applies if
the contract exceeds the simplified acquisition threshold, as defined in the Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.203-7 Anti-Kickback Procedures (JUN 2020).  Buyer may withhold from sums owed Seller the
amount of any kickback paid by Seller or its subcontractors at any tier if (a) the Contracting Officer so
directs, or (b) the Contracting Officer has offset the amount of such kickback against money owed
Buyer under the prime contract. This clause, excluding subparagraph (c)(1), applies if this contract
exceeds the threshold specified in FAR 3.502-3(i) on the date of subcontract award.

52.203-13 Contractor Code of Business Ethics and Conduct (NOV 2021).  This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees of
Whistleblower Rights (JUN 2020).  This clause applies if this contract exceeds simplified acquisition
threshold, as defined in FAR 2.101 on the date of subcontract award.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).  

52.204-2 Security Requirements (MAR 2021).  The reference to the Changes clause means the
changes clause of this Contract. This clause applies only if the Contract involves access to classified
material.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (JUN
2020).  Delete all paragraphs and replace with the following: "If Seller meets the executive
compensation reporting requirements of 52.204-10, Seller shall provide the required executive
compensation information by maintaining an active registration in the U.S. government System for
Award Management (SAM)  in accordance with 52.204-7. The required information of 52.204-10 will be
made public."    

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021).  This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021).  In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer."  All
reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.
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52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).  
Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a  substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a  subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (NOV 2021).  This clause applies if the contract exceeds the
threshold specified in FAR 9.405-2(b) on the date of subcontract award. Seller agrees it is not
debarred, suspended, or proposed for debarment by the Federal Government. Seller shall disclose to
Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not
debarred, suspended, or proposed for debarment by the Federal Government.  This clause does not
apply if the contract is for commercially available off-the shelf items.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a
priority rating is noted in this contract.

52.215-2 Audit and Records - Negotiation (JUN 2020).  This clause applies if this contract
exceeds the simplified acquisition threshold, as defined in FAR 2.101 on the date of subcontract
award and (i) is cost-reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable
type or any combination of these types; (ii) for which cost or pricing data is required, or (iii) that require
Seller to furnish reports as discussed in paragraph (e) of this clause. Notwithstanding the above,
Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.215-11 Price Reduction for Defective Certified Cost or Pricing Data -- Modifications (JUN
2020).  This clause applies if there is modification to the contract involving a pricing adjustment
expected to exceed the threshold for submission of certified cost or pricing data in FAR 15.403-4 (a)(1)
on the date of execution of the modification, except the clause does not apply to any modification if an
exception under FAR 15.403-1(b) applies. "Contracting Officer" shall mean "Contracting Officer or
Buyer." In subparagraph (d)(2)(i)(A), delete "to the Contracting Officer." In subparagraph (d)(2)(ii)(B),
"Government" means "Government" or "Buyer." In Paragraph (e), "United States" shall mean "United
States or Buyer."

52.215-13 Subcontractor Certified Cost or Pricing Data -- Modifications (JUN 2020).  This clause
applies  if this contract exceeds the threshold for submission of certified cost or pricing data in FAR
15.403-4(a)(1) on the date of agreement on price or the date of award, whichever is later. The
certificate required by paragraph (c) of the referenced clause shall be modified as follows: delete "to
the Contracting Officer or the Contracting Officer's representative" and substitute in lieu thereof "to
The Boeing Company or The Boeing Company's representative (including data submitted, when
applicable, to an authorized representative of the U.S. Government)."

52.215-14 Integrity of Unit Prices (NOV 2021).  This clause applies except for contracts at or below
the simplified acquisition threshold, as defined in Federal Acquisition Regulation (FAR) 2.101 on the
date of contract award; construction or architect-engineer services under FAR Part 36; utility services
under FAR Part 41; services where supplies are not required; commercial products and commercial
services; and petroleum products. Paragraph (b) of the clause is deleted.

52.219-8 Utilization of Small Business Concerns (OCT 2018).   

52.219-9 Small Business Subcontracting Plan Basic (Nov 2016)   Alternate II (NOV 2016).  This
clause applies only if this contract exceeds $700,000 and Seller is not a  small business concern.  Seller
shall adopt a  subcontracting plan that complies with the requirements of this clause. In addition, Seller
shall submit to Buyer Form X31162,  Small Business Subcontracting Plan Certificate of Compliance. In
accordance with paragraph (d)(10)(v), Seller agrees that it will submit the ISR and/or SSR using eSRS,
and, in accordance with paragraph (d)(10)(vii), Seller agrees to provide the prime contract number, its
own DUNS number, and the email address of Seller's official responsible for acknowledging or rejecting
the ISRs, to its subcontractors with subcontracting plans. As required by (d) (10)(vi), the following
information is provided: (1) the prime contract number is HQ0850-22-R-0001; (2) Buyer's DUNS number
is 078705245; and (3) the email address of Buyer's official responsible for acknowledging receipt of or
rejecting the ISRs is (contact Buyer's Authorized Procurement Agent.)

52.222-21 Prohibition of Segregated Facilities (APR 2015).   
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52.222-26 Equal Opportunity (SEP 2016).   

52.222-35 Equal Opportunity for Veterans. (JUN 2020).  This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations or orders of the Secretary of Labor. 

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020).  This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-37 Employment Reports on Veterans (JUN 2020).  This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (NOV 2021).  The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a  Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (NOV 2021).  This clause applies to all subcontracts
that (1) are for (i) services (except for commercial services that are part of the purchase of a  COTS
item, or an item that would be a  COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a  value of more
than $3,500; and (3) includes work performed in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (JUN 2020).   This
clause applies if the contract exceeds the micro-purchase threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.225-13 Restriction on Certain Foreign Purchases (FEB 2021).  

52.227-1 Authorization and Consent  Alternate I (APR 1984).   

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (JUN 2020).  This
clause applies if the contract is expected to exceed the simplified acquisition threshold, as defined in
Federal Acquisition Regulation (FAR) 2.101 on the date of subcontract award. A copy of each notice
sent to the Government shall be sent to Buyer.

52.227-10 Filing of Patent Applications - Classified Subject Matter (DEC 2007).  

52.227-11 Patent Rights -- Ownership by the Contractor (MAY 2014).  This clause applies only if this
contract is for experimental, developmental, or research work and Seller is a  small business firm or
nonprofit organization. In this clause, "Contractor" means Contractor, references to the Government
are not changed and the subcontractor has all rights and obligations of the Contractor in the clause.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (NOV 2021).  This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services  (JAN 2022).  The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
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the Contract.

52.245-1 Government Property (APR 2012).  This clause applies if Government property is acquired
or furnished for contract performance.   "Government" shall mean Government throughout except the
first time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer. 

2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related
Felonies (DEC 2008).  This clause applies only if this contract exceeds (i) $100,000 if included in
Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to
October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition
Threshold and is not for the purchase of commercial items or commercial components.  Except in
paragraph (a), "this contract" and "the contract" mean the contract between Buyer and Seller. In
subparagraph (d)(2), delete the words "or first-tier subcontractor." In paragraph (e), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government.   In paragraph (f),
"through the Buyer" is inserted after "Contracting Officer." Paragraph (g) is deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP
2013).   

252.203-7003 Agency Office of the Inspector General. (AUG 2019).  This clause applies if FAR
52.203-13 applies. 

252.203-7004 DISPLAY OF HOTLINE POSTER (AUG 2019).  The clause applies if the Contract
exceeds the threshold specified in Defense Federal Acquisition Regulation Supplement 203.1004
(b)(2)(ii) on the date of Contract award, except if the contract  is for the aquisition of a  commercial
item.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (DEC
2019).  This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system.  The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning.  In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a  copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a  variance from the requirements of NIST SP
800-171, to the US Government Contracting Office and that Seller’s request for such variance was
approved by an authorized representative of the DoD CIO.
 

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (MAY 2016).  

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services  (JAN 2021).  In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2020).  This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a  Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.
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Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.
 

252.225-7048 Export-Controlled Items (JUN 2013).  

252.225-7970 Prohibition on Use of Certain Energy Sourced From Inside the Russian
Federation  Deviation (MAY 2020).  This clause applies if the contract is for furnished energy at a
covered military installation, including subcontracts and other contractual instruments for commercial
items.

252.225-7972 Prohibition on the Procurement of Foreign-Made Unmanned Aircraft
Systems.  Deviation (MAY 2020).  

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies
when technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from Seller or Seller's subcontractors for delivery to the
Government.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer
Software Documentation (FEB 2014).  This clause applies when noncommercial computer software or
computer software documentation is to be obtained from Seller or Seller's subcontractors for delivery
to the Government.

252.227-7015 Technical Data -- Commercial Items (FEB 2014).  This clause applies whenever any
technical data related to commercial items is developed in any part at private expense and will be
obtained from Seller or its subcontractors for delivery to the Government.

252.227-7016 Rights in Bid or Proposal Information (JAN 2011).   

252.227-7019 Validation of Asserted Restrictions - Computer Software (SEP 2016).   

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.227-7038 Patent Rights—Ownership By The Contractor (Large Business) (JUN 2012).  This
clause applies only if this contract is for experimental, developmental, or research work and Seller is
not a  small business firm or nonprofit organization. 

252.232-7017 Accelerating Payments to Small Business Subcontractors – Prohibition on Fees and
Consideration (APR 2020).  This clause applies if Seller is a  small business concern.

252.235-7003 Frequency Authorization-Basic (Mar 2014)  Alternate I (MAR 2014).  This clause
applies only if this contract requires the development, production, construction, testing, or operation of
a device that utilizes radio frequency spectrum. Seller shall, without further adjustment to contract
price or fee, provide all necessary support and documentation to obtain radio frequency spectrum
certification and/or authorization. The term "Contracting Officer" shall mean "Buyer."

252.244-7000 Subcontracts for Commercial Items (JAN 2021).   

252.247-7023 Transportation of Supplies by Sea-Basic (FEB 2019).  This clause applies if this
contract is for supplies that  are of a  type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

3. Commercial Items  If goods or services being procured under this contract are commercial products and/or
commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (NOV 2021).  This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees of
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Whistleblower Rights (JUN 2020).  This clause applies if this contract exceeds simplified acquisition
threshold, as defined in FAR 2.101 on the date of subcontract award.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).  

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021).  This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021).  In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer."  All
reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).  
Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a  substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a  subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (NOV 2021).  This clause applies if the contract exceeds the
threshold specified in FAR 9.405-2(b) on the date of subcontract award. Seller agrees it is not
debarred, suspended, or proposed for debarment by the Federal Government. Seller shall disclose to
Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not
debarred, suspended, or proposed for debarment by the Federal Government.  This clause does not
apply if the contract is for commercially available off-the shelf items.

52.219-8 Utilization of Small Business Concerns (OCT 2018).  

52.222-21 Prohibition of Segregated Facilities (APR 2015).  

52.222-26 Equal Opportunity (SEP 2016).  

52.222-35 Equal Opportunity for Veterans. (JUN 2020).  This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations or orders of the Secretary of Labor. 

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020).  This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-37 Employment Reports on Veterans (JUN 2020).  This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (NOV 2021).  The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a  Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
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mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (NOV 2021).  This clause applies to all subcontracts
that (1) are for (i) services (except for commercial services that are part of the purchase of a  COTS
item, or an item that would be a  COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a  value of more
than $3,500; and (3) includes work performed in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (JUN 2020).   This
clause applies if the contract exceeds the micro-purchase threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (NOV 2021).  This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services  (JAN 2022).  The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.245-1 Government Property  Alternate I (APR 2012).  This clause applies only if Government
property is acquired or furnished for contract performance.  The Government-Owned Property article in
GP4 is hereby deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP
2013).   

252.203-7003 Agency Office of the Inspector General. (AUG 2019).  This clause applies if FAR
52.203-13 applies. 

252.204-7000 Disclosure of Information (OCT 2016).  Seller shall submit requests for authorization
to release information through Buyer. Seller shall submit written requests to Buyer a  minimum of 25
days prior to proposed date of release.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (DEC
2019).  This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system.  The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraph (b)(2), the applicable security standard that applies to
this Contract is NIST SP 800-171, Revision 1. In paragraphs (d) and (g), “Contracting Officer” shall
mean “Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime Contractor” retains its
original meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a
request to the Contracting Officer to vary from NIST SP 800-171, Revision 1. Reporting to Buyer in
accordance with (m)(2)(ii) shall be accomplished via abuse@Boeing.com with a  copy to the Buyer's
Authorized Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower
tier subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a  variance from the requirements of NIST SP
800-171, Revision 1 to the US Government Contracting Office and that Seller’s request for such
variance was approved by an authorized representative of the DoD CIO.
 

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (MAY 2016).  

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services  (JAN 2021).  In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2020).  This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a  Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
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processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.
 
Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.
 

252.225-7048 Export-Controlled Items (JUN 2013).  

252.225-7972 Prohibition on the Procurement of Foreign-Made Unmanned Aircraft Systems. (MAY
2020).  

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies
when technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from Seller or Seller's subcontractors for delivery to the
Government.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer
Software Documentation (FEB 2014).  This clause applies when noncommercial computer software or
computer software documentation is to be obtained from Seller or Seller's subcontractors for delivery
to the Government.

252.227-7015 Technical Data -- Commercial Items (FEB 2014).  This clause applies whenever any
technical data related to commercial items is developed in any part at private expense and will be
obtained from Seller or its subcontractors for delivery to the Government.

252.227-7019 Validation of Asserted Restrictions - Computer Software (SEP 2016).   

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.244-7000 Subcontracts for Commercial Items (JAN 2021).   

252.247-7023 Transportation of Supplies by Sea-Basic (FEB 2019).  This clause applies if this
contract is for supplies that  are of a  type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

4. Prime Contract Special Provisions  The following prime contract special provisions apply to this purchase
order

A.    H-1 Associate Contractor Agreement
 

A similar clause will be included in all awards made against SDA RFPs
#HQ085021R0002, RFP #HQ085022R0001, and RFP #HQ085022R0002.
Contractors receiving an award under any of the solicitiations listed will be
required to enter into an Associate Contractor Agreement (ACA) with all of the
awardees from the soliciatations listed (here, T1DES winner will enter ACA with the
Tranche 1 Operations and Integration (O&I) contractor and other Contractors
selected for the Tranche 1 Transport Layer).
“It is recognized that the success of the SDA transport architecture depends in part
upon the open exchange of information between the various Associate Contractors
involved in the Tranche 1 Transport Layer effort. This clause is intended to ensure
appropriate coordination and integration of work by the Associate Contractors to
achieve complete compatibility and to prevent unnecessary duplication of effort. By
executing this contract, the Contractor assumes the responsibilities of an Associate
Contractor. For the purpose of this clause, the term Contractor includes subsidiaries,
affiliates, and organizations under the control of the contractor (e.g.,
subcontractors).

Work under this contract may involve access to proprietary or confidential data from
an Associate Contractor. To the extent that such data is received by the Contractor
from any Associate Contractor for the performance of this contract, the Contractor
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hereby agrees that any proprietary information received shall remain the property of
the Associate Contractor and shall be used solely for the purpose of the SDA Tranche 1
Transport Layer or Demonstration and Experimentation System Layer effort.
 
Information which is received from another contractor in writing or electronically and
which is clearly identified as proprietary or confidential shall be protected in accordance
with this provision. The obligation to retain such information in confidence will be
satisfied if the Contractor receiving such information utilizes the same controls as it
employs to avoid disclosure, publication, or dissemination of its own proprietary
information. The receiving Contractor agrees to hold such information in confidence as
provided herein so long as such information is of a proprietary/confidential or Limited
Rights nature.

The Contractor hereby agrees to closely cooperate as an Associate Contractor with the
other Associate Contractors on this effort. This involves as a minimum:

·         Maintenance of a close liaison and workingrelationship

·         Maintenance of a free and open information network
with all Government-identified Associate Contractors

·         Delineation of detailed interfaceresponsibilities

·         Entering into a written agreement with the other Associate
Contractors setting forth the substance and procedures relating to the
foregoing, and promptly providing the Procuring Contracting Officer
with a copy of same

·         Receipt of proprietary information from the Associate Contractors
and transmittal of Contractor proprietary information to the Associate
Contractors subject to any applicable proprietary information exchange
agreements between Associate Contractors when, in either case, those
actions are necessary for the performance of either”

The Contractor shall furnish copies of all ACAs to the Contracting Officer
immediately upon execution of the agreements. In the event that the Contractor
and the Associate Contractor(s) are unable to reach an agreement, or if the
technical data identified is not provided as scheduled, the Contractor shall
promptly notify the SDA Program Manager and Contracting Officer. The
Government will determine the appropriate corrective action and will issue
guidance to the affected Contractor.
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The Contractor agrees to insert in all subcontracts hereunder which require access
to proprietary information belonging to the Associate Contractors a provision
which shall conform substantially to the language of this clause, including this
paragraph.
 
B.     H-2 Task Order Procedures (IDIQ CLINs)
 
Task Orders will be placed in accordance with the procedures set forth in FAR
16.505 “Ordering” and will be issued on a Firm-Fixed-Price (FFP) basis.
 
NOTE: The Government will place one task order when the Optional CLIN is
exercised. Funding will be obligated against the task order to establish the Not to
Exceed (NTE) amount of the order. Additional funding will be obligated as
required during the performance of the contractual effort.
 
Task Order performance can only be authorized by issuance of a Task Order or
revision thereto by the Contracting Officer. Any changes will be issued in writing,
will set forth any additional obligation incurred by the Government, will be
adequately funded, and shall be signed by the Contracting Officer in advance of
the contractor initiating the change.
 
C.     H-3 Authorized Ordering Officials (IDIQ CLINs)

All SDA contracting officers within warrant restrictions may order from the
IDIQs. SDA Agents, fulfilling SDA requirements, may order from any IDIQ CLIN
with written delegation from the Contracting Officer.
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