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CUSTOMER CONTRACT REQUIREMENTS
QTOOL Data Analysis Framework Support
CUSTOMER CONTRACT H98230-13-C-0036

CUSTOMER CONTRACT REQUIREMENTS
The following customer contract requirements apply to this contract to the extent indicated below.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (SEP 2006). This clause applies
only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract
issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after
October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended after
October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (OCT 2010). Buyer may withhold from sums owed Seller the
amount of any kickback paid by Seller or its subcontractors at any tier if (a) the Contracting Officer so
directs, or (b) the Contracting Officer has offset the amount of such kickback against money owed
Buyer under the prime contract. This clause applies only if this contract exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (JAN
1997). This clause applies to this contract if the Seller, its employees, officers, directors or agents
participated personally and substantially in any part of the preparation of a proposal for this contract.
The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to violations of the Act
(as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (JAN 1997). This clause applies
only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract
issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after
October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended after
October 1, 2010 to increase the Simplified Acquisition Threshold.If the Government reduces Buyer's
price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from
sums owed Seller the amount of the reduction.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010). This
clause applies only if this contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows:
"(g)(2) Seller will promptly submit any disclosure required (with written notice to Boeing) directly to the
PCO for the prime contract. Boeing will identify the cognizant Government PCO at Seller's request. Each
subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010). This clause applies only if
this contract is in excess of $5,000,000 and has a period of performance of more than 120 days.

52.203-14 Display of Hotline Poster(s) (DEC 2007). This clause applies only if this contract is in
excess of $5,000,000 and is not for a commercial item or performed entirely outside the United States.
For the purposes of this clause, the United States is defined as the 50 states, the District of Columbia,
and outlying areas.

52.204-2 Security Requirements (AUG 1996). Changes clause means the changes clause of this
contract. This clause applies only if access to classified material is required.

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011). This clause applies
only if performance under this contract requires Seller to have routine physical access to a Federally-
controlled facility and/or routine access to a Federally-controlled information system.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (DEC 2010). Seller agrees it is not debarred, suspended, or
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proposed for debarment by the Federal Government. Seller shall disclose to Buyer, in writing, whether
as of the time of award of this contract, Seller or its principals is or is not debarred, suspended, or
proposed for debarment by the Federal Government.

52.211-15 Defense Priority and Allocation Requirements (APR 2008). This clause is applicable if a
priority rating is noted in this contract.

52.215-13 Subcontractor Certified Cost or Pricing Data -- Modifications Deviation (AUG

2018). This clause applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is
not otherwise exempt. The certificate required by paragraph (b) of the referenced clause shall be
modified as follows: delete "to the Contracting Officer or the Contracting Officer's representative" and
substitute in lieu thereof "to The Boeing Company or The Boeing Company's representative (including
data submitted, when applicable, to an authorized representative of the U.S. Government)."

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified
Cost and Pricing Data - Modifications (OCT 2010). This clause applies only if this contract exceeds
the threshold set forth in FAR 15.403-4. The term "Contracting Officer" shall mean Buyer.

52.219-8 Utilization of Small Business Concerns (MAY 2004).

52.222-21 Prohibition of Segregated Facilities (FEB 1999).

52.222-26 Equal Opportunity (MAR 2007).

52.222-35 Equal Opportunity for Veterans. (SEP 2010). This clause applies only if this contract is
$100,000 or more.

52.222-36 Affirmative Action For Workers With Disabilities (OCT 2010). This clause applies only if
this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (SEP 2010). This clause applies if this contract is
$100,000 or more.

52.222-50 Combating Trafficking in Persons (FEB 2009). In paragraph (d), the term “Contracting
Officer” means Buyer, and in paragraph (e), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).

This clause applies to all subcontracts that (1) are for (i) commercial or noncommercial services (except
for commercial services that are part of the purchase of a COTS item, or an item that would be a COTS
item, but for minor modifications performed by the COTS provider and are normally provided for that
COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work performed
in the United States.

52.223-14 Toxic Chemical Release Reporting (AUG 2003). This clause applies only if this contract is
not for commercial items as defined in FAR Part 2, was competitively awarded, and exceeds $100,000
(including all options).

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).
52.224-1 Privacy Act Notification (APR 1984).

52.224-2 Privacy Act (APR 1984). This clause applies only if Seller is required to design, develop, or
operate a system of records contemplated by this clause.

52.225-13 Restrictions on Certain Foreign Purchases (MAR 2005).
52.227-1 Authorization and Consent (DEC 2007).

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007). A copy
of each notice sent to the Government will be sent to Buyer.

52.228-5 Insurance - Work on a Government Installation (JAN 1997). Seller shall provide and
maintain insurance as set forth in this contract.
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52.230-6 Administration of Cost Accounting Standards (JUN 2010). Add "Buyer and the" before
"CFAQ" in paragraph (m). This clause applies if clause H0O01, H0O02, HO04 or HOQ7 is included in this
contract.

52.237-2 Protection of Government Buildings, Equipment, and Vegetation (APR 1984). This clause
applies only if work will be performed on a Government installation. "Contracting Officer" shall mean
Buyer.

52.253-1 Computer Generated Forms (JAN 1991).

2. DoD FAR Supplement Clauses DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related
Felonies (DEC 2008).

This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or
customer contract issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP
issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but
was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is not for the
purchase of commercial items or commercial components. Except in paragraph (a), "this contract" and
"the contract" mean the contract between Buyer and Seller. In subparagraph (d)(2), delete the words
"or first-tier subcontractor." In paragraph (e), the remedies described in subparagraphs (2) and (3) are
available to Buyer, not the Government. In paragraph (f), "through the Buyer" is inserted after
"Contracting Officer." Paragraph (g) is deleted.

252.203-7004 DISPLAY OF FRAUD HOTLINE POSTER(S) (SEP 2011). Applies to contracts >$5M
except for (1) commercial items and (2) work performed entirely outside the United States.

252.204-7000 Disclosure of Information (DEC 1991). Seller will submit requests for authorization to
release through Buyer. Seller shall submit written requests to Buyer a minimum of 60 days prior to
proposed date of release.

252.204-7008 Requirements for Contracts Involving Export-Controlled Items. (APR 2010).

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (DEC
2019). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraph (b)(2), the applicable security standard that applies to
this Contract is NIST SP 800-171, Revision 1. In paragraphs (d) and (g), “Contracting Officer” shall
mean “Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its
original meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a
request to the Contracting Officer to vary from NIST SP 800-171, Revision 1. Reporting to Buyer in
accordance with (m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's
Authorized Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower
tier subcontractor information it receives.

Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a variance from the requirements of NIST SP
800-171, Revision 1 to the US Government Contracting Office and that Seller’s request for such
variance was approved by an authorized representative of the DoD CIO.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (NOV 2020). This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.

Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.
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252.223-7006 Prohibition on Storage and Disposal of Toxic and Hazardous Materials (APR 1993).

252.225-7003 Report of Intended Performance Outside the United States and Canada,
Submission with Offer (JUN 2005).

252.225-7004 Reporting Of Contract Performance Outside The United States And Canada -
Submission After Award (OCT 2010). "Contracting Officer" means "Buyer." Paragraph (c)(5) is
deleted. In (d)(2) "from the Contracting Officer or" is deleted.

252.225-7012 Preference for Certain Domestic Commodities (JUN 2010).

252.225-7043 Antiterrorism/Force Protection Policy for Defense Contractors Outside the United
States (MAR 2006). This clause applies only if this contract requires Seller to perform or travel outside
the United States and Seller is not (i) a foreign government, (ii) a representative of a foreign
government, or (iii) a foreign corporation wholly owned by a foreign government..

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD
Contracts and Native Hawaiian Small Business Concerns (SEP 2004). This clause applies only if this
contract exceeds $500,000.

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2012).

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer
Software Documentation (FEB 2012). This clause applies only if the delivery of honcommercial
computer software or noncommercial computer documentation may be originated, developed or
delivered under this contract.

252.227-7016 Rights in Bid or Proposal Information (JAN 2011).

252.227-7019 Validation of Asserted Restrictions - Computer Software (SEP 2011).
252.227-7030 Technical Data -- Withholding of Payment (MAR 2000). In this clause, "Government"
and "Contracting Officer" shall mean Buyer. This clause applies only if the delivery of technical data is

required under this contract.

252.243-7001 Pricing of Contract Modifications (DEC 1991).



