
CUSTOMER CONTRACT REQUIREMENTS
SPS-COMPLIANT EO/IR PAYLOAD

CUSTOMER CONTRACT H9222-11-R-0002

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below. If this contract is for the procurement of
commercial items under a Government prime contract, as defined in FAR Part 2.101, see Section 3 below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (SEP 2006).  
This clause applies only if this contract exceeds $100,000.

52.203-7 Anti-Kickback Procedures (OCT 2010).  Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause applies only if this contract exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (JAN 1997).  This clause applies to
this contract if the Seller, its employees, officers, directors or agents participated personally and substantially in any part of the
preparation of a proposal for this contract. The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to
violations of the Act (as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (JAN 1997).  This clause applies only if this contract exceeds
$100,000. If the Government reduces Buyer's price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer
may withhold from sums owed Seller the amount of the reduction.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions (SEP 2005).  The
clause applies only if the contract exceeds $100,000.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010).  This clause applies only if this contract is in excess of
$5,000,000 and has a period of performance of more than 120 days.

52.203-14 Display of Hotline Poster(s) (DEC 2007).  This clause applies only if this contract is in excess of $5,000,000 and is not for
a commercial item or performed entirely outside the United States.  For the purposes of this clause, the United States is defined as the
50 states, the District of Columbia, and outlying areas.

52.204-2 Security Requirements (AUG 1996).  Changes clause means the changes clause of this contract. This clause applies only if
access to classified material is required.

52.204-9 Personal Identity Verification of Contractor Personnel. (SEP 2007).  This clause applies only if performance
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under this contract requires Seller to have routine physical access to a Federally-controlled facility and/or
routine access to a Federally-controlled information system.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (JUL 2010).  If this contract is in excess of
$25,000, and in the previous tax year, Seller had gross income of $300,000 or more, Seller shall promptly upon receipt of the
contract, provide Buyer's Authorized Procurement Representative the information described in paragraph (c) (1)
subparagraphs (i), (vii), and (viii), and the information described in paragraph (c) (3). Buyer advises Seller that the
information will be made available to the public as required by paragraph (b).

52.211-5 Material Requirements (AUG 2000).  Any notice will be given to Buyer rather than the Contracting Officer.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a priority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract exceeds $100,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause.

52.215-11 Price Reduction for Defective Certified Cost or Pricing Data -- Modifications (OCT 2010).  This clause applies only if
this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. "Contracting Officer" shall mean
"Contracting Officer or Buyer." In subparagraph (d)(2)(i)(A), delete "to the Contracting Officer." In subparagraph (d)(2)(ii)(B),
"Government" means "Government" or "Buyer." In Paragraph (e), "United States" shall mean "United States or Buyer."

52.215-13 Subcontractor Certified Cost or Pricing Data -- Modifications (OCT 2010).  This clause applies only if this contract
exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate required by paragraph (c) of the referenced
clause shall be modified as follows: delete "to the Contracting Officer or the Contracting Officer's representative" and substitute in lieu
thereof "to The Boeing Company or The Boeing Company's representative (including data submitted, when applicable, to an
authorized representative of the U.S. Government)."

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010).  This Clause applies to this contract if it meets the
requirements of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than Pensions (JUL 2005).  This
Clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997).  This Clause applies to this contract if it meets the requirements of
FAR 15.408(k).

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified Cost and Pricing Data -
Modifications (OCT 2010).  This clause applies only if this contract exceeds the threshold set forth in FAR 15.403-4. The term
"Contracting Officer" shall mean Buyer.

52.215-23 Limitations on Pass-Through Charges. (OCT 2009).  This clause applies to all cost-reimbursement subcontracts that
exceed $100,000.  If the contract is with DoD, then this clause applies to all cost-reimbursement subcontracts and fixed-price
subcontracts, except those identified in 15.408(n)(2)(i)(B)(2), that exceed the threshold for obtaining cost or pricing data in accordance
with FAR 15.403-4.  In paragraph (c), "Contracting Officer" shall mean Buyer.

52.219-8 Utilization of Small Business Concerns (MAY 2004).  
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52.219-9 Small-Business Subcontracting Plan (OCT 2010).  
This clause applies only if this contract exceeds $650,000 and Seller is not a small business concern.  Seller shall
adopt a subcontracting plan that complies with the requirements of this clause. In addition, Seller shall submit to Buyer
Form X31162, Small and Small Disadvantaged Business and Women-Owned Small Business Subcontracting Plan
Certificate of Compliance. In accordance with paragraph (d)(10)(iv), Seller agrees that it will submit the ISR and/or SSR
using eSRS, and, in accordance with paragraph (d)(10)(vi), Seller agrees to provide the prime contract number, its own
DUNS number, and the email address of the Government or Contractor official responsible for acknowledging or
rejecting the reports, to its subcontractors with subcontracting plans.

52.222-1 Notice to the Government of Labor Disputes (FEB 1997).  Contracting Officer shall mean Buyer.

52.222-20 Walsh-Healey Public Contracts Act (OCT 2010).  This clause applies only if this contract exceeds $15,000.

52.222-21 Prohibition of Segregated Facilities (FEB 1999).  

52.222-26 Equal Opportunity (MAR 2007).  

52.222-35 Equal Opportunity for Veterans. (SEP 2010).  This clause applies only if this contract is $100,000 or more.

52.222-36 Affirmative Action For Workers With Disabilities (OCT 2010).  This clause applies only if this contract exceeds
$15,000.

52.222-37 Employment Reports on Veterans (SEP 2010).  This clause applies if this contract is $100,000 or more.

52.222-41 Service Contract Act of 1965 (NOV 2007).  This clause applies only if this contract is subject to the Act.

52.222-50 Combating Trafficking in Persons (FEB 2009).  In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (e), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).  

This clause applies to all subcontracts that (1) are for (i) commercial or noncommercial services (except for commercial services that are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
performed in the United States.

52.222-99 Notification of Employee Rights Under the National Labor Relations Act.  Deviation (JUN 2010).  This clause applies
to contracts that exceed $10,000 that will be performed wholly or partially in the United States, unless exempted by the rules,
regulations, or orders of the Secretary of Labor issued pursuant to section 3 of Executive Order 13496 of January 30, 2009.

52.223-11 Ozone Depleting Substances (MAY 2001).     

52.223-13 Certification of Toxic Chemical Release Reporting (AUG 2003).  Except for commercial items as defined in FAR Part
2, this clause applies to competitive procurements expected to exceed $100,000 (including all options). If Seller is not subject to the
Form R filing and reporting requirements, Seller shall inform Buyer which exemption or exemptions in subparagraph (b)(2) of this
clause apply.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (SEP 2010).  
This clause applies if this contract exceeds $150,000.

52.225-8 Duty-Free Entry (OCT 2010).  This clause applies only if this contract identifies supplies to be afforded duty-free entry or
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if foreign supplies in excess of $10,000 may be imported into the customs territory of the United States. For the purposes of this
clause, the blanks in paragraph (g)(3) are completed as follows: UNITED STATES GOVERNMENT, DEPARTMENT OF
DEFENSE, Duty-free entry is claimed pursuant Section XXII, Chapter 98, Subchapter VIII, Item No. 9808.00.30 of the Harmonized
Tariff Schedule of the United States. Upon arrival of shipment at port of entry, the importer or authorized agent will notify
Commander, Defense Contract Management Area Operations (DCMAO, New York, 201 Varick Street, New York, New York, 10014-
4811, Attention DCRN-NCT) for execution of Customs Forms 7501, 7501-A, or 7506 and required duty free entry certificates.

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

52.227-1 Authorization and Consent (DEC 2007).  

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007).  A copy of each notice sent to the
Government will be sent to Buyer.

52.227-11 Patent Rights -- Ownership by the Contractor (DEC 2007).  This clause applies only if this contract is for experimental,
developmental, or research work and Seller is a small business firm or nonprofit organization.

52.228-3 Workers' Compensation Insurance (Defense Base Act) (APR 1984).  

52.228-5 Insurance - Work on a Government Installation (JAN 1997).  Seller shall provide and maintain insurance as set forth in
this contract.

52.230-2 Cost Accounting Standards (OCT 2010).  (1) (Applicable if this contract incorporates clause H001) The version of FAR
52.230-2, Cost Accounting Standards, incorporated by clause H001 is the version dated October 2010.

(2) (Applicable if this contract incorporates clause H002) The version of FAR 52.230-3, Disclosure and Consistency of Cost
Accounting Practices, incorporated by H002 is the version dated October 2008.

(3) (Applicable if this contract incorporates clause H004) The version of FAR 52.230-5, Cost Accounting Standards - Educational
Institution, is the version dated October 2010.

(4) (Applicable if this contract incorporates clause H007) The version of FAR 52.230-4, Disclosure and Consistency of Cost
Accounting Practices-Foreign Concerns, is the version dated June 2010.

52.230-6 Administration of Cost Accounting Standards (JUN 2010).  Add "Buyer and the" before "CFAO" in paragraph (m). This
provision applies if clause H001, H002, H004 or H007 is included in this contract.

52.244-6 Subcontracts for Commercial Items (OCT 2010).  

52.245-1 Government Property (AUG 2010).  

This clause applies only if Government property is acquired or furnished for contract performance. 
 "Government" shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government" shall mean the Government or the Buyer.  Paragraph (h)(1) is deleted and replaced by the
following: “Seller assumes the risk of, and shall be responsible for, any loss, damage, destruction, or theft of
Government property upon its delivery to Seller as Government-furnished property. However, Seller is not
responsible for reasonable wear and tear to Government Property or for Government property properly
consumed in performing this contract.” If the contract incorporates Boeing General Provision GP4, the
Government-Owned Property article in GP4 is hereby deleted.

52.247-63 Preference for U.S .-Flag Air Carriers (JAN 1997).  This clause applies only if this contract involves international air
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transportation.

52.248-1 Value Engineering (OCT 2010).  The term "Contracting Officer" means Buyer. This clause applies only if this contract is
for $150,000 or more. If Value Engineering Change Proposal is accepted by the Government, Seller's share will be 50% of the instant,
concurrent and future contract net acquisition savings and collateral savings that Buyer receives from the Government. Seller's
negotiated share of the net acquisition savings and collateral savings shall not reduce the Government's share of concurrent or future
savings or collateral savings. Buyer's payments to Seller under this clause are conditioned upon Buyer's receipt of authorization for
such payments from the Government.

2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.204-7008 Requirements for Contracts Involving Export-Controlled Items. (APR 2010).  

252.211-7000 Acquisition Streamlining (OCT 2010).  This clause applies only if this contract exceeds $1.5 million.

252.215-7000 Pricing Adjustments (DEC 1991).  This clause applies only if this contract exceeds the threshold set forth in FAR
15.403-4.

252.219-7003 Small Business Subcontracting Plan (DoD Contracts) (OCT 2010).  Except paragraph (g) which is hereby deleted.

252.223-7001 Hazard Warning Labels (DEC 1991).  This clause applies only if Seller delivers hazardous material under this contract.

252.225-7001 Buy American Act and Balance of Payments Program (JAN 2009).  

252.225-7002 Qualifying Country Sources as Subcontractors (APR 2003).  

252.225-7003 Report of Intended Performance Outside the United States and Canada-Submission with Offer (DEC 2006).  
When responding to a solicitation, Seller/Bidder shall comply with the requirements of this clause.

 

252.225-7004 Reporting Of Contract Performance Outside The United States And Canada - Submission After Award (MAY
2007).  The term "Contractor" in paragraph (b) and the term "Contracting Officer" in paragraphs (c) and (d) means "Buyer." This clause
applies only if this contract exceeds $550,000.

252.225-7006 QUARTERLY REPORTING OF ACTUAL CONTRACT PERFORMANCE OUTSIDE THE UNITED STATES
(MAY 2007).  This clause applies only if this contract exceeds $550,000 and is not for commercial items, construction, ores, natural
gases, utilities, petroleum products and crudes, timber (logs), or subsistence.

252.225-7007 Prohibition on Acquisition of United States Munitions List Items from Communist Chinese Military
Companies (SEP 2006).  

252.225-7009 Restriction on Acquisition of Certain Articles Containing Specialty Metals (JUL 2009).  

252.225-7012 Preference for Certain Domestic Commodities (JUN 2010).  

252.225-7013 Duty Free Entry (DEC 2009).  This clause applies if Seller is located in a qualifying country (as defined in DFARS Part
225.8) or if Seller is located in any other country and the estimated U.S. duty for the deliverable items will exceed $200 per unit. Seller
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shall include the prime contract number on all shipping documents submitted to Customs for supplies for which duty-free entry is
claimed pursuant to this clause.  See Section 5 for the information required by paragraph (j)(3) of this clause.

252.225-7016 Restriction on Acquisition of Ball and Roller Bearings (MAR 2006).  This clause does not apply to the purchase of
commercial items other than ball or roller bearings or to items which contain no ball or roller bearings.

252.225-7021 Trade Agreements (NOV 2009).  

The Buy American Act restriction of this clause applies to the end items of the prime contract. If the items that you supply under this
purchase contract are (1) components that are incorporated into such higher tier end items to be delivered under the prime contract, or
(2) spare or replacement parts that must be acquired from the original foreign manufacturer or supplier, then your source of supply is
not affected by this clause. However, in both cases you must report to the Buyer using a DD Form 2139 any foreign sources of supply
for items that you deliver under this contract. If the items that you supply under this contract do not fall within one of those two
categories (for example, if you are furnishing lab, test, or support equipment), and if they are not "domestic end products" as defined
by this clause, then your source of supply may be affected by this clause. Report the facts to the Buyer using the DD Form 2139 and
seek further guidance.

252.225-7040 Contractor Personnel Authorized to Accompany U.S . Armed Forces Deployed Outside the United States (JUL
2009).  

This clause, including this paragraph (q), applies only if, in performance of this contract, employees of Seller are authorized
to accompany U.S. Armed Forces deployed outside the United States in (1) contingency operations; (2) humanitarian or
peacekeeping operations; or (3) other military operations or military exercises, when designated by the Combatant
Commander.

252.225-7043 Antiterrorism/Force Protection Policy for Defense Contractors Outside the United States (MAR 2006).  This
clause applies only if this contract requires Seller to perform or travel outside the United States and Seller is not (i) a foreign
government, (ii) a representative of a foreign government, or (iii) a foreign corporation wholly owned by a foreign government..

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD Contracts and Native
Hawaiian Small Business Concerns (SEP 2004).  This clause applies only if this contract exceeds $500,000.

252.227-7013 Rights In Technical Data -- Noncommercial Items (NOV 1995).  This clause applies only if the delivery of data is
required for noncommercial items under this contract.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer Software Documentation (JUN
1995).  This clause applies only if the delivery of noncommercial computer software or noncommercial computer documentation may
be originated, developed or delivered under this contract.

252.227-7015 Technical Data -- Commercial Items (NOV 1995).  This clause applies only if the delivery of data is required for
commercial items under this contract.

252.227-7016 Rights in Bid or Proposal Information (JUN 1995).  

252.227-7017 Identification and Assertion of Use, Release, or Disclosure Restrictions (JUN 1995).  

252.227-7019 Validation of Asserted Restrictions - Computer Software (JUN 1995).  This clause applies only if computer
software may be originated, developed, or delivered under this contract.

252.227-7027 Deferred Ordering of Technical Data or Computer Software (APR 1988).  This clause applies only if technical data
or computer software may be generated as part of the performance of this contract.
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252.227-7030 Technical Data -- Withholding of Payment (MAR 2000).  In this clause, "Government" and "Contracting Officer"
shall mean Buyer. This clause applies only if the delivery of technical data is required under this contract.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 1999).  This clause applies only if the delivery of data is
required by this contract.

252.228-7001 Ground and Flight Risk (JUN 2010).  

252.231-7000 Supplemental Cost Principles (DEC 1991).  

252.235-7003 Frequency Authorization (DEC 1991).  This clause applies only if this contract requires the development, production,
construction, testing, or operation of a device for which a radio frequency authorization is required.

252.236-7013 Requirement for Competition Opportunity for American Steel Producers, Fabricators, and Manufacturers
(JAN 2009).  This clause applies if this contract involves the acquisition of steel as a construction material.

252.239-7016 Telecommunications Security Equipment, Devices, Techniques, and Services (DEC 1991).  This clause applies
only if this contract requires securing telecommunications.

252.244-7000 Subcontracts for Commercial Items and Commercial Components (DoD Contracts) (AUG 2009).  

252.246-7003 Notification of Potential Safety Issues (JAN 2007).  

This clause applies only if this subcontract is for (i) parts identified as critical safety items; (ii) systems and
subsystems, assemblies and subassemblies integral to a system; or (iii) repair, maintenance, logistics
support, or overhaul services for systems and subsystems, assemblies, subassemblies and parts integral
to a system. The notification required by paragraph (c) of this clause will be provided to Buyer and to
the administrative contracting officer (ACO) and the procuring contracting officer (PCO) if Seller is
aware of the ACO and PCO for the prime contract.

252.247-7023 Transportation of Supplies by Sea (MAY 2002).  This clause applies only if the supplies are of a type described in
paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." In paragraph (g) "Government" means Buyer. If
this contract is at or below $100,000, paragraphs (f) and (g) are excluded.

252.247-7024 Notification of Transportation of Supplies by Sea (MAR 2000).  Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercial items that (i) Seller is reselling or distributing to the Government without adding value (generally, Seller does not add value
to items that it contracts for f.o.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.

3. Commercial Items  If goods or services being procured under this contract are commercial items and Clause H203 is set forth in the purchase
order, the foregoing Government clauses in Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010).  This clause applies only if this contract is in excess of
$5,000,000 and has a period of performance of more than 120 days.

52.219-8 Utilization of Small Business Concerns (DEC 2010).  

52.222-26 Equal Opportunity (MAR 2007).  
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52.222-35 Equal Opportunity for Veterans. (SEP 2010).  This clause applies only if this contract is $100,000 or more.

52.222-36 Affirmative Action For Workers With Disabilities (OCT 2010).  This clause applies only if this contract exceeds
$15,000.

52.222-41 Service Contract Act of 1965 (NOV 2007).  This clause applies only if this contract is subject to the Act.

52.222-50 Combating Trafficking in Persons (FEB 2009).  In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (e), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).  

This clause applies to all subcontracts that (1) are for (i) commercial or noncommercial services (except for commercial services that are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
performed in the United States.

252.225-7001 Buy American Act and Balance of Payments Program (JAN 2009).  

252.225-7009 Restriction on Acquisition of Certain Articles Containing Specialty Metals (JUL 2009).  

252.225-7012 Preference for Certain Domestic Commodities (JUN 2010).  

252.247-7023 Transportation of Supplies by Sea (MAY 2002).  This clause applies only if the supplies are of a type described in
paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." In paragraph (g) "Government" means Buyer. If
this contract is at or below $100,000, paragraphs (f) and (g) are excluded.

4. Cost Accounting Standards  

52.230-2 Cost Accounting Standards (OCT 2010).  (1) (Applicable if this contract incorporates clause H001) The version of FAR
52.230-2, Cost Accounting Standards, incorporated by clause H001 is the version dated October 2010.

(2) (Applicable if this contract incorporates clause H002) The version of FAR 52.230-3, Disclosure and Consistency of Cost
Accounting Practices, incorporated by H002 is the version dated October 2008.

(3) (Applicable if this contract incorporates clause H004) The version of FAR 52.230-5, Cost Accounting Standards - Educational
Institution, is the version dated October 2010.

(4) (Applicable if this contract incorporates clause H007) The version of FAR 52.230-4, Disclosure and Consistency of Cost
Accounting Practices-Foreign Concerns, is the version dated June 2010.

52.230-3 Disclosure and Consistency of Cost Accounting Practices (APR 1998).  (2)  (Applicable if this contract incorporates
clause H002). The version of FAR 52.230-3, Disclosure and Consistency of Cost Accounting Practices, incorporated by clause H002 is
the version dated April 1998.

5. Prime Contract Special Provisions  The following prime contract special provisions apply to this purchase order

TBD NOTIFICATION OF DEBARMENT/SUSPENSION AND EXPORT DATA CONTROL (AUG 2009).  Seller shall provide
immediate notice to Buyer in the event of being debarred suspended, or proposed for debarment by any Federal Agency during the
performance of this contract.
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(1) For the purpose of this clause,

(A) Foreign person is any person who is not a citizen of the or lawfully admitted to the for permanent residence under the
Immigration and Nationality Act, and includes foreign corporations, foreign organizations, and foreign governments;

(B)  Foreign representative is anyone, regardless of nationality or citizenship, acting as an agent,
representative, official, or employee of a foreign government, a foreign-owned or influenced firm,
corporation, or person; and

(C) Foreign sources are those sources (vendors, subcontractors, and suppliers) owned and controlled
by a foreign person.

(2)  Seller shall place a clause in subcontracts containing appropriate export control restrictions, set forth in
this clause.

(3)  Nothing in this clause waives any requirement imposed by any other U.S. Government agency with
respect to employment of foreign nationals or export-controlled data and information.

(4)  Equipment and technical data generated or delivered in the performance of this contract are controlled by the International Traffic in
Arms Regulation (ITAR), 22 CFR Sections 121 through 128.  An export license is required before assigning any foreign source to
perform work under this contract or before granting access to foreign persons to any equipment and technical data generated or
delivered during performance (see 22 CFR Section 125).  Seller shall notify Buyer and obtain the written approval of Buyer prior to
assigning or granting access to any work, equipment, or technical data generated or delivered in the performance of this contract to
foreign persons or their representatives.  This notification shall include the name and country of origin of the foreign person or
representative, the specific work, equipment, or data to which the person will have access, and whether the foreign person is cleared to
have access to technical data (DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM)).

5652.204-9003 Disclosure of Unclassified Information ( 2007).  5652.204-9003 Disclosure of Unclassified Information (2007)

a. On September 21, 2001, the Department of Defense designated Headquarters US Special Operations Command (USSOCOM) a
sensitive unit, as defined by Title 10 United States Code (USC) Section 130b (10 USC 130b). In keeping with this designation,
unclassified information related to USSOCOM military technology acquisitions managed by USSOCOM or any of its component
commands, will be designated Controlled Unclassified Information (CUI).
As such, the Seller hereby unequivocally agrees that it shall not release to anyone outside the Seller’s organization any unclassified
information, regardless of medium (e.g., film, tape, document, Seller’s external website, newspaper, magazine, journal, corporate annual
report, etc.), pertaining to any part of this contract or any program related to this contract, unless the Buyer has given prior written
approval.
Furthermore, any release of information which associates USSOCOM, Special Operation Forces (SOF), or any component command
with an acquisition program, Seller, or this contract is prohibited unless specifically authorized by Buyer.

b. Request for approval shall identify the specific information to be released, the medium to be used, and the purpose for the release.
The Seller shall submit the request to the  Buyer at least 45 days before the proposed date for release for approval. No release of any
restricted information shall be made without specific written authorization by the Buyer.

c. The Seller shall include a similar requirement in each subcontract under this contract. Seller shall submit request for authorization to
release through the Buyer to the Contracting Officer.

d. The Seller further understands that Title 18 USC Section 701 specifically prohibits the use of the USSOCOM emblem or logo in any
medium (e.g., corporate website, marketing brochure, news paper, magazine, etc.) unless authorized in writing by USSOCOM. Forward
any request to use the USSOCOM emblem or logo through the Buyer for approval of the Contracting Officer.

   (End of clause)
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5652.239-9000 Privacy or Security Safeguards. ( 2000).  (a) The details of any privacy or security safeguards that may be revealed
to the contractor Seller by the Buyer/Government in the course of performance under this contract shall not be published or disclosed in
any manner without the Buyer’s Contracting Officer's express written consent.

(b) The Government Buyer and Buyer’s Customer shall be afforded full, free, and uninhibited access to all facilities, installations,
technical capabilities, operations, documentation, records, and data bases for the purpose of carrying out a program of inspection to
ensure continued efficacy and efficiency of safeguards against threats and hazards to data security, integrity, and confidentiality.

(c) If either the Government Buyer or Buyer’s customer or the contractor Seller discovers new or unanticipated threats or hazards, or if
existing safeguards have ceased to function, then a mutual agreement shall then be reached on the changes or corrections to existing
safeguards or institution of new safeguards, with final determination of appropriateness to be determined by the  Buyer/Government.
The Buyer/Government's liability is limited to an equitable adjustment of cost for such changes or corrections, unless the
ineffectiveness of existing safeguards is due to the fault of the contractor Seller in which case the Buyer/Government is not liable for any
equitable adjustment.

(d) The Buyer/Government shall not be liable for claims of loss of business, damage to reputation, or damages of any other kind arising
from the discovery of new or unanticipated threats or hazards, or any public or private disclosure thereof.

(e) The contractor  Seller agrees to incorporate this clause in all subcontracts at all tiers.

(End of clause)

DEVIATION 2007-O0010 CONTRACTOR PERSONNEL IN UNITED STATES CENTRAL COMMAND AREA OF
RESPONSIBILITY (OCT 2007).  
DEVIATION 2007-O0010 – CONTRACTOR PERSONNEL IN UNITED STATES CENTRAL COMMAND AREA OF
RESPONSIBILITY (OCT 2007)

(a)     Definitions. As used in this clause—

“Chief of mission” means the principal officer in charge of a diplomatic mission of the United States or of a United States office abroad which is designated
by the Secretary of State as diplomatic in nature, including any individual assigned under section 502(c) of the Foreign Service Act of 1980
(Public Law 96-465) to be temporarily in charge of such a mission or office.

“Combatant commander” means the commander of a unified or specified combatant command established in accordance with 10 U.S.C. 161.

(b)     General.

(1)      This clause applies when contractor personnel are required to perform in the United States Central Command
(USCENTCOM) Area of Responsibility (AOR), and are not covered by the clause at DFARS 252.225-7040, Contractor
Personnel Authorized to Accompany U.S. Armed Forces Deployed Outside the United States.

(2)      Contract performance may require work in dangerous or austere conditions. Except as otherwise provided in the contract, the Contractor accepts the risks
associated with required contract performance in such operations.

(3) Contractor personnel are civilians.

(i)                        Except as provided in paragraph (b)(3)(ii) of this clause, and in accordance with paragraph (i)(3) of this clause, contractor
personnel are only authorized to use deadly force in self defense.

(ii)                      Contractor personnel performing security functions are also authorized to use deadly force when use of such force reasonably appears
necessary to execute their security mission to protect assets/persons, consistent with the terms and conditions contained
in the contract or with their job description and terms of employment.
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(4) Service performed by contractor personnel subject to this clause is not active duty or service under 38 U.S.C. 106 note.

(c)                    Support. Unless specified elsewhere in the contract, the Contractor is responsible for all logistical and security support required for contractor personnel engaged in
this contract.

(d)                  Compliance with laws and regulations. The Contractor shall comply with, and shall ensure that its personnel in the USCENTCOM AOR are familiar with and
comply with, all applicable—

(1)      United States, host country, and third country national laws;
(2)      Treaties and international agreements;

(3)      United States regulations, directives, instructions, policies, and procedures; and

(4)      Force protection, security, health, or safety orders, directives, and instructions issued by the Combatant Commander; however, only the Contracting Officer
is authorized to modify the terms and conditions of the contract.

(e) Preliminary personnel requirements.

(1)              Specific requirements for paragraphs (e)(2)(i) through (e)(2)(vi) of this clause will be set forth in the statement of work, or elsewhere in the
contract.

(2)              Before contractor personnel depart from the United States or a third country, and before contractor personnel residing in the host country begin
contract performance in the USCENTCOM AOR, the Contractor shall ensure the following:

(i)           All required security and background checks are complete and acceptable.

(ii)         All personnel are medically and physically fit and have received all required vaccinations.

(iii)        All personnel have all necessary passports, visas, entry permits, and other documents required for contractor personnel to enter and exit
the foreign country, including those required for in-transit countries.

(iv)       All personnel have received theater clearance, if required by the Combatant Commander.

(v) All personnel have received personal security training. The training must at a minimum—

(A)           Cover safety and security issues facing employees overseas;

(B)            Identify safety and security contingency planning activities; and
(C) Identify ways to utilize safety and security personnel and other resources appropriately.

(vi)                  All personnel have received isolated personnel training, if specified in the contract. Isolated personnel are military or
civilian personnel separated from their unit or organization in an environment requiring them to survive, evade, or escape while
awaiting rescue or recovery.

(vii)                    All personnel who are U.S. citizens are registered with the U.S. Embassy or Consulate with jurisdiction over the
area of operations on-line at http://www.travel.state.gov.

(3) The Contractor shall notify all personnel who are not a local national or ordinarily resident in the host country that—

(i)                        Such employees, and dependents residing with such employees, who engage in conduct outside the United
States that would constitute an offense punishable by imprisonment for more than one year if the
conduct had been engaged in within the special maritime and territorial jurisdiction of the United States, may potentially
be subject to the criminal jurisdiction of the United States (see the Military Extraterritorial Jurisdiction Act of 2000
(18 U.S.C. 3261 et seq.);
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(ii)                      Pursuant to the War Crimes Act, 18 U.S.C. 2441, Federal criminal jurisdiction also extends to conduct that
is determined to constitute a violation of the law of war when committed by a civilian national of the United States;

(iii) Other laws may provide for prosecution of U.S. nationals who commit offenses on the premises of United
States diplomatic, consular, military or other Government missions outside the United States (18 U.S.C. 7(9)).

(f) Processing and departure points. The Contractor shall require its personnel who are arriving from outside the area of
performance to perform in the USCENTCOM AOR to—

(1)      Process through the departure center designated in the contract or complete another process as directed by the
Contracting Officer;

(2)      Use a specific point of departure and transportation mode as directed by the Contracting Officer; and

(3) Process through a reception center as designated by the Contracting Officer upon arrival at the place of performance.

(g) Personnel data.

(1) The Contractor shall enter, before deployment, or if already in the USCENTCOM AOR, enter upon becoming an employee under this contract,
and maintain current data, including
departure date, for all contractor personnel, including U.S. citizens, U.S. legal aliens, third country nationals, and local national contractor personnel,
who are performing this contract in the USCENTCOM AOR. This requirement excludes—
·      Personnel hired under contracts for which the period of performance is less than 30 days; and
·      Embarked contractor personnel, while afloat, that are tracked by the Diary Message Reporting System.

(2) The automated web-based system to use for this effort is the Synchronized Predeployment and Operational Tracker (SPOT). Follow these
steps to register in and use SPOT:

(i)                        SPOT registration can be accomplished by either a Common Access Card or through an Army Knowledge Online (AKO) account.

(ii)           In order to obtain an AKO account, the Contractor shall—

(A)           Request the Contracting Officer or other Government point of contract to sponsor its AKO guest account;

(B)            Go to http://www.us.army.mil;

(C)           Enter the AKO sponsor username; and

(D)           After AKO registration, contact the sponsor to confirm registration.

(iii) Registration in SPOT.

(A)    Register for a SPOT account at https://iel.kc.us.army.mil/spotregistration/

(B)     The customer support team must validate user need. This process may take 2 business days. Company
supervisors will be contacted to determine the appropriate level of user access.

(iv) Access to SPOT. Upon approval, all users will access SPOT at https://iel.kc.us.army.mil/spotracker

(v) SPOT Questions. Refer SPOT application assistance questions to the Customer Support Team at 717-506-1358 or
SPOT@technisource.com.

(3) The Contractor shall ensure that all employees in the database have a current DD Form 93, Record of Emergency Data Card, on file with
both the Contractor and the designated Government official. The Contracting Officer will inform the Contractor of the Government official designated to receive the
data card.
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(h) Contractor personnel. The Contracting Officer may direct the Contractor, at its own expense, to remove and replace any contractor
personnel who fail to comply with or violate
25
applicable requirements of this contract. Such action may be taken at the Government’s discretion without prejudice to its rights under any other
provision of this contract, including termination for default or cause.

(i) Weapons.

(1) If the Contracting Officer, subject to the approval of the Combatant Commander, authorizes the carrying of weapons—

(i)             The Contracting Officer may authorize an approved Contractor to issue Contractor-owned weapons and
ammunition to specified employees; or

(ii)          The_____________________ Contracting Officer to specify individual, e.g. Contracting
Officer Representative, Regional Security Officer, etc, may issue Government- furnished weapons and ammunition to the Contractor for issuance
to specified contractor employees.

(2) The Contractor shall provide to the Contracting Officer a specific list of personnel for whom authorization to carry a
weapon is requested.

(3) The Contractor shall ensure that its personnel who are authorized to carry weapons—

(i) Are adequately trained to carry and use them—

(A)    Safely;

(B)            With full understanding of, and adherence to, the rules of the use of force issued by the Combatant Commander; and

(C) In compliance with applicable Department of Defense and agency policies, agreements, rules, regulations, and other
applicable law;

(ii) Are not barred from possession of a firearm by 18 U.S.C. 922; and

(iii) Adhere to all guidance and orders issued by the Combatant Commander regarding possession, use, safety, and
accountability of weapons and ammunition.

(4) Upon revocation by the Contracting Officer of the Contractor’s authorization to possess weapons, the Contractor shall ensure that all
Government-furnished weapons and unexpended ammunition are returned as directed by the Contracting Officer.

(5) Whether or not weapons are Government-furnished, all liability for the use of any weapon by contractor personnel rests solely with the
Contractor and the Contractor employee using such weapon.

(j)                      Vehicle or equipment licenses. Contractor personnel shall possess the required licenses to operate all vehicles or equipment necessary to perform the contract in the
area of performance.

(k)                   Military clothing and protective equipment.

(1)                       Contractor personnel are prohibited from wearing military clothing unless specifically authorized by the Combatant Commander. If
authorized to wear military clothing, contractor personnel must wear distinctive patches, arm bands, nametags, or headgear, in order to be
distinguishable from military personnel, consistent with force protection measures.

(2)              Contractor personnel may wear specific items required for safety and security, such as ballistic, nuclear, biological, or chemical protective
equipment.

(l) Evacuation.
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(1)      If the Chief of Mission or Combatant Commander orders a mandatory evacuation of some or all personnel, the
Government will provide to United States and third country national contractor personnel the level of assistance
provided to private United States citizens.

(2)      In the event of a non-mandatory evacuation order, the Contractor shall maintain personnel on location sufficient to meet
contractual obligations unless instructed to evacuate by the Contracting Officer.

(m) Personnel recovery. In the case of isolated, missing, detained, captured or abducted contractor personnel, the
Government will assist in personnel recovery actions in accordance with DoD Directive 2310.2, Personnel Recovery.

(n) Notification and return of personal effects.

(1) The Contractor shall be responsible for notification of the employee-designated next of kin, and notification as soon as
possible to the U.S. Consul responsible for the area in which the event occurred, if the employee—

(i)        Dies ;

(ii)           Requires evacuation due to an injury; or

(iii) Is isolated, missing, detained, captured, or abducted.

(2) The Contractor shall also be responsible for the return of all personal effects of deceased or missing contractor
personnel, if appropriate, to next of kin.

(o) Mortuary affairs. Mortuary affairs for contractor personnel who die in the area of performance will be handled in accordance with
DoD Directive 1300.22, Mortuary Affairs Policy.

(p)                               
27
Changes. In addition to the changes otherwise authorized by the Changes clause of this contract, the Contracting Officer may, at any time, by written
order identified as a change order, make changes in place of performance or Government-furnished facilities, equipment, material, services, or site.
Any change order issued in accordance with this paragraph shall be subject to the provisions of the Changes clause of this contract.

(q)                                Subcontracts. The Contractor shall incorporate the substance of this clause, including this paragraph (q), in all
subcontracts that require subcontractor personnel to perform in the USCENTCOM AOR.

BDS Terms and Conditions Guide Effective: 01/19/2011

Page 14 of 14


