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CUSTOMER CONTRACT REQUIREMENTS
Proprietary
CUSTOMER CONTRACT FORGOTTEN REALMS (FGR)

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below.
Please note, the requirements below are developed in accordance with Buyer’s prime contract and are
not modified by Buyer for each individual Seller or statement of work. Seller will remain at all times
responsible for providing to any government agency, Buyer, or Buyer’s customer, evidence of
compliance with the requirements herein or that such requirements are not applicable to the extent
satisfactory to the requesting party.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal
Acquisition Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and
"Offeror" mean Seller.

52.227-19 Commercial Computer Software License (DEC 2007).

2. Prime Contract Special Provisions The following Prime Contract Special Provisions apply to this

purchase order and to the extent indicated. In all of the following clauses, "Contractor", “contractor” and
"Offeror" mean “Seller”, unless otherwise indicated.

CI 209-5 PROTECTION OF INFORMATION (DEC 2011).

This clause applies if this Contract is for development work that will require Seller to interact with
and/or furnish information to other development contractors/subcontractors that require access to
sensitive or proprietary information. The term “Government” shall mean “Government and
Buyer”. The term “Contracting Officer” shall mean “Buyer”. The term “contractor” shall mean
“Seller”. In paragraph (b), "Contracting Officer" means Contracting Officer and Buyer. In
paragraph (d) and paragraph (e),"Government" means Government and Buyer.

@ It is the Government's intent to ensure proper handling of sensitive information that will be
provided to, or developed by, the contractor during contract performance. It is also the Government's
intent to protect the proprietary rights of industrial contractors whose data the contractor may
receive in fulfilling its contractual commitments hereunder.

(b) Accordingly, the contractor agrees that it shall not disclose, divulge, discuss, or otherwise
reveal information to anyone or any organization not authorized access to such information. The
contractor shall require each individual requiring access to sensitive or proprietary information,
including each of its current and future employees assigned to work under this contract, and each
subcontractor and its current and future employees assigned to work on subcontracts issued
hereunder, to execute an implementing nondisclosure agreement (NDA) before granting access to
such information. The contractor shall make these individual agreements (or a listing of the
employees executing such an agreement) available to the Contracting Officer upon request. These
restrictions do not apply to such information after the Buyer’s customer has released it to the
contractor community, either in preparation for or as part of a future procurement, or through such
means as dissemination at Contractor Industrial Forums.
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(© The contractor shall include in each subcontract a clause requiring compliance by the
subcontractor and succeeding levels of subcontractors with the terms and conditions herein.

(d The contractor shall indemnify and hold harmless the Government, its agents, and employees
from every claim or liability, including attorney’s fees, court costs, and expenses arising out of, or
in any way related to, the misuse or unauthorized modification, reproduction, release,
performance, display, or disclosure of data with restrictive legends received in performance of this
contract by the contractor or any person to whom the contractor has released or disclosed the data.
© The contractor shall allow the Government to review contractor compliance with these
provisions or require such self-assessments or additional certifications as the Government deems
appropriate.

CI 209-6 ENABLING CLAUSE FOR PRIME AND SUPPORT CONTRACTOR
RELATIONSHIPS (OCT 2011).

This clause does not apply to commercial or non-developmental items that Seller delivers to
Buyer under the contract. The term “support contractor” retains its original meaning. The term
“contractor” shall mean “Seller”. In (c) and (g), "Contracting Officer" shall mean "Contracting
Officer" and "Buyer."

@ The Government currently has, or may enter into, contracts with one or more companies, the
primary purpose of which is to furnish independent and impartial advice or technical assistance
directly to the Government in support of the Government’s management and oversight of a program
or effort. These companies (hereafter referred to as support contractors), are obligated by the terms
of clause CI 209-8, Support Contractor Corporate Non- Disclosure Agreement, incorporated into
their respective contracts, and/or by separate non- disclosure, confidentiality, proprietary
information, or similar agreements to safeguard the sensitive and proprietary information of other
contractors, subcontractors, suppliers, and vendors to which they have access.

(b) In the performance of this contract, the contractor agrees to cooperate with companies as
directed by Buyer. Cooperation includes, but is not limited to, allowing the listed support
contractors to attend meetings; observe technical activities; discuss with the contractor technical
matters related to this program at meetings or otherwise; and access contractor integrated data
environments and facilitiesused in the performance of the contract.

(© The contractor must provide the support contractors access to data such as, but not limited to,
design and development analyses; test data, procedures, and results; research, development, and
planning data; parts, equipment, and process specifications; testing and test equipment
specifications; quality control procedures; manufacturing and assembly procedures; schedule and
milestone data; and other contract data. To fulfill contractual requirements to the Government,
support contractors engaged in general systems engineering and integration efforts and technical
support are normally authorized access to information pertaining to this contract. Exceptions, such
as when the contractor seeks to restrict access to contractor trade secrets, will be handled on a
case-by-case basis. If the contractor seeks to limit distribution of data to Government personnel
only, the contractor must submit this request in writing to the Contracting Officer.

(d The contractor further agrees to include in all subcontracts, except for those to provide only
commercial and/or non-developmental items, a clause requiring the subcontractor and succeeding
levels of subcontractors to comply with the response and access provisions of paragraph (b) above,
subject to coordination with the contractor. This clause does not relieve the contractor of the
responsibility to manage the subcontracts effectively and efficiently, nor is it intended to establish
privity of contract between the Government or support contractors and such subcontractors. The
contractor and its subcontractors are not required to take contractual direction from support
contractors.
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© The contractor and its subcontractors are not required to take contractual direction from
support contractors.

(® Clauses CI 227-5, Limitations on the Use or Disclosure of Government-Furnished
Information Marked with Restrictive Legends, and CI 209-8, which will be incorporated into all
Buyer’s customer support contracts, require the support contractors to protect data and software
related to this contract, and prohibit them from using such data for any purpose other than
performance of the support contract.

@ Support contractors shall protect the proprietary information of disclosing contractors,
subcontractors, suppliers, and vendors in accordance with clause CI 209-8. Because this clause
provides that such disclosing contractors, subcontractors, suppliers, and vendors are intended to be
third-party beneficiaries, all such disclosing parties agree that these terms satisfy the non-
disclosure agreement requirements set forth in 10 U.S.C. §2320(f)(2)(B). Accordingly, the
contractor may only enter into a separate non- disclosure, confidentiality, proprietary information,
or similar agreement with a disclosing party on an exception basis, and only after notifying the
Contracting Officer through the Buyer. The Government and the disclosing contractors,
subcontractors, suppliers, and vendors agree to cooperate to ensure that the execution of any non-
disclosure agreement does not delay or inhibit performance of this contract, and the Government
shall require support contractors to do the same. Such agreements shall not otherwise restrict any
rights due the Government or Buyer under this contract. Separate non-disclosure agreements may
be executed only in the following exceptional circumstances:

(1) The support contractor is a direct competitor of the disclosing party in furnishing end items or
services of the type developed or produced for the program or effort;

(2) The support contractor will require access to extremely sensitive business data; or

(3) Other unique business situations exist in which the disclosing party can clearly demonstrate
that clause CI 209- 8 does not adequately protect their competitive interests.

() Any proprietary information furnished to support contractors shall be:

(1) Disclosed in writing and clearly marked "proprietary" or with other words of similar meaning;
or

(2) Disclosed orally or visually for instance, during a plant tour, briefing, or demonstration) and
identified as proprietary information at the time of the oral or visual disclosure by the Government
or a disclosing party. The support contractors shall treat all such information as proprietary unless
within fifteen (15) days the support contractor coordinates with Buyer or disclosing party to obtain a
written version of the proprietary information and determine the extent of the proprietary claims;
or

(3) Disclosed by electronic transmission (e.g., facsimile, electronic mail, etc.) in either human
readable form or machine readable form, and the contractor marks it electronically as proprietary
within the electronic transmissions, such marking to be displayed in human readable form along
with any display of the proprietary information; or

(4) Disclosed by delivery of an electronic storage medium or memory device, and the contractor
marks the storage medium or memory device itself as containing proprietary information and
electronically marks the stored information as proprietary, such marking to be displayed in human
readable form along with any display of the proprietary information.

(1) The contractor agrees not to hold the support contractor liable for unauthorized disclosure of
proprietary information if it can be demonstrated in written documentation or other competent
evidence that the informationwas:

(1) Already known to the support contractor without restriction on its use or disclosure at the time
of its disclosure by the disclosing party;

(2) Inthe public domain or becomes publicly known through no wrongful act of the support



Effective: 11/13/2023

BDS Terms and Conditions Guide Page 4 of 24
contractor;
(3) Proprietary information disclosed by the support contractor with the contractor’s prior written
permission;

(4) Independently developed by the support contractor, subsequent to its receipt, without the use
of any proprietary information;

(5) Disclosed to the support contractor by a third party who was legally entitled to disclose the
same and who did not acquire the proprietary information from the disclosing party;

(6) Specifically provided in writing by the U.S. Government to the support contractor with an
unlimited rights license; or

(7) Disclosed by the support contractor as required by law, regulatory or legislative authority,
including subpoenas, criminal or civil investigative demands, or similar processes, provided the
support contractor provides the disclosing party that originated the proprietary information with
prompt written notice so that the disclosing party may seek a protective order or other appropriate
remedy, and provided that, in the absence of a timely protective order, the support contractor
furnishes only that minimum portion of the proprietary information that is legally required.

() Any notice to the support contractor(s) required or contemplated under the provisions of this
clause or clause CI 209-8 shall be in writing and shall be deemed to have been given on:

(1) The date received if delivered personally or by overnight courier;

(2) The third day after being deposited in the U.S. mail, postage prepaid; or

(3) The date sent if sent by facsimile transmission or e-mail with a digital copy.

(k) Buyer and contractor agree to cooperate in resolving any unauthorized disclosure or misuse of
proprietary information by a support contractor. This shall not be construed as requiring the
contractor to conduct an inquiry into an unauthorized disclosure or misuse, or as authorizing the
allocation of costs for such an inquiry directly to this contract. Any costs incurred by the
contractor in said fact- finding efforts may be allowable and allocable upon determination of Buyer
after adjudicating the circumstances related to any unauthorized disclosures or misuse.

CI 223-5 PROHIBITION ON STORAGE AND DISPOSAL OF TOXIC AND
HAZARDOUS MATERIALS (JAN 2004).

The term “Contracting Officer” shall mean “Buyer”. The term “contractor” shall mean “Seller”.
(a) Definitions. As used in this clause:

() Storage means a non-transitory, semi-permanent or permanent holding, placement, or leaving
of material. It does not include a temporary accumulation of a limited quantity of a material used in
or a waste generated or resulting from authorized activities, such as servicing, maintenance, or
repair of Government items, equipment, or facilities.

(@ Toxic or hazardous materials means those materials identified in the EPA Title III List of
Lists.

(b) The contractor is prohibited from transporting, storing, disposing, or using toxic or hazardous
materials in performing this contract except for those materials listed in (c) below or when
authorized in writing by the ContractingOfficer.

(c) The following toxic and hazardous materials are authorized for use in the performance of this
contract:

TOXIC MATERIAL USE LIMITATIONS

None

CI 227-2 RIGHTS IN TECHNICAL DATA AND COMPUTER SOFTWARE:
NONCOMMERCIAL ITEMS (FEB 2011).
The term “contractor” shall mean “Seller”.
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(@ Definitions. As used in this clause:

(1) Business data means recorded information, regardless of the form or method of the recording,
including specific business data contained in a computer database, of a financial, administrative,
cost or pricing, or management nature, or other information incidental to contract administration
or protected from disclosure under the Freedom of Information Act, 5 U.S.C. §552(b)(4).

(2) Computer data base means a collection of data recorded in a form capable of being processed
and operated by a computer. The term does not include computer software.

(3) Computer program means a set of instructions, rules, or routines, recorded in a form that is
capable of causing a computer to perform a specific operation or series of operations.

(4) Computer software means computer programs, source code, source code listings, object code
listings, design details, algorithms, processes, flow charts, formulae, and related material that
would enable the software to be reproduced, recreated, or recompiled. Computer software does
not include computer databases or computer software documentation.

(5) Computer software documentation means owner’s manuals, user’s manuals, installation
instructions, operating instructions, and other similar items, regardless of storage medium, that
explain the capabilities of the computer software or provide instructions for using or maintaining
the software.

(6) Delivery means the formal act of transferring technical data, computer software, or business
data to the Government as expressly delineated in the contract (including, but not limited to the
Contract Data Requirements List, the statement of work, or elsewhere in the contract), in
accordance with a specified schedule.

(7) Detailed manufacturing or process data means technical data and computer software that
describes the steps, sequences, and conditions of manufacturing, processing, or assembly used by
the manufacturer to produce an item or component, or to perform a process.

(8) Developed means that an item, component, or process, or an element of computer software
has been shown through sufficient analysis or test to demonstrate to one of ordinary skill in the
applicable art that there is a reasonable probability that the item, component, process, or element of
computer software will work or perform its intended application, function, or purpose.

(9) Developed exclusively at private expense means development was accomplished entirely with
costs charged to indirect cost pools, costs not allocated to a Government contract, or any
combination thereof. Under fixed-price contracts, when total costs are greater than the firm- fixed-
price or ceiling price of the contract, the additional development costs necessary to complete
development shall not be considered when determining whether development was at Government,
private, or mixed expense. Private expense determinations should be made at the lowest
practicable level.

(10) Developed exclusively with Government funds means all the costs of development were
charged directly to a Government contract.

(11) Developed with mixed funding means development was accomplished partially with costs
charged to indirect cost pools and/or costs not allocated to a Government contract, and partially
with costs charged directly to a Government contract.

(12) Form, fit, and function data means technical data that describes the required overall physical,
functional, and performance characteristics (along with the qualification requirements, if
applicable) of an item, component, or process to the extent necessary to permit identification of
physically and functionally interchangeable items. For computer software it means data identifying
source, functional characteristics, and performance requirements, but specifically excludes the
source code, algorithms, processes, formulas, and flow charts of the software.

(13) Government purpose means any activity in which the United States Government is a party,
including cooperative agreements with international or multi-national defense organizations, or sales
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or transfers by the United States Government to foreign Governments or international
organizations. Government purposes include providing technical data and computer software for
use in a competitive procurement, but do not include the rights to use, modify, reproduce, release,
perform, display, or disclose technical data and computer software for commercial purposes or
authorize others to do so.

(14) Technical data means recorded information (regardless of the form or method of the
recording, including computer databases) of a scientific or technical nature (including computer
software documentation). The term includes recorded information of a scientific or technical nature
that is included in computer databases (See 41 U.S.C. §403(8)). This term does not include
computer software or business data.

(b) Government Rights in Technical Data and Computer Software.

(1) Government purpose rights means the rights to use, modify, reproduce, release, perform,
display, or disclose technical data or computer software within the Government without
restriction, to release or disclose technical data or computer software outside the Government, and
to authorize persons to whom release has been made to use, modify, reproduce, perform, or
display that technical data or computer software, provided that the recipient exercises such rights
for Government purposes only.

(i The Government shall have Government purpose rights for a five-year period after contract
completion or for such other period as may be mutually negotiated. Upon expiration of the five-
year or other negotiated period, the Government shall have unlimited rights in the technical data or
computer software.

(@) The contractor has the exclusive right, including the right to license others, to use technical
data or computer software in which the Government has obtained Government purpose rights
under this contract, for any commercial purpose during the time period specified in paragraph
(b)(1)(1) above and/or in the Government purpose rights legend prescribed by this clause.

@) The Government shall have Government purpose rights in technical data or computer
software delivered under this contract that:

(A) Pertain to items, components, computer software, or processes developed with mixed funding,
except when the Government is entitled to unlimited rights;

(B) Were created with mixed funding in the performance of a contract that does not specifically
require the development, manufacture, construction, or production of items, components,
computer software, or processes;

(C) The contractor has previously or is currently providing with Government purpose rights under
another Government contract; or

(D) The parties have agreed shall be delivered with Government purpose rights.

(ivy The Government may release the technical data or computer software to any third party as
described in paragraph (b)(1) aboveif:

(A) The receiving development contractor(s) or subcontractor(s) contract arrangements are subject
to clauses CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or Disclosure
of Government-Furnished Information Marked with Restrictive Legends;

(B) The receiving support contractor(s) or subcontractor(s) contract arrangements are subject to
clauses CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI 227-5,
Limitations on the Use or Disclosure of Government- Furnished Information Marked with
Restrictive Legends. When clause CI 209-8 is used, additional non-disclosure, confidentiality,
proprietary information, or similar agreements may be required by the owner of the technical data
or computer software, but only on an exception basis, e.g., when such third party is or may be a
direct competitor of the owner of the technical data or computer software. In the event an
additional agreement is deemed necessary, the Contracting Officer shall be notified prior to its
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execution.

(C) The Government and contractor agree to cooperate to ensure that execution of any additional
agreements shall not delay or inhibit performance of this contract. Such agreements shall not
otherwise restrict any rights due the Government under this contract;

(2) Limited rights means the rights to use, modify, reproduce, release, perform, display, or
disclose technical data, in whole or in part, withinthe Government.

() The Government may not, without the written permission of the party asserting limited rights,
release or disclose the technical data outside the Government, use the technical data for
manufacture, or authorize the technical data to be used by another party, except that the
Government may reproduce, release, or disclose such data, or authorize the use or reproduction of
the data by persons outside the Government if such reproduction, release, disclosure, or use is:
(A) Necessary for emergency repair and overhaul. In each instance of disclosure outside the
Government, the Government shall:

(I) Prohibit the further reproduction, release, or disclosure of such technical data;

(Il) Notify the party who has granted limited rights that such reproduction or use by, or release or
disclosure to particular contractors or subcontractors is necessary;

(TIT) Insert clause CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or
Disclosure of Government- Furnished Information Marked with Restrictive Legends, into the
contractual arrangement with the receiving development contractors;

(IV) Insert clause CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI
227- 5, Limitations on the Use or Disclosure of Government-Furnished Information Marked with
Restrictive Legends, into the contractual arrangement with the receiving support contractor(s). An
additional non- disclosure, confidentiality, proprietary information, or similar agreement may be
required by the owner of the technical data, but only on an exception basis, e.g., when such third
party is or may be a direct competitor of the owner of the technical data. In the event an additional
agreement is deemed necessary, the Contracting Officer shall be notified prior to its execution;
and

(V) Require the recipient of limited rights technical data necessary for emergency repair or
overhaul to destroy such technical data and any copies in its possession promptly following
completion of the emergency repair/overhaul, and to notify the contractor that it has been
destroyed; or

(B) Isinthe interest of the Government when a release or disclosure of technical data (other than
detailed manufacturing or process data) to, or use of such data by, a foreign government is required
for evaluation or information purposes, and is subject to a prohibition on further release,
disclosure, or use of the technical data.

(@) The Government and the contractor agree to cooperate to ensure that execution of necessary
NDA s shall not delay or inhibit performance of this contract. Said agreements shall not otherwise
restrict any rights due the Government under this contract.

@) Except as otherwise provided under paragraphs (b)(6)(1)-(xi), the Government shall have
limited rights in technical data delivered under this contract that:

(A) Pertain to items, components, or processes developed exclusively at private expense and
marked with the limited rights legends prescribed by this clause;

(B) Created exclusively at private expense in the performance of a contract that does not require
the development, manufacture, construction, or production of items, components, or processes; or
(C) The parties have agreed shall be delivered with limitedrights.

(iv) The contractor and its subcontractors are not required to provide the Government additional
rights to use, modify, reproduce, release, perform, or display, technical data furnished to the
Government with limited rights. However, if the Government desires to obtain additional rights in
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technical data in which it has limited rights, the contractor agrees to promptly enter into
negotiations with the Contracting Officer to determine whether there are acceptable terms for
transferring such rights. All technical data in which the contractor has granted the Government
additional rights shall be listed or described in a license agreement made part of the contract. The
license shall enumerate the additional rights granted the Government in such items.

(3) Prior Government rights means that technical data or computer software that will be
delivered, furnished, or otherwise provided to the Government under this contract, in which the
Government has previously obtained rights shall be delivered, furnished, or provided with the pre-
existing rights, unless

(i) The parties have agreed otherwise; or

(i) Any restrictions on the Government's rights to use, modify, reproduce, release, perform,
display, or disclose the data have expired or no longer apply.

(4) Restricted rights apply only to non-commercial computer software, and means the
Government’s rights to:

(i) Use a computer program with one computer at one time. The program may not be accessed
by more than one terminal or central processing unit or time-shared unless otherwise permitted by
this contract;

(@) Transfer a computer program to another Government agency without the further permission
of the contractor if the transferor destroys all copies of the program and related computer software
documentation in its possession and notifies the licensor of the transfer. Transferred programs
remain subject to the provisions of this clause;

(@) Make the minimum number of copies of the computer software required for safekeeping
(archive), backup, or modification purposes;

(iv) Modify computer software, provided that the Government may—

(A) Use the modified software only as provided in paragraphs (b)(4)(i) and (ii1) of this clause; and
(B) Not release or disclose the modified software except as provided in paragraphs (b)(4)(ii), (V)
and (vi) of this clause;

(v) Permit contractors or subcontractors performing service contracts in support of this or a
related contract to use computer software to diagnose and correct deficiencies in a computer
program, to modify computer software to enable a computer program to be combined with,
adapted to, or merged with other computer programs, or when necessary to respond to urgent
tactical situations, provided that—

(A) The Government notifies the party which has granted restricted rights that a release or
disclosure to particular contractors or subcontractors is necessary;

(B) The receiving development contractor(s) or subcontractor(s) contract arrangements are subject
to clauses CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or
Disclosure of Government-Furnished Information Marked with Restrictive Legends;

(C) The receiving support contractor(s) or subcontractor(s) contract arrangements are subject to
clauses CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI 227-5,
Limitations on the Use or Disclosure of Government-Furnished Information Marked with
Restrictive Legends. When clause CI 209-8 is used, additional non- disclosure, confidentiality,
proprietary information, or similar agreements may be required by the owner of the technical data
or computer software, but only on an exception basis, e.g., when such third party is or may be a
direct competitor of the owner of'the technical data or computer software. In the event an
additional agreement is deemed necessary, the Contracting Officer shall be notified prior to its
execution.

(D) The Government and contractor agree to cooperate to ensure that execution of any additional
agreements shall not delay or inhibit performance of this contract. Such agreements shall not
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otherwise restrict any rights due the Government under this contract;

(E) The Government shall not permit the recipient to decompile, disassemble, or reverse engineer
the software, or use software decompiled, disassembled, or reverse engineered by the Government
pursuant to paragraph (b)(4)(iv) of this clause, for any other purpose; and

(F) Such use is subject to the limitation in paragraph (b)(4)(i) of this clause.

(vi) Permit contractors or subcontractors performing emergency repairs or overhaul of items or
components of items procured under this or a related contract to use the computer software when
necessary to perform the repairs or overhaul, or to modify the computer software to reflect the
repairs or overhaul made, provided that -

(A) The receiving development contractor(s) or subcontractor(s) contract arrangements are subject
to clauses CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or
Disclosure of Government-Furnished Information Marked with Restrictive Legends;

(B) The receiving support contractor(s) or subcontractor(s) contract arrangements are subject to
clauses CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI 227-5,
Limitations on the Use or Disclosure of Government- Furnished Information Marked with
Restrictive Legends. When clause CI 209-8 is used, additional non-disclosure, confidentiality,
proprietary information, or similar agreements may be required by the owner of the technical data
or computer software, but only on an exception basis, e.g., when such third party is or may be a
direct competitor of the owner of thetechnical data or computer software. In the event an
additional agreement is deemed necessary, the Contracting Officer shall be notified prior to its
execution.

(C) The Government and contractor agree to cooperate to ensure that execution of any additional
agreements shall not delay or inhibit performance of this contract. Such agreements shall not
otherwise restrict any rights due the Government under this contract.

(D) The Government shall not permit the recipient to decompile, disassemble, or reverse engineer
the software, or use software decompiled, disassembled, or reverse engineered by the Government
pursuant to paragraph (b)(4)(iv) of this clause, for any other purpose.

(vii) The Government shall have restricted rights in noncommercial computer software required to
be delivered or otherwise provided to the Government under this contract that was developed
exclusively at private expense.

(vi) The contractor, its subcontractors, or suppliers are not required to provide the Government
additional rights in noncommercial computer software delivered or otherwise provided to the
Government with restricted rights. However, if the Government desires to obtain additional rights
in such software, the contractor agrees to promptly enter into negotiations with the Contracting
Officer to determine whether there are acceptable terms for transferring such rights. All
noncommercial computer software in which the contractor has granted the Government additional
rights shall be listed or described in a license agreement made part of the contract (see paragraph
(b)(5) of this clause). The license shall enumerate the additional rights granted the Government.
(5) Specifically negotiated license rights means a license granted by the contractor wherein the
standard license rights granted to the Government under paragraphs (b)(1), (2), (3), (4), and (6),
including the period during which the Government shall have government purpose rights in technical
data or computer software, are modified by mutual agreement to provide such rights as the parties
consider appropriate, but does not provide the Government lesser rights than limited rights for
technical data or restricted rights for computer software unless mutually agreed by the contracting
parties. Any rights so negotiated shall be identified in a license agreement made part of this
contract and incorporated into the contract as an Attachment/Exhibit.

(6) Unlimited rights means the rights to use, modify, reproduce, perform, display, release, or
disclose technical data and computer software in whole or in part, in any manner and for any
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purpose whatsoever, and to have or authorize others to do so. The Government shall have
unlimited rights in:

(1) Technical data pertaining to an item, component, or process, or pertaining to software code or
a software program that has been or will be developed exclusively with Government funds;

(i) Computer software developed exclusively with Government funds;

(11) Form, fit, and function data;

(iv) Technical data that is necessary for installation, operation, maintenance, or training purposes
(other than detailed manufacturing or process data);

(v) Studies, analyses, test data, or similar data when the study, analysis, test, or similar work was
specified as an element of performance;

(vi) Computer software documentation required to be delivered under this contract;

(vii) Technical data created exclusively with Government funds in the performance of a contract
that does not require the development, manufacture, construction, or production of items,
components, Or processes;

(viii) Corrections or changes to technical data or computer software furnished by the Government;
(ix) Technical data or computer software that is otherwise publicly available or has been released
or disclosed by the contractor or subcontractor without restriction on the further use, release or
disclosure, other than a release or disclosure resulting from the sale, transfer, or other assignment of
interest in the technical data or computer software to another party, or the sale or transfer of some
or all of a business entity or its assets to another party;

(x) Technical data or computer software in which the Government has obtained unlimited rights
under another Government contract or as a result ofnegotiations;

(xi) Technical data or computer software furnished to the Government under this or any other
Government contract or subcontract thereunder, with Government purpose rights, limited rights, or
restricted rights, and the restrictive condition(s) has/have expired, or the Government purpose
rightsand the contractor's exclusive right to use such data for commercial purposes have expired.
(c) For business data marked as proprietary or with similar legends, the Government may
duplicate, use, and disclose such data within the Government solely for evaluation, verification,
validation, reporting, and program monitoring and management purposes in connection with this
contract. The Government may disclose such business data to its support contractors identified in
clause CI 209-6, Enabling Clause for Prime and Support Contractor Relationships, for these
same purposes if and when:

(1) The receiving development contractor(s) or subcontractor(s) contract arrangements are subject
to clauses CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or Disclosure
of Government-Furnished Information Marked with Restrictive Legends;

(2) The receiving support contractor(s) or subcontractor(s) contract arrangements are subject to
clauses CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI 227-5,
Limitations on the Use or Disclosure of Government- Furnished Information Marked with
Restrictive Legends. When clause CI 209-8 is used, additional non-disclosure, confidentiality,
proprietary information, or similar agreement may be required by the owner of the business data,
but only on an exception basis, e.g., when such third party is or may be a direct competitor of the
owner of the technical data or computer software. In the event an additional agreement is deemed
necessary, the Contracting Officer shall be notified prior to itsexecution.

() The Government and contractor agree to cooperate to ensure that execution of any additional
agreements shall not delay or inhibit performance of this contract. Such agreements shall not
otherwise restrict any rights due the Government under this contract;

(d) Other Information That Cannot Easily Be Categorized. For information that cannot easily be
categorized as technical data or business data (e.g., program schedules, Earned Value Management



Effective: 11/13/2023
BDS Terms and Conditions Guide Page 11 of 24

System reports, and program management reports), and is of sufficient detail to show a
contractor’s confidential business practices, shall be identified before or as soon as practicable
after contract award. The parties will agree as to the parties’ rights and obligations in such data
and how it is to be marked, handled, used, and disclosed to third parties. Such agreement shall be
in writing, attached to, and made a part of the contract.

() Release from Liability. The contractor agrees to release the Government from liability for any
release or disclosure of technical data and computer software made in accordance with this clause,
in accordance with the terms of a license per this clause, or by others to whom the recipient has
released or disclosed the data, and to seek relief solely from the party who has improperly used,
modified, reproduced, released, performed, displayed, or disclosed contractor data marked with
restrictive legends.

(® Rights in Derivative Computer Software or Computer Software Documentation. The
Government shall retain its rights in the unchanged portions of any computer software or
computer software documentation delivered under this contract that the contractor uses to prepare,
or includes in, derivative computer software or computer software documentation.

(g Contractor Rights in Technical Data and Computer Software. The contractor retains all rights
not granted to the Government.

(h) Third Party Copyrights. The contractor shall not, without the written approval of the
Contracting Officer, incorporate any copyrighted data in the technical data and computer software
to be delivered under this contract unless the contractor is the copyright owner or has obtained for
the Government the license rights necessary to perfect a license or licenses of the appropriate
scope as defined in paragraphs (b)(1), (2), (4) and (6) of this clause, and has affixed a statement of
the license or licenses obtained on behalf of the Government and other persons to the technical
data and computer software transmittal document.

(1) Assertions of Other than Unlimited Rights.

(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (1)(3) of this clause, technical data and/or computer software
that the contractor asserts should be furnished to the Government with restrictions on use, release,
or disclosure are identified in an attachment to this contract (the “Attachment”). The contractor
shall not deliver any technical data or computer software with restrictive markings unless the
technical data or computer software is listed in the Attachment.

(3) The contractor may make other assertions of other than unlimited rights in technical data
and/or computer software after contract award. Such assertions must be based on new information
or inadvertent omission unless the inadvertent omission would have materially affected the source
selection decision in the reasonable determination of the Contracting Officer (in which case no
assertion based on an inadvertent omission may be allowed).

(4) The contractor shall submit such post-contract award assertion(s) to the Contracting Officer
as soon as practicable but prior to the scheduled date for delivery of the technical data or computer
software. All new assertions submitted after award shall be added to the Attachment in a timely
fashion after submission of the assertion to the Contracting Officer. An official authorized to
contractually obligate the contractor must sign the assertion(s). The contractor assertion(s) shall
include the information specified in paragraph (d) of clause CI 227-4, Identification and Assertion
of Use, Release, or Disclosure Restrictions.

(5) The Contracting Officer may request the contractor to provide sufficient information to enable
the Government to evaluate the contractor's assertion(s). The Contracting Officer reserves the
right to add the contractor’s assertions to the Attachment and validate any listed assertion at a later
date in accordance with the procedures outlined in clause CI 227-3, Validation of Restrictive
Markings on Technical Data and Computer Software.
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() Marking Requirements for Delivered Technical Data or Computer Software. The contractor
may only assert restrictions on the Government's rights to use, modify, reproduce, release,
perform, display, or disclose technical data and computer software delivered to the Government
by marking such technical data and computer software. Such markings shall be in the form of
legends found in paragraphs (k)(1) through (4), or as otherwise authorized in this contract, (e.g.,
pursuant to an agreement for the marking of mixed data pursuant to paragraph (d) of this clause).
The notice of copyright prescribed under 17U.S.C. §401 or §402 (with language, if applicable,
noting that the Government contributed funding and therefore has rights in the copyrighted
material as specified in clause CI 227-2) is also allowed.
(k) General Marking Instructions. The contractor shall conspicuously and legibly mark the
appropriate legend on all technical data and computer software that qualify for such markings. The
authorized legends shall be placed on the transmittal document or storage container and, for printed
material, on the title/cover page of the printed material containing technical data or computer
software for which restrictions are asserted. Mark each subsequent sheet of data with an
abbreviated marking(s) to indicate the applicable restrictive rights assertion(s), and refer to the
title/cover page for additional information. When only portions of a page of printed material are
subject to the asserted restrictions, such portions shall be identified by circling, underscoring,
annotating, or other appropriate identifier. Technical data and computer software transmitted
directly from one computer or computer terminal to another shall contain a notice of asserted
restrictions. Reproductions of technical data and computer software, or any portions thereof
subject to asserted restrictions, shall also reproduce the asserted restrictions.
(1) Government Purpose Rights Markings. Technical data or computer software delivered or
otherwise furnished to the Government with Government purpose rights shall be marked as
follows:
Government Purpose Rights
Contract No:
Contractor Name:
Contractor Address:
Expiration Date:
The Government's rights to use, modify, reproduce, release, perform, display, or disclose
these technical data and computer software are restricted by paragraph (b)(1) of clause CI
227-2, Rights in Technical Data and Computer Software: Noncommercial Items, contained
in the contract identified above. No restrictions apply after the expiration date shown above.
Any reproduction of technical data or computer software, or portions thereof marked with
this legend, must also reproduce the markings.
(End of legend)
(2) Limited Rights Markings. Technical data delivered or otherwise furnished to the Government
with limited rights shall be marked as follows:
Limited Rights
Contract No:
Contractor Name:
Contractor Address:
The Government’s rights to use, modify, reproduce, release, perform, display, or disclose
these technical data are restricted by paragraph (b)(2) of clause CI 227-2, Rights in
Technical Data and Computer Software: Noncommercial Items, contained in the contract
identified above. Any reproduction of technical data, or portions thereof marked with this
legend, must also reproduce the markings. Any person, other than Government officials or
others specifically authorized by the Government, who has been provided access to this
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technical data must promptly notify the above named contractor.

(End of legend)
(3) Restricted Rights Markings. Computer software delivered or otherwise furnished to the
Government with restricted rights shall be marked with the following legend:
Restricted Rights

Contract No:

Contractor Name:

Contractor Address:

The Government's rights to use, modify, reproduce, release, perform, display, or disclose

this computer software are restricted by paragraph (b)(4) of clause CI 227-2, Rights in

Technical Data and Computer Software: Noncommercial Items, contained in the contract

identified above. Any reproduction of computer software or portions thereof marked with

this legend must also reproduce the markings. Any person, other than the Government, who

has been provided access to such computer software must promptly notify the above- named

contractor.

(End of legend)

4) Special License Rights Markings. Technical data and computer software in which

the Government’s rights stem from a specifically negotiated license shall be marked with the

following legend:

Special License Rights

Contract No:

Contractor Name:

Contractor Address:

The Government’s rights to use, modify, reproduce, release, perform, display, or disclose

this data and/or software are restricted by [Insert license identifier]. Any reproduction of

technical data, computer software, or portions thereof marked with this legend must also

reproduce the markings.

(End of legend)
(I) Pre-Existing Data Markings. If the terms of a prior contract or license permitted the contractor
to restrict the Government's rights to use, modify, reproduce, release, perform, display, or disclose
a technical data or computer software deliverable under this contract, and those restrictions are still
applicable, the contractor may mark such technical data or computer software with the appropriate
restrictive conforming legend for which the technical data or computer software qualified under the
prior contract or license. The marking procedures in paragraphs (j) and (k) of this clause shall be
followed.
(m) Removal of Unjustified Markings. Notwithstanding any other provision of this contract
concerning inspection and acceptance, if any technical data or computer software delivered or
otherwise provided under this contract are marked with the notices specified at (k)(1)-(4) of this
clause, and the use of such is not authorized by this clause, the Government may ignore, or at the
contractor’s expense, correct or strike the marking if, in accordance with the procedures in clause
CI1 227-3, Validation of Restrictive Markings on Technical Data and Computer Software, of this
contract, the technical data or computer software is delivered or otherwise provided with a
restrictive marking determined to be unjustified.
(n) Removal of Nonconforming Markings. A nonconforming markingis a marking placed on
technical data or computer software delivered to the Government under this contract that is not in a
format authorized by this contract. Correction of nonconforming markings is not subject to the
Validation of Restrictive Markings on Technical Data and Computer Software clause of this
contract. To the extent practicable, the Government shall return technical data or computer
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software marked with nonconforming markings to the contractor and provide the contractor an
opportunity to correct or strike the nonconforming marking at no cost to the Government. If the
contractor fails to correct the nonconforming marking and return the corrected technical data or
computer software within 60 days following the contractor’s receipt of the data, the Contracting
Officer may ignore, or at the contractor’s expense, remove, correct, or strike any nonconforming
marking.

(0) Unmarked Technical Data or Computer Software. Technical data or computer software
delivered to the Government under this contract without restrictive markings as set forth herein
shall be presumed to have been delivered with unlimited rights and may be released or disclosed
without restriction. However, to the extent the technical data or computer software has not been
disclosed without restriction outside the Government, the contractor may request, within six
months after delivery of such technical data or computer software (or a longer time approved by
the Contracting Officer for good cause shown), permission to have notices placed on qualifying
technical data or computer software at the contractor’s expense, and the Contracting Officer may
agree to do so if the contractor:

(1) Identifies the technical data or computer software on which the omitted notice is to be placed,
(2) Demonstrates that the omission of the notice wasinadvertent;

(3) Establishes that the use of the proposed notice is authorized; and

(4) Acknowledges that the Government has no liability with respect to the disclosure, use, or
reproduction of any such technical data or computer software made prior to the addition of the
notice or resulting from the omission of the notice.

(p) Relation to Patents. Nothing contained in this clause shall imply a license to the Government
under any patent, or be construed as affecting the scope of any license or other right otherwise
granted to the Government under any patent.

(@ Limitation on Charges for Rights in Technical Data or Computer Software.

(1) The contractor shall not charge to this contract any cost, including but not limited to license
fees, royalties, or similar charges, for rights in technical data or computer software to be delivered
under this contract when -

() The Government has acquired, by any means, the same or greater rights in the technical data
or computer software; or

@@ The technical data or computer software is available to the public without restrictions.

(2) The limitationin paragraph (q)(1) of this clause -

(1) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the
contractor to acquire rights in subcontractor or supplier technical data or computer software if the
subcontractor or supplier has been paid for such rights under any other Government contract or
under a license conveying the rights to the Government; and does not include the reasonable costs
of reproducing, handling, or mailing the documents or other media in which the technical data or
computer software will be delivered.

(r) Applicability to Subcontractors or Suppliers.

(1) The contractor shall ensure that the rights afforded its subcontractors and suppliers under 10
U.S.C. §2320, 10 U.S.C. §2321, and the identification, assertion, and delivery processes of
paragraph (i) of this clause are recognized and protected.

(2) Whenever any technical data or computer software for noncommercial items is to be obtained
from a subcontractor or supplier for delivery to the Government under this contract, the contractor
shall flow down this clause to all of its subcontractors, vendors or suppliers (at any tier), and
require its subcontractors, vendors, or suppliers to do so, without alteration, except to identify the
parties. No other clause shall be used to enlarge or diminish the Government's, the contractor's, or a
higher-tier subcontractor's or supplier's rights in a subcontractor's or supplier's technical data or
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computer software.

(3) Technical data or computer software required to be delivered by a subcontractor or supplier
shall normally be delivered to the next higher-tier contractor, subcontractor, or supplier. However,
when there is a requirement in the prime contract for technical data or computer software which
may be submitted with other than unlimited rights by a subcontractor or supplier, then said
subcontractor or supplier may fulfill its requirement by submitting such technical data or computer
software directly to the Government, rather than through a higher-tier contractor, subcontractor, or
supplier.

(4) The contractor and higher-tier subcontractors or suppliers shall not use their power to award
contracts as economic leverage to obtain rights in technical data or computer software from their
subcontractors or suppliers.

(5) Inno event shall the contractor use its obligation to recognize and protect subcontractor or
supplier rights in technical data or computer software as an excuse for failing to satisfy its
contractual obligation to the Government.

CI 227-3 VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA AND
COMPUTER SOFTWARE (NOV 2022).

The term “contractor” shall mean “Seller”. Any requests from or to the Contracting Officer shall
be through Buyer.

(a) The Government shall presume that a contractor's asserted use or release restrictions are
justified on the basis that the item (to include computer software), component, or process was
developed exclusively at private expense for commercial products and commercial services as
defined in FAR Part 12. The Government will not challenge such assertions unless information
the Government demonstrates that the item, component, or process was not developed exclusively
at private expense.

(b) Justification. The contractor is responsible for maintaining records sufficient to justify the
validity of its markings that restrictions on the Governments right to use, modify, reproduce,
perform, display, release, or disclose technical data or computer software delivered or required to
be delivered under the contract or subcontract. Except for commercial products and commercial
services, the contractors shall be prepared to furnish to the Contracting Officer a written
justification for such restrictive markings in response to a challenge under paragraph (e) of this
clause.

(c) Pre-challenge Request for Information.

(1) The Contracting Officer may request the contractor to furnish a written explanation for any
restriction asserted by the contractor on the right of the United States to use, or authorize use of,
technical data or computer software. If, upon review of the explanation submitted, the Contracting
Officer remains unable to ascertain the basis of the restrictive marking, the Contracting Officer may
further request the contractor to furnish additional information in the records of, or otherwise in
the possession of or reasonably available to, the contractor to justify the validity of any restrictive
marking on technical data or computer software, accompanied with supporting documentation.
The contractor shall submit such written data within a reasonable time after it is requested by the
Contracting Officer.

(2) If the Contracting Officer, after reviewing the written data furnished pursuant to paragraph
(c)(1) of this clause, or any other available information pertaining to the validity of a restrictive
marking, determines that reasonable grounds exist to question the current validity of the marking,
and that continued adherence to the marking would make impracticable the subsequent
competitive acquisition of the item, component, or process to which the technical data or
computer software relates, the Contracting Officer shall follow the procedures in paragraph (d) of
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this clause.

(3) Ifthe contractor fails to respond to the Contracting Officer's request for information under
paragraph (c)(1) of this clause, and the Contracting Officer determines that continued adherence
to the marking would make impracticable the subsequent competitive acquisition of the item,
component, or process to which the technical data or computer software relates, the Contracting
Officer may challenge the validity of the marking as described in paragraph (d) of this clause.

(d) Challenge.

(1) Notwithstanding any provision of this contract concerning inspection and acceptance, if the
Contracting Officer determines that a challenge to the restrictive marking is warranted, the
Contracting Officer shall send a written challenge notice to the contractor or subcontractor
asserting the restrictive markings. Such challenge shall:

(1) State the specific grounds for challenging the asserted restriction;

(i) Require a response within sixty (60) days justifying and providing sufficient evidence as to the
current validity of the asserted restriction;

(i11) State that a Contracting Officer's final decision, issued pursuant to paragraph (f) of this
clause, sustaining the validity of a restrictive marking identical to the asserted restriction, within
the three-year period preceding the challenge, shall serve as justification for the asserted
restriction if the validated restriction was asserted by the same contractor or subcontractor (or any
licensee of such contractor or subcontractor to which such notice is being provided); and

(iv) State that failure to respond to the challenge notice may result in issuance of a final decision
pursuant to paragraph (e) of this clause.

(2) The Contracting Officer shall extend the time for response if the contractor or subcontractor
submits a written request showing the need for additional time to prepare a response.

(3) The contractor’s or subcontractor’s written response shall be considered a claim within the
meaning of the Contract Disputes Act of 1978, and shall be certified in the form prescribed at
FAR Subpart 33.207, regardless of dollar amount.

(4) A contractor or subcontractor receiving challenges to the same restrictive markings from
more than one Contracting Officer shall notify each Contracting Officer of the existence of more
than one challenge. The notice shall also state which Contracting Officer initiated the first
unanswered challenge. The Contracting Officer initiating the first unanswered challenge after
consultation with the contractor and the other Contracting Officers, shall formulate and distribute
a schedule for responding to each of the challenge notices to all interested parties. The schedule
shall afford the contractor an opportunity to respond to each challenge notice. All parties will be
bound by this schedule.

(e) Final Decision When Contractor or Subcontractor Fails to Respond. When a contractor or
subcontractor fails to respond to a challenge notice, other than a failure to respond to a challenge
related to a commercial item, the Contracting Officer will issue a final decision to the contractor or
subcontractor in accordance with the Disputes clause of this contract pertaining to the validity of the
asserted restriction. This final decision shall be issued as soon as possible after the expiration of
the time period of paragraph (d)(1)(i1) or (d)(2) of this clause. Following issuance of the final
decision, the Contracting Officer will comply with the procedures in paragraphs (f)(2)(i1) through
(iv) of this clause.

(f) Final Decision When the Contractor Responds.

(1) If the Contracting Officer determines that the contractor or subcontractor has justified the
validity of the restrictive marking, the Contracting Officer shall issue a final decision to the
contractor or subcontractor sustaining the validity of the restrictive marking, and stating that the
Government will continue to be bound by the restrictive marking. This final decision shall be
issued within sixty (60) days after receipt of the contractor's or subcontractors response to the
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challenge notice, or within such longer period that the Contracting Officer has notified the
contractor or subcontractor that the Government will require. The notification of a longer period
will be made within sixty (60) days after receipt of the response to the challenge notice.

(2)(1) If the Contracting Officer determines that the validity of the restrictive marking is not
justified, the Contracting Officer shall issue a final decision to the contractor or subcontractor in
accordance with the Disputes clause of this contract. Notwithstanding paragraph (e) of the
Disputes clause, the final decision shall be issued within sixty (60) days after receipt of the
contractors or subcontractors response to the challenge notice, or within such longer period that
the Contracting Officer has notified the contractor or subcontractor that the Government will
require. The notification of a longer period will be made within sixty (60) days after receipt of the
response to the challenge notice.

(i1) The Government agrees that it will continue to be bound by the restrictive marking for ninety
(90) days from the issuance of the Contracting Officer's final decision. The contractor agrees that
if it intends to file suit in the United States Claims Court, it will provide a notice of intent to file suit
to the Contracting Officer within ninety (90) days from the issuance of the Contracting Officer's
final decision under paragraph (f)(2)(i) of this clause. If the contractor fails to appeal, file suit, or
provide a notice of intent to file suit to the Contracting Officer within the ninety-day period, the
Government may cancel or ignore the restrictive markings, and the failure of the contractor to take
the required action constitutes agreement with the Contracting Officers final decision.

(ii1) The Government agrees that it will continue to be bound by the restrictive marking where a
notice of intent to file suit in the United States Claims Court is provided to the Contracting Officer
within ninety (90) days from the issuance of the final decision under paragraph (f)(2)(i) of this
clause. The Government will no longer be bound, and the contractor agrees that the Government
may strike or ignore the restrictive markings, if the contractor fails to file its suit within one (1) year
after issuance of the Contracting Officer final decision. Notwithstanding the foregoing, where the
Government agency's Director, Office of Contracts determines that urgent or compelling
circumstances will not permit waiting for the filing of a suit in the United States Claims Court, the
contractor agrees that the Government may, following notice to the contractor, authorize release
or disclosure of the technical data or computer software. Such determination may be made at any
time after issuance of the Contracting Officer final decision, and will not affect the contractor's
right to damages against the United States where its restrictive markings are ultimately upheld, or
to pursue other relief, if any, as may be provided by law.

(iv) The Government agrees that it will be bound by the restrictive marking where an appeal or
suit is filed pursuant to the Contract Disputes Act until final disposition by an agency Board of
Contract Appeals or the United States Claims Court. Notwithstanding the foregoing, where the
Government agency's Director, Office of Contracts determines, following notice to the contractor
that urgent or compelling circumstances will not permit awaiting the decision by such Board of
Contract Appeals or the United States Claims Court, the contractor agrees that the Government
may authorize release or disclosure of the technical data or computer software. Such
determination may be made at any time after issuance of the final decision and will not affect the
contractor's right to damages against the United States where its restrictive markings are
ultimately upheld, or to pursue other relief, if any, as may be provided by law.

(g) Final Disposition of Appeal or Suit.

(1) If the contractor or subcontractor appeals or files suit, and if, upon final disposition of the
appeal or suit, the Contracting Officer's decision is sustained:

(1) The restrictive marking on the technical data or computer software shall be struck, canceled,
ignored, or corrected at the contractors or subcontractors expense; and

(i1) If the restrictive marking is found not to be substantially justified, the contractor or
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subcontractor asserting the restriction shall be liable to the Government for payment of the cost to
the Government of reviewing the restrictive marking and the fees and other expenses (as defined in
28 U.S.C. 2412(d)(2)(A)) incurred by the Government in challenging the marking, unless special
circumstances would make such payment unjust.

(2) If the contractor or subcontractor appeals or files suit, and if, upon final disposition of the
appeal or suit, the Contracting Officer's decision is not sustained:

(1) The Government shall continue to be bound by the restrictive marking; and

(i1) The Government shall be liable to the contractor for payment of fees and other expenses (as
defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the contractor or subcontractor in defending the
marking if the challenge by the Government is found not to have been made in good faith.

(h) Duration of Right to Challenge. The Government, when there are reasonable grounds, may
review and challenge the validity of any restriction asserted by the contractor or subcontractor on
the Governments rights to use, modify, reproduce, release, perform, display, or disclose technical
data or computer software delivered, to be delivered, or otherwise provided by the Contractor or
subcontractor in the performance of a contract. During the period within three (3) years of final
payment on a contract, or within three (3) years of delivery of the technical data or computer
software to the Government, whichever is later, the Contracting Officer may review and make a
written determination to challenge any restriction. The Government may, however, challenge a
restriction on the release, disclosure, or use of technical data or computer software at any time if
such technical data or computer software:

(1) Is publicly available;

(2) Has been furnished to the United States without restriction; or

(3) Has been otherwise made available without restriction.

(i) Decision Not to Challenge. The absence of a challenge to an asserted restriction shall not
constitute validation under this clause. Only the Contracting Officers final decision resolving a
formal challenge by sustaining the validity of a restrictive marking, or actions of an agency Board
of Contract Appeals or a court of competent jurisdiction sustaining the assertion, constitutes
validation as addressed in 10 U.S.C. 2321.

(j) Privity of Contract. The contractor or subcontractor agrees that the Contracting Officer may
transact matters under this clause directly with subcontractors at any tier that assert restrictive
markings or assert restrictions on the Governments right to use, modify, release, perform, display,
or disclose technical data or computer software. However, neither this clause nor any action taken
by the Government under this clause shall create or imply privity of contract between the
Government and subcontractors.

(k) Flowdown. The contractor or subcontractor agrees to insert this clause in contractual
instruments with its subcontractors or suppliers at any tier requiring the delivery of technical data
or computer software, except contractual instruments for commercial products and commercial
services.

CI 227-4 IDENTIFICATION AND ASSERTION OF USE, RELEASE, OR DISCLOSURE
RESTRICTIONS (JUL 2018).

The term “contractor” or “Offeror” shall mean “Seller”. The term “Contracting Officer” shall
mean Buyer.

(a) The terms used in this clause are defined in the Technical Data and Computer Software:
Noncommercial Items clause contained in this contract.

(b) The identification and assertion requirements in this clause apply to technical data and
computer software to be delivered with other than unlimited rights. Notification and identification
is not required for restrictions based solely on copyright.
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(c) Offers submitted in response to this solicitation shall identify, to the extent known at the time
an offer is submitted to the Government, the technical data or computer software that the offeror,
its subcontractors or suppliers, or potential subcontractors or suppliers, assert should be furnished
to the Government with restrictions on use, release, or disclosure.
(d) The contractor’s assertions, including the assertions of its subcontractors or suppliers, shall be
submitted as an attachment to its offer/proposal in the following format, dated and signed by an
official authorized to contractually obligate the contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure
of Technical Data or Computer Software

The offeror asserts for itself, or the persons identified below, that the Government's rights to use,

release, or disclose the following technical data or computer software should be restricted:

Technical Data or Basis for Asserted Rights Name of Person
Computer Assertion Category Asserting
Software to Be (2) 3) Restrictions
Furnished With 4)
Restrictions
(1)
(LIST) (5) (LIST) (LIST) (LIST)

(1) For technical data (other than computer software documentation) pertaining to items,
components, or processes developed at private expense, identify both the deliverable technical
data and each such item, component, or process (to include document titles, version numbers, and
dates for clarity). For computer software or computer software documentation, identify the
software or documentation (to include document and software titles, version numbers, and dates
for clarity).

(2) Generally, development at private expense, either exclusively or partially, is the only basis for
asserting restrictions. For technical data, other than computer software documentation,
development refers to development of the item, component, or process to which the data pertain.
The Government's rights in computer software documentation generally may not be restricted. For
computer software, development refers to the software. Indicate whether development was
accomplished exclusively or partially at private expense. If development was not accomplished at
private expense, or for computer software documentation, enter the specific basis for asserting
restrictions.

(3) Enter the asserted rights category (e.g., Government purpose license rights from a prior
contract, limited, restricted, or Government purpose rights under this or a prior contract, or
specially negotiated licenses).

(4) Identify the corporation, individual, or other person, as appropriate.

(5) Enter “None” when all data or software will be submitted without restrictions.

Date:

Printed Name and Title:

Signature:
(End of identification and assertion)

(e) A contractor’s failure to submit, complete, or sign the notification and identification required
by paragraph d. of this provision with its offer will constitute a minor informality. If assertions are
required and the contractor does not correct such informality within the time prescribed by the
Contracting Officer, the offer may be ineligible for award.
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f. If the contractor is awarded a contract, the assertions identified in paragraph (d) of this provision
shall be included in an attachment (the Attachment) and incorporated as a separate attachment in
the resultant contract. Upon request by the Contracting Officer, the contractor shall provide
sufficient information to enable the Contracting Officer to evaluate any listed assertion. Updates to
the assertion list shall be included in an amended Attachment.

CI 227-5 LIMITATIONS ON THE USE OR DISCLOSURE OF GOVERNMENT-
FURNISHED INFORMATION MARKED WITH RESTRICTIVE LEGENDSL (NOV
2022).

In paragraph (c)(1), the term "Government" shall mean "Government and Buyer". The term
"contractor" shall mean "Seller".

(a) The terms limited rights, restricted rights, special license rights, and Government purpose
rights are defined in the Rights in Technical Data and Computer Sofiware: Noncommercial Items
clause of this contract.

(b) Technical data or computer software provided to the contractor as Government-furnished
information (GFI) under this contract may be subject to restrictions on use, modification,
reproduction, release, performance, display, or further disclosure.

(1) GFI Marked with Limited or Restricted Rights Legends. The contractor shall use, modity,
reproduce, perform, or display technical data received from the Government with limited rights
legends, or computer software received with restricted rights legends only in the performance of
this contract. The contractor shall not, without the express written permission of the party whose
name appears in the legend, release or disclose such data or software to any unauthorized person.
Prior to providing limited rights technical data or restricted rights computer software as GFI, the
Government shall ensure that:

(i The receiving development contractor(s) or subcontractor(s) contract arrangements are
subject to clauses CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or
Disclosure of Government-Furnished Information Marked with Restrictive Legends; and

@@ The receiving support contractor(s) or subcontractor(s) contract arrangements are subject to
clauses CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI 227-5,
Limitations on the Use or Disclosure of Government-Furnished Information Marked with
Restrictive Legends.

(2) GFI Marked with Government Purpose Rights Legends. The contractor shall use technical
data or computer software received from the Government with Government purpose rights
legends for Government purposes only. The contractor shall not, without the express written
permission of the party whose name appears in the restrictive legend, use, modify, reproduce,
release, perform, or display such technical data or computer software for any commercial purpose,
or disclose such data or software to a person other than its subcontractors, suppliers, or prospective
subcontractors or suppliers who require the data or software to submit offers for, or perform,
contracts under this contract. Prior to disclosing the data or software, the contractor shall
coordinate with the Buyer before requiring the persons to whom disclosure will be made to
complete and sign non-disclosure agreements including the same limitations included in this
paragraph.

(3) GFI Marked with Special License Rights Legends. The contractor shall use, modify,
reproduce, release, perform, or display technical data or computer software received from the
Government with specially negotiated license legends only as permitted in the license. Such data
or software may not be released or disclosed to other persons unless permitted by the license.

(4) GFI technical data or computer software marked with commercial restrictive legends.

(1) The contractor shall use, modify, reproduce, perform, display technical data and/or computer
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software that is or pertains to a commercial item and is received from the Government with a
commercial restrictive legend (i.e. marked to indicate that such data are subject to use,
modification, reproduction, release, performance, display, or disclosure restrictions) only in the
performance of this contract. The Contractor shall not, without the express written permission
of the party whose name appears in the legend, use the technical data to manufacture additional
quantities of the commercial items, release or disclose such data to any unauthorized person. Prior
to providing technical data or computer software marked with commercial restrictive legends, the
Government shall ensure that:

(A) The receiving development contractor(s) or subcontractor(s) contract arrangements are
subject to clauses CI 209-5, Protection of Information, and CI 227-5, Limitations on the Use or
Disclosure of Government-Furnished Information Marked with Restrictive Legends; and

(B) The receiving support contractor(s) or subcontractor(s) contract arrangements are subject to
clauses CI 209-8, Support Contractor Corporate Non-Disclosure Agreement, and CI 227-5,
Limitations on the Use or Disclosure of Government-Furnished Information Marked with
Restrictive Legends.

(¢) Indemnification and Creation of Third Party Beneficiary Rights. The contractor agrees:

(1) To indemnify and hold harmless the Government, its agents, and employees from every
claim or liability, including attorney's fees, court costs, and expenses, arising out of, or in any way
related to, the misuse or unauthorized modification, reproduction, release, performance, display,
or disclosure of technical data or computer software received from the Government with
restrictive legends by the contractor or any person to whom the contractor has released or
disclosed such data or software; and

(2) That the party whose name appears on the restrictive legend, in addition to any other rights it
may have, is a third party beneficiary who has the right of direct action against the contractor, or
any person to whom the contractor has released or disclosed such data or software, for the
unauthorized duplication, release, or disclosure of technical data or computer software subject to
restrictive legends.

CI 227-8 COMMERCIAL TECHNICAL DATA AND COMPUTER SOFTWARE
LICENSING-ORDER OF PRECEDENCE (NOV 2022).

This clause applies when the contract requires delivery of commercial item technical data,
computer software, or computer software documentation. The term "Licensor" means "Seller"
and theterm "Licensee" means "Buyer." The Addendum required by paragraph (b) is
incorporated into the contract.

(@ Upon delivery of any commercial item technical data, computer software, computer software
documentation, or any combination thereof, to the Government contained in any CLIN or CDRL,
the following provisions shall take precedence over conflicting provisions in any license associated
with those items, notwithstanding any provisions in those licenses to the contrary through renewals
or extensions, as needed, to this contract:

(1) The Government shall have the right to use, perform, display, or disclose that commercial
product and commercial service technical data, in whole or in part, within theGovernment.

(2) The Government may not, without the written permission of the Licensor, release or disclose
the commercial product or commercial service technical data and commercial computer software
outside the Government, use the commercial product or commercial service technical data and
computer software for manufacture, or authorize the commercial product or commercial service
technical data and computer software to be used by another party, except that the Government
may reproduce, release, or disclose such data and software or authorize the use or reproduction of
such data and software by persons outside the Government (including their subcontractors) to
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perform their respective contract(s) as identified in CI 209-6 in Section I.

(3) The Licensor agrees that the Government shall have the right to unilaterally add or delete
contractors from those supporting this Program contract at any time, and its exercise of that right
shall not entitle the Licensor to an equitable adjustment or a modification of any other terms and
conditions of this contract.

(4) The duration of this license shall be, at a minimum, for the period of performance of this
contract (including options, if exercised) unless the license specifies a longer period.

(5) License rights related to technical data described in, and granted to the U.S. Government under
clause CI 227-1 shall apply to all such technical data associated with delivered computer software
including, but not limited to, user’s manuals, installation instructions, and operating instructions.
(6) Disputes arising between the Licensee and the U.S. Government pertaining to the provisions
of the License shall be subject to the Contract Disputes Act. Furthermore, the jurisdiction and forum
for disputes hereunder upon delivery to the U.S. Government shall be the Armed Services Board
ofContract Appeals (ASBCA) or the U.S. Court of Federal Claims (COFC), as appropriate.

(7) By law, the U.S. Government cannot enter into any indemnification agreement where the
Government’s liability is indefinite, indeterminate, unlimited, and in violation of the Anti-
Deficiency Act; therefore, any such indemnification provision in this License shall be void.

(8) Inthe event the Licensee files a claim with the U.S. Government on behalf of the Licensor and
prevails in a dispute with the Government relating to that claim, the Licensor agrees that damages
and remedies awarded shall exclude attorney’s fees.

(9) Subject to the security requirements set forth in this contract, and upon receiving written
consent by the U.S. Government, the Licensor may be permitted to enter Government installations
for purposes such as software usage audits or other forms of inspection.

(10) The items provided hereunder may be installed and used at any U.S. Government installation
worldwide at which this Program equipment and/or software is located consistent with the
provisions of the contract between the U.S. Government and the Licensee.

(11) Under no circumstances shall terms of the License or any modifications thereto renew
automatically so as to obligate funds in advance of funds being appropriated in contravention of
the Anti-Deficiency Act.

(12) The Licensor shall comply with, and all delivered items shall conform to, all applicable
Government security/ classification rules and regulations applicable to this agreement, in
particular those set forth in the applicable DD Form 254 (Department of Defense Contract
Security Classification Specification).

(13) The Licensor understands that the ultimate purpose of the Licensee entering into this License
with the Licensor is for the Licensor to supply to the U.S. Government a critical component of a
weapons system whose continued sustainment is mandated by Federal law (10 U.S.C. § 2281, 42
U.S.C. § 14712). Accordingly, should the U.S. Government use, release or disclose the items
described in this License in a manner inconsistent with the terms of this License, the U.S.
Government shall not be required to de- install and stop using those items or return such items to
the Licensee, and the Licensor's remedy will be limited to monetary damages.

(14) In the event of inconsistencies between the License and Federal law, Federal law shall apply.
(15) The Government shall not be required to comply with the terms and conditions of any License
that is inconsistent with any applicable laws, regulations, or policies pursuant to export controlled
items.

(16) Any claim the Licensee files with the U.S. Government on behalf of the Licensor, and any
claim the U.S. Government files with the Licensor, shall be submitted within the period specified
in FAR 52.233- 01 (“Disputes”).

(b) Subcontractor Flow-down. The contractor (“Licensee”) shall include the following clause in
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any agreement between it and its subcontractors (“Licensors”) that require the delivery of
commercial product or commercial service technical data, computer software, or computer
software documentation, and this clause shall be in effect during the period of performance of this
contract or into perpetuity for perpetual licenses:

This Addendum is entered intobetween (“Licensee”) and (“Licensor”) and
relates to the commercial product or commercial service technical data, computer software, or
computer software documentation (“Items”) licensed to the Licensee by the Licensor through the
Licensee’s License Agreement (“Agreement”), and this Addendum is incorporated by reference
into the Agreement. The Addendum terms will come into effect if and when the Agreement is
transferred to the Government. All references to such Items shall include all software updates
(e.g., software maintenance patches, version changes, new releases) and future substitutions made
by the Licensor. Upon delivery of that/those Items, Licensor and Licensee agree that the following
provisions in this Addendum shall take precedence over conflicting provisions, if any, in the
Agreement notwithstanding any provisions in the Agreement to the contrary:

(1) License rights related to technical data granted to the U.S. Government under clause CI 227-
1(b)(1) shall apply to all technical data associated with delivered computer software including, but
not limited to, user’s manuals, installation instructions, and operating instructions.

(2) Disputes arising between the Licensee and the U.S. Government pertaining to the provisions
of the Agreement shall be subject to the Contract Disputes Act. Furthermore, the jurisdiction and
forum for disputes hereunder upon delivery to the U.S. Government shall be the Armed Services
Board of Contract Appeals (ASBCA) or the U.S. Court of Federal Claims (COFC), as
appropriate.

(3) By law, the U.S. Government cannot enter into any indemnification agreement where the
Government’s liability is indefinite, indeterminate, unlimited, and in violation of the Anti-Deficiency
Act; therefore, any such indemnification provision in this Agreement shall be void.

(4) In the event the Licensee files a claim with the U.S. Government on behalf of the Licensor
and prevails in a dispute with the Government relating to that claim, the Licensor agrees that
damages and remedies awarded shall exclude attorney’s fees.

(5 Upon receiving written consent by the U.S. Government, the Licensor may be permitted to
enter Government installations for purposes such as software usage audits or other forms of
inspection.

(6) The Items provided hereunder may be installed and used at any U.S. Government installation
worldwide consistent with the provisions of the contract between the U.S. Government and the
Licensee (e.g., limitations on number of executing instances of software, number of users, other
processing volume limitations).

(7) Under no circumstances shall terms of the Agreement or any modifications thereto renew
automatically so as toobligate funds in advance of funds being appropriated in contravention of the
Anti- Deficiency Act.

(8) Licensor shall comply with, and all delivered Items shall conform to, all applicable
Government security/ classification rules and regulations applicable to this Agreement, in
particular those set forth in the applicable DD Form 254 (Department of Defense, Contract
Security Classification Specification).

(9) Licensor understands that the ultimate purpose of the Licensee entering into this Agreement
with the Licensor is for the Licensor to supply to the U.S. Government a critical component of a
weapons system whose continued sustainment is mandated by Federal law (10 U.S.C. § 2281,
42U.S.C. § 14712). Accordingly, should the U.S. Government use, release, or disclose the Items
described in this Agreement in a manner inconsistent with the terms of this Agreement, the U.S.
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Government shall not be required to uninstall and stop using those Items or return such Items to the
Licensee.
(10) In the event of inconsistencies between the Agreement and Federal law, Federal law shall

apply.

CI 227-11 TECHNICAL DATA AND COMPUTER SOFTWARE: WITHHOLDING OF
PAYMENT (NOV 2007).

The term “contractor” shall mean “Seller”. The term “Government” and “Contracting Officer”
shall mean “Buyer”.

(a) If technical data and computer software (as defined in clause CI 227-2) specified to be
delivered under this contract are not delivered within the time specified by this contract, or are
deficient upon delivery (including having unauthorized restrictive markings), the Contracting
Officer shall, until such data and computer software are accepted by the Government, withhold all
subsequent payments to the contractor until a reserve is established totaling 5 percent of the total
contract price. Payments shall not be withheld nor any other action taken pursuant to this
paragraph when the Contracting Officer determines that the contractor's failure to make timely
delivery or to deliver the technical data or computer software without deficiencies arises out of
causes beyond the control and without the fault or negligence of the contractor.

(b) The withholding of any amount or subsequent payment to the contractor shall not be
construed as a waiver of any rights accruing to the Government under this contract. Use of this
clause constitutes a determination by the Contracting Officer that the limitation established by FAR
Clause 52.232-9, Limitation on Withholding of Payments, shall not apply to the amount withheld
under this clause.

CI 245-2 NO CONTRACT ACCOUNTABLE GOVERNMENT PROPERTY (NOV 2017).
This clause applies to first tier subcontracts that are directly chargeable to the Prime Contract.
(a) This contract shall be performed and completed without any contract-accountable Government
property. The contractor shall make no requests for Government property except when the
Government may accrue significant tangible benefits by granting such a request. The contractor
shall not accept, request, or pursue contract-accountable Government property from anyone other
than the Contracting Officer.

(b) The contractor may use Government property in their possession but accountable to another
Government contract for the performance of this contract if approved in writing by the
Contracting Officer of the accountable contract. Such use shall be on a rent-free basis, shall not
interfere with performance of the accountable contract, and shall comply with the terms and
conditions specified in that contract and in the accountable Contracting Officer’s approval letter.
This paragraph does not apply to Government-furnished material.

(c) If applicable, the Government Property List may identify Government-accountable (site)
property available for the performance of this effort at Government facilities. While the
Government retains ultimate accountability for such property, the contractor will be responsible
for managing it in compliance with USG Government Property requirements. The requirements in
FAR 52.245-1 and Buyer’s customer’s related clause do not apply to the management of
Government-accountable property.
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