
CUSTOMER CONTRACT REQUIREMENTS
Cyber Insider Threat - CINDER

CUSTOMER CONTRACT FA8750-11-C-0038

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below. If this contract is for the procurement of
commercial items under a Government prime contract, as defined in FAR Part 2.101, see Section 3 below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (SEP 2006).  
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (OCT 2010).  Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause applies only if this contract exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (JAN 1997).  This clause applies to
this contract if the Seller, its employees, officers, directors or agents participated personally and substantially in any part of the
preparation of a proposal for this contract. The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to
violations of the Act (as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (JAN 1997).  
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.If the
Government reduces Buyer's price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from
sums owed Seller the amount of the reduction.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions (SEP 2007).  
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010).  This clause applies only if this contract is in excess of
$5,000,000 and has a period of performance of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN 2010).  This clause
applies if this contract is funded in whole or in part with Recovery Act funds.
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52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (JUL 2010).  If this contract is in excess of
$25,000, and in the previous tax year, Seller had gross income of $300,000 or more, Seller shall promptly upon receipt of the
contract, provide Buyer's Authorized Procurement Representative the information described in paragraph (c) (1)
subparagraphs (i), (vii), and (viii), and the information described in paragraph (c) (3). Buyer advises Seller that the
information will be made available to the public as required by paragraph (b).

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a priority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract exceeds $100,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause.

52.215-2 Audit and Records-Negotiation (OCT 2010)  Alternate I (MAR 2009).  This clause applies if this contract is funded in
whole or in part with Recovery Act funds. If 52.215-2, with Alternate I applies, 52.215-2, without Alternate I is deleted.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010).  This Clause applies to this contract if it meets the
requirements of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than Pensions (JUL 2005).  This
Clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997).  This Clause applies to this contract if it meets the requirements of
FAR 15.408(k).

52.219-8 Utilization of Small Business Concerns (MAY 2004).  

52.222-21 Prohibition of Segregated Facilities (FEB 1999).  

52.222-26 Equal Opportunity (MAR 2007).  

52.222-35 Equal Opportunity for Veterans. (SEP 2010).  This clause applies only if this contract is $100,000 or more.

52.222-36 Affirmative Action For Workers With Disabilities (OCT 2010).  This clause applies only if this contract exceeds
$15,000.

52.222-37 Employment Reports on Veterans (SEP 2010).  This clause applies if this contract is $100,000 or more.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (FEB 2009).  In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (e), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).  

This clause applies to all subcontracts that (1) are for (i) commercial or noncommercial services (except for commercial services that are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
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performed in the United States.

52.222-99 Notification of Employee Rights Under the National Labor Relations Act.  Deviation (JUN 2010).  This clause applies
to contracts that exceed $10,000 that will be performed wholly or partially in the United States, unless exempted by the rules,
regulations, or orders of the Secretary of Labor issued pursuant to section 3 of Executive Order 13496 of January 30, 2009.

52.223-13 Certification of Toxic Chemical Release Reporting (AUG 2003).  Except for commercial items as defined in FAR Part
2, this clause applies to competitive procurements expected to exceed $100,000 (including all options). If Seller is not subject to the
Form R filing and reporting requirements, Seller shall inform Buyer which exemption or exemptions in subparagraph (b)(2) of this
clause apply.

52.223-14 Toxic Chemical Release Reporting (AUG 2003).  This clause applies only if this contract is not for commercial items as
defined in FAR Part 2, was competitively awarded, and exceeds $100,000 (including all options).

52.223-18 Contractor Policy To Ban Text Messaging While Driving (SEP 2010).  

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

52.227-1 Authorization and Consent (DEC 2007).  

52.227-1 Authorization and Consent  Alternate I (APR 1984).  

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007).  A copy of each notice sent to the
Government will be sent to Buyer.

52.227-11 Patent Rights -- Ownership by the Contractor (DEC 2007).  This clause applies only if this contract is for experimental,
developmental, or research work and Seller is a small business firm or nonprofit organization.

52.230-6 Administration of Cost Accounting Standards (JUN 2010).  Add "Buyer and the" before "CFAO" in paragraph (m). This
provision applies if clause H001, H002, H004 or H007 is included in this contract.

52.242-15 Stop-Work Order (AUG 1989).  Change "90 days" and "30 days" to "100 days" and "20 days" respectively. The terms
"Contracting Officer" and "Government" shall mean Buyer.

52.242-15 Stop-Work Order  Alternate I (APR 1984).  Change "90 days" and "30 days" to "100 days" and "20 days" respectively.
The terms "Contracting Officer" and "Government" shall mean Buyer.  In the first sentence of Alternate I, "the Termination clause of
this contract" is modified to read "the Termination/Cancellation clause of this contract."

52.244-6 Subcontracts for Commercial Items (OCT 2010).  

52.245-1 Government Property (AUG 2010).  

This clause applies only if Government property is acquired or furnished for contract performance. 
 "Government" shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government" shall mean the Government or the Buyer.  Paragraph (h)(1) is deleted and replaced by the
following: “Seller assumes the risk of, and shall be responsible for, any loss, damage, destruction, or theft of
Government property upon its delivery to Seller as Government-furnished property. However, Seller is not
responsible for reasonable wear and tear to Government Property or for Government property properly
consumed in performing this contract.” If the contract incorporates Boeing General Provision GP4, the
Government-Owned Property article in GP4 is hereby deleted.
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52.247-64 Preference for Privately Owned U.S .-Flag Commercial Vessels (FEB 2006).  This clause does not apply if this
contract is for the acquisition of commercial items unless (i) this contract is a contract or agreement for ocean
transportation services; or a construction contract; or (ii) the supplies being transported are (a) items the Seller is reselling
or distributing to the Government without adding value (generally, the Seller does not add value to the items when it
subcontracts items for f.o.b. destination shipment); or (b) shipped in direct support of U.S. military (1) contingency
operations; (2) exercises; or (3) forces deployed in connection with United Nations or North Atlantic Treaty Organization
humanitarian or peacekeeping operations.

2. DoD FAR Supplement Clauses  DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related Felonies (DEC 2008).  
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is not for
the purchase of commercial items or commercial components.  Except in paragraph (a), "this contract" and "the contract" mean the
contract between Buyer and Seller. In subparagraph (d)(2), delete the words "or first-tier subcontractor."  In paragraph (e), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government.   In paragraph (f), "through the Buyer" is inserted
after "Contracting Officer." Paragraph (g) is deleted.

252.204-7000 Disclosure of Information (DEC 1991).  Seller will submit requests for authorization to release through Buyer. Seller
shall submit written requests to Buyer a minimum of 60 days prior to proposed date of release.

252.204-7008 Requirements for Contracts Involving Export-Controlled Items. (APR 2010).  

252.211-7003 Item Identification and Valuation (AUG 2008).  Seller shall comply with the unique item identification requirements
of this clause for those subassemblies, components, and parts specified elsewhere in this contract. Such identification and marking shall
be a high-capacity 2D machine readable code to comply with the version of MIL-STD-130, Identification Marking of U.S. Military
Property, set forth elsewhere in this contract; or if not so stated, then the Seller shall comply with MIL-STD-130 N. The code may
include, as space is available, linear bar code and human readable characters. Unless otherwise specified in Boeing product drawings or
specifications, the seller may use either Construct #1 or Construct #2. The Seller shall not be required to furnish item valuations as set
forth in this clause.

252.225-7012 Preference for Certain Domestic Commodities (JUN 2010).  

252.227-7013 Rights In Technical Data -- Noncommercial Items (NOV 1995).  This clause applies only if the delivery of data is
required for noncommercial items under this contract.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer Software Documentation (MAR
2011).  This clause applies only if the delivery of noncommercial computer software or noncommercial computer documentation may
be originated, developed or delivered under this contract.

252.227-7016 Rights in Bid or Proposal Information (JUN 1995).  

252.227-7019 Validation of Asserted Restrictions - Computer Software (JUN 1995).  This clause applies only if computer
software may be originated, developed, or delivered under this contract.

252.227-7030 Technical Data -- Withholding of Payment (MAR 2000).  In this clause, "Government" and "Contracting Officer"
shall mean Buyer. This clause applies only if the delivery of technical data is required under this contract.
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252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 1999).  This clause applies only if the delivery of data is
required by this contract.

252.227-7038 PATENT RIGHTS—OWNERSHIP BY THE CONTRACTOR (LARGE BUSINESS) (DEC 2007).  This clause
applies only if this contract is for experimental, developmental, or research work and Seller is not a small business firm or
nonprofit organization.

252.231-7000 Supplemental Cost Principles (DEC 1991).  

252.235-7004 PROTECTION OF HUMAN SUBJECTS (JUL 2009).  In subparagraph (c)(1), HRPO means HRPO and Buyer;
"with a copy to the Contracting Officer" is deleted; "from the Contracting Officer " is deleted; and in the last sentence, Contracting
Officer means Buyer. In subparagraph (c)(2) HRPO means HRPO and Buyer; "with a copy to the Contracting Officer" is deleted and
"from the Contracting Officer" is deleted. In paragraph (e), "under Federal Acquisition Regulation clause 52.242-15" is deleted and
Contracting Officer means Buyer.

252.236-7013 Requirement for Competition Opportunity for American Steel Producers, Fabricators, and Manufacturers
(JAN 2009).  This clause applies if this contract involves the acquisition of steel as a construction material.

252.247-7023 Transportation of Supplies by Sea (MAY 2002).  This clause applies only if the supplies are of a type described in
paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." In paragraph (g) "Government" means Buyer.
This clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold. Paragraphs (f)
and (g) are excluded.

252.247-7024 Notification of Transportation of Supplies by Sea (MAR 2000).  Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercial items that (i) Seller is reselling or distributing to the Government without adding value (generally, Seller does not add value
to items that it contracts for f.o.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.

3. Prime Contract Special Provisions  The following prime contract special provisions apply to this purchase order

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS AND COMMERCIAL COMPONENTS  (NOV 2010).  

SUBCONTRACTS FOR COMMERCIAL ITEMS AND COMMERCIAL COMPONENTS

(DOD CONTRACTS)

5352.201-9101 OMBUDSMAN (APR 2010).  

Para (c). Ombudsmen names, addresses, phone numbers, fax, and email addresses.

'Karen Sue Hunter, Building 15, RM225, 1864 4th Street, Wright-Patterson AFB OH

45433-7130 FAX: 937-255-5036 COM: 937-255-7754'

E007 INSPECTION AND ACCEPTANCE AUTHORITY (APR 1988).  
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Inspection and acceptance for all Contract and Exhibit Lines or Subline Items shall be accomplished by

the Program Manager, Air Force Research Laboratory, Rome, NY .

F005 DELIVERY OF REPORTS  (OCT 1998).  

(a) All data shall be delivered in accordance with the delivery schedule shown on the Contract

Data Requirements List, attachments, or as incorporated by reference.

(b) All reports and correspondence submitted under this contract shall include the contract

number and project number, if applicable, and be forwarded prepaid. A copy of the letters of transmittal

shall be delivered to the Procuring Contracting Officer (PCO) and Administrative Contracting Officer

(ACO). The addresses are set forth on the contract award cover page. All other address(es) and code(s)

for consignee(s) are as set forth in the contract or incorporated by reference.

G014 IMPLEMENTATION OF PATENT RIGHTS CLAUSE (DEC 2007).  

All documents and information required by the patent rights and/or patent reporting clauses set forth in

this CCR shall be submitted to the Administrative Contracting Officer and to Air Force

Research Laboratory/RIJ, 26 Electronic Parkway. Rome NY 13441-4514.

The AFRLlRIJ patent administrator can be reached at Area Code (315) 330-2087 or DSN 587-2087

This notice also constitutes a request (see DFARS 252.227-7038) for submission of a copy of the patent

application, when filed, along with the patent application serial number, filing date, subsequent U.S.

patent number and issue date, as received.

H028 IMPLEMENTATION OF DISCLOSURE OF INFORMATION (APR 2007).  

To comply with DFARS 252.204-7000, Disclosure of Information, the supplier should submit two copies

of the information to be released to the Air Force Program Manager at least 60 days prior to the

scheduled release date.

The 88 ABW/PA is hereby designated as the approval authority for the Contracting Officer.

H097 ACKNOWLEDGEMENT OF SPONSORSHIP (APR 2006).  

(a) The supplier agrees that in the release of information relating to this contract such release

shall include a statement to the effect that the project or effort depicted was or is sponsored by the Air
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Force Research Laboratory (AFRL).

(b) For the purpose of this clause, "information" includes but is not limited to material presented

in news releases, articles, manuscripts, brochures, advertisements, still and motion pictures, speeches,

presentations, meetings, conferences, symposia, etc.

(c) Nothing in the foregoing shall affect compliance with the requirements of the clause (if

applicable) of this contract entitled "Security Requirements".

(d) The supplier further agrees to include this provision in any subcontracts awarded as a

result of this contract.

RIK-D001 COMMERCIAL PACKAGING (JAN 2011).  

(a) Items shall be packaged in accordance with the Supplier's commercial best practice to

ensure undamaged arrival at destination. Individual shipments exceeding 150 pounds, 108 inches in

length, or 130 inches in girth plus length shall be packaged on skidded crates or palletized to allow

handling by forklift.

(b) The exterior container shall be marked (readable from 24 inches): "NOT FOR OUTSIDE

STORAGE."

RIK-H002 CONDUCT OF RESEARCH INVOLVING HUMAN SUBJECTS  (JAN 2011).  

(a) The Supplier shall bear primary responsibility for conduct of the research performed under

this contract.

(b) The Supplier shall comply, as appropriate, with the provisions of the following

directives/regulations:

(1) Department of Defense, Title 32, Code of Federal Regulations, part 219 (32 CFR 219),

"Protection of Human Subjects" and "Protection of Human Subjects in DoD Supported Research," (July

2002).

(2) DHHS Regulations, "Protection of Human Subjects" (45 CFR Part 46) of 23 June 2005.

(3) DoD Directive 3216.2, "Protection of Human Subjects in DoD Supported Research,"

certifred as current as of 24 April 2007.

(4) DARPA Instruction Number 66, "Protection of Human Subjects in Research," 3 February

2005.
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(5) Air Force Instruction 40-402, 5 May 2005, "Protection of Human Subjects in Biomedical

and Behavior Research."

(6) AFRL Instruction 40-402, "Using Human Subjects in Research, Development, Test and

Evaluation," 17 October 2008.
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