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CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements  (JAN 2017).  

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and
Other Covered Entities (JUL 2018).  In paragraph (c)(1), the term "Government" means "Government or Buyer" and the term
"Contracting Officer" means "Buyer."  All reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.212-4 Contract Terms and Conditions-Commercial Items (JAN 2017).   Only paragraph (u) of this clause applies.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.215-23 Limitations on Pass-Through Charges. (OCT 2009).  This clause applies to all cost-reimbursement subcontracts that
exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if
included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but
was amended after October 1, 2010 to increase the Simplified Acquisition Threshold. If the contract is with DoD, then this clause
applies to all cost-reimbursement subcontracts and fixed-price subcontracts, except those identified in 15.408(n)(2)(i)(B)(2), that exceed
the threshold for obtaining cost or pricing data in accordance with FAR 15.403-4.  In paragraph (c), "Contracting Officer" shall mean
Buyer.

52.225-1 Buy American - Supplies  (MAY 2014).   The term "Contracting Officer" shall mean Buyer the first time it  is used in
paragraph (c). In paragraph (d), the phrase "in the provision of the solicitation entitled 'Buy American Certificate' is deleted and
replaced with "in its offer."

2. DoD FAR Supplement Clauses   DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (OCT 2016).  This clause applies if the
Contract is for operationally critical support or where performance will involve a covered contractor information system.  The term
“contractor” retains its original meaning wherever the word is not capitalized. In the terms “Contractor attributional/proprietary
information,” “Contractor information system” and "covered contractor information system," the term "contractor" also retains its
original meaning. In paragraph (b)(2), the applicable security standard that applies to this Contract is NIST SP 800-171, Revision 1. In
paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime
Contractor” retains its original meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request to
the Contracting Officer to vary from NIST SP 800-171, Revision 1. Reporting to Buyer in accordance with (m)(2)(ii) shall be
accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized Procurement Representative. The Boeing 1st tier
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subcontractor promptly shall report lower tier subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause 252.204-7012 as modified by the
preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a
variance from the requirements of NIST SP 800-171, Revision 1 to the US Government Contracting Office and that Seller’s request for
such variance was approved by an authorized representative of the DoD CIO.
 

252.211-7003 Item Unique Identification and Valuation (MAR 2016).  This clause applies if this contract acquires any item for
which unique item identification is required in accordance with paragraph (c) (1) of this clause. Any exceptions under paragraph (c) (1)
(i) or specific items requiring a unique item identifier in accordance with paragraph (c) (1) (ii)-(v),  if any, shall be identified in an exhibit
in this contract.
 

252.226-7001 Utilization of Indian Organizations and Indian-Owned Economic Enterprises--DoD Contracts and Native
Hawaiian Small Business Concerns  (SEP 2004).  This clause applies only if this contract exceeds $500,000.

252.245-7001 Tagging, Labeling, and Marking Of Government-Furnished Property (APR 2012).   

3. AFFARS Clauses   The following contract clauses are incorporated by reference from the Air Force Federal Acquisition Regulation
Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" means Seller.

5352.223-9000 Elimination of Use of Class I Ozone Depleting Substances (ODS)  (NOV 2012).  
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