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CUSTOMER CONTRACT REQUIREMENTS 
Communications, Navigation, and Surveillance (CNS) and Traffic Management Systems (TMS) 

CUSTOMER CONTRACT DTRT57-08-R-20002 

 

CUSTOMER CONTRACT REQUIREMENTS 

The following customer contract requirements apply to this contract to the extent 
indicated below. If this contract is for the procurement of commercial items under a 
Government prime contract, as defined in FAR Part 2.101, see Section 3 below. 

1.   FAR Clauses.    The following contract clauses are incorporated by reference from the 
Federal Acquisition Regulation and apply to the extent indicated. In all of the following clauses, 
"Contractor" and "Offeror" mean Seller.  

52.203-6      Restrictions on Subcontractor Sales to the Government (Sep 2006).  This 
clause applies only if this contract exceeds $100,000.  

52.203-7      Anti-Kickback Procedures (excluding subparagraph (c)(1)) (Jul 1995).    
Buyer may withhold from sums owed Seller the amount of any kickback paid by Seller or 
its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the 
Contracting Officer has offset the amount of such kickback against money owed Buyer 
under the prime contract. This clause applies only if this contract exceeds $100,000.  

52.203-8      Cancellation, Rescission, and Recovery of Funds for Illegal or Improper 
Activity (Jan 1997).    This clause applies to this contract if the Seller, its employees, 
officers, directors or agents participated personally and substantially in any part of the 
preparation of a proposal for this contract. The Seller shall indemnify Buyer for any and 
all losses suffered by the Buyer due to violations of the Act (as set forth in this clause) by 
Seller or its subcontractors at any tier.  

52.203-10      Price or Fee Adjustment for Illegal or Improper Activity (Jan 1997).    
This clause applies only if this contract exceeds $100,000. If the Government reduces 
Buyer's price or fee for violations of the Act by Seller or its subcontractors at any tier, 
Buyer may withhold from sums owed Seller the amount of the reduction.  

52.203-12      Limitation on Payments to Influence Certain Federal Transactions 
(Sep 2007).    This clause applies only if this contract exceeds $100,000. Paragraph (g)(2) 
is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required 
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will 
identify the cognizant Government PCO at Seller's request. Each subcontractor 
certification will be retained in the subcontract file of the awarding contractor."  

52.204-2      Security Requirements (Aug 1996).    Changes clause means the changes 
clause of this contract. This clause applies only if access to classified material is required.  
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52.211-5      Material Requirements (Aug 2000).    Any notice will be given to Buyer 
rather than the Contracting Officer.  

52.215-2      Audit and Records - Negotiation (Jun 1999).    This clause applies only if 
this contract exceeds $100,000 and (i) is cost-reimbursement, incentive, time-and-
materials, labor-hour, or price-redeterminable type or any combination of these types: (ii) 
Seller was required to provide cost or pricing data, or (iii) Seller is required to furnish 
reports as discussed in paragraph (e) of the referenced clause.  

52.215-10      Price Reduction For Defective Cost or Pricing Data (Oct 1997).    This 
clause applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is 
not otherwise exempt. In subparagraph (3) of paragraph (a), insert "of this contract" after 
"price or cost." In Paragraph (c), "Contracting Officer" shall mean "Contracting Officer 
or Buyer." In Paragraphs (c)(1), (c)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean 
"Contracting Officer or Buyer." In Subparagraph (c)(2)(i)(A), delete "to the Contracting 
Officer." In Subparagraph (c)(2)(ii)(B), "Government" shall mean "Government or 
Buyer." In Paragraph (d), "United States" shall mean "United States or Buyer." .  

52.215-11      Price Reduction For Defective Cost or Pricing Data - Modifications 
(Oct 1997).    This clause applies only if this contract exceeds the threshold set forth in 
FAR 15.403-4 and is not otherwise exempt. "Contracting Officer" shall mean 
"Contracting Officer or Buyer." In subparagraph (d)(2)(i)(A), delete "to the Contracting 
Officer." In subparagraph (d)(2)(ii)(B), "Government" means "Government" or "Buyer." 
In Paragraph (e), "United States" shall mean "United States or Buyer." .  

52.215-12      Subcontractor Cost or Pricing Data (Oct 1997).    This clause applies 
only if this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise 
exempt. The certificate required by paragraph (b) of the referenced clause shall be 
modified as follows: delete "to the Contracting Officer or the Contracting Officer's 
representative" and substitute in lieu thereof "The Boeing Company or any of its wholly 
owned subsidiaries." .  

52.215-13      Subcontractor Cost or Pricing Data - Modifications (Oct 1997).    This 
clause applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is 
not otherwise exempt. The certificate required by paragraph (c) of the referenced clause 
shall be modified as follows: delete "to the Contracting Officer or the Contracting 
Officer's representative" and substitute in lieu thereof "to The Boeing Company or The 
Boeing Company's representative (including data submitted, when applicable, to an 
authorized representative of the U.S. Government)." .  

52.215-14      Integrity of Unit Prices (excluding subparagraph (b)) (Oct 1997).    This 
clause applies except for contracts at or below $100,000; construction or architect-
engineer services under FAR Part 36; utility services under FAR Part 41; services where 
supplies are not required; commercial items; and petroleum products.  
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52.215-15      Pension Adjustments and Asset Reversions (Oct 2004).    This Clause 
applies to this contract if it meets the requirements of FAR 15.408(g).  

52.215-18      Reversion or Adjustment of Plans for Postretirement Benefits Other 
Than Pensions (PRB) (Jul 2005).    This Clause applies to this contract if it meets the 
requirements of FAR 15.408(j).  

52.215-19      Notification of Ownership Changes (Oct 1997).    This Clause applies to 
this contract if it meets the requirements of FAR 15.408(k).  

52.215-21      Requirements for Cost or Pricing Data or Information Other Than 
Cost or Pricing Data - Modifications (Oct 1997).    This clause applies only if this 
contract exceeds the threshold set forth in FAR 15.403-4. The term "Contracting Officer" 
shall mean Buyer.  

52.219-8      Utilization of Small Business Concerns (May 2004).     

52.219-9      Small Business Subcontracting Plan (Nov 2007).    In paragraph (c), 
"Contracting Officer" shall mean Buyer. This clause applies only if this contract exceeds 
$550,000 and Seller is not a small business concern.  

52.222-1      Notice to Government of Labor Disputes (Feb 1997).    Contracting 
Officer shall mean Buyer.  

52.222-21      Prohibition of Segregated Facilities (Feb 1999).     

52.222-26      Equal Opportunity (Mar 2007).     

52.222-35      Equal Opportunity for Special Disabled, Veterans of the Vietnam Era, 
and Other Eligible Veterans (Sep 2006).    This clause applies only if this contract 
exceeds $25,000.  

52.222-36      Affirmative Action for Workers With Disabilities (Jun 1998).    This 
clause applies only if this contract exceeds $ 10,000.  

52.222-37      Employment Reports on Special Disabled Veterans, Veterans of the 
Vietnam Era, and Other Eligible Veterans (Sep 2006).    This clause applies only if 
this contract exceeds $25,000.  

52.223-14      Toxic Chemical Release Reporting (excluding subparagraph (e)) (Aug 
2003).    This clause applies only if this contract is not for commercial items as defined in 
FAR Part 2, was competitively awarded, and exceeds $100,000 (including all options).  

52.224-2      Privacy Act (Apr 1984).    This clause applies only if Seller is required to 
design, develop, or operate a system of records contemplated by this clause.  
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52.225-1      Buy American Act - Balance of Payments - Supplies (Jun 2003).    This 
clause does not apply if this contract is placed under a Department of Defense contract.  

52.225-8      Duty-free Entry (Feb 2000).    This clause applies only if this contract 
identifies supplies to be afforded duty-free entry or if foreign supplies in excess of 
$10,000 may be imported into the customs territory of the United States. For the purposes 
of this clause, the blanks in paragraph (g)(3) are completed as follows: UNITED 
STATES GOVERNMENT, DEPARTMENT OF DEFENSE, Duty-free entry is claimed 
pursuant Section XXII, Chapter 98, Subchapter VIII, Item No. 9808.00.30 of the 
Harmonized Tariff Schedule of the United States. Upon arrival of shipment at port of 
entry, the importer or authorized agent will notify Commander, Defense Contract 
Management Area Operations (DCMAO, New York, 201 Varick Street, New York, New 
York, 10014-4811, Attention DCRN-NCT) for execution of Customs Forms 7501, 7501-
A, or 7506 and required duty free entry certificates.  

52.225-13      Restrictions on Certain Foreign Purchases (Feb 2006).     

52.227-1      Authorization and Consent (DEC 2007) - Alternate I (APR 1984)  

52.227-2      Notice and Assistance Regarding Patent and Copyright Infringement 
(Dec 2007).    A copy of each notice sent to the Government will be sent to Buyer.  

52.227-11      Patent Rights - Ownership by the Contractor (Dec 2007)   This clause 
applies only if this contract is for experimental, developmental, or research work and 
Seller is a small business concern or nonprofit organization.  

52.227-14      Rights in Data - General (Dec 2007), Alternate I (Dec 2007), Alternate 
II (Dec 2007) and Alternate III (Dec 2007)  This clause applies only if data, as defined 
in paragraph (a) of the clause, will be produced, furnished, or acquired under this 
contract.  

 52.227-16      Additional Data Requirements (Jun 1987).    This clause applies only if 
this contract involves experimental, developmental, research, or demonstration work.  

52.227-19      Commercial Computer Software - License (Dec 2007).     

52.230-6      Administration of Cost Accounting Standards (Apr 2005).    Add "Buyer 
and the" before "CFAO" in paragraph (m). This provision applies if Clause H001, H002 
or H004 is included in Buyer's contract.  

52.237-2      Protection of Government Buildings, Equipment, and Vegetation (Apr 
1984).    This clause applies only if work will be performed on a Government installation. 
"Contracting Officer" shall mean Buyer.  
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52.242-15      Stop Work Order (Aug 1989).    Change "90 days" and "30 days" to "100 
days" and "20 days" respectively. The terms "Contracting Officer" and "Government" 
shall mean Buyer.  

52.242-15      Stop Work Order (Aug 1989), Alternate I (Apr 1984).    Change "90 
days" and "30 days" to "100 days" and "20 days" respectively. The terms "Contracting 
Officer" and "Government" shall mean Buyer.  In the first sentence of Alternate I, "the 
Termination clause of this contract" is modified to read "the Termination/Cancellation 
clause of this contract."  

52.244-5      Competition in Subcontracting (Dec 1996).     

52.244-6      Subcontracts for Commercial Items (Mar 2007).      

52.245-1      Government Property (Jun 2007).    This clause applies only if 
Government property is acquired or furnished for contract performance.  

52.247-63      Preference for U.S.-Flag Air Carriers (Jun 2003).    This clause only 
applies if this contract involves international air transportation.  

52.247-64      Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 
2006) & Alternate I (Apr 2003) (Feb 2006).     

2.   Commercial Items.    If goods or services being procured under this contract are commercial 
items and Clause H203 is set forth in the purchase order, the foregoing Government clauses in 
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu 
thereof:  

52.219-8      Utilization of Small Business Concerns (May 2004).  This clause applies 
only if  the supplies are of a type described in paragraph (b)(2) of this clause. In 
paragraph (d), "45 days" is changed to "60 days." In paragraph (g) "Government" means 
Buyer. If this contract is at or below $100,000, paragraphs (f) and (g) are excluded.  

52.222-26      Equal Opportunity (Mar 2007).     

52.222-35      Equal Opportunity for Special Disabled, Veterans of the Vietnam Era, 
and Other Eligible Veterans (Sep 2006).    This clause applies only if this contract 
exceeds $25,000.  

52.222-36      Affirmative Action for Workers With Disabilities (Jun 1998).    This 
clause applies only if this contract exceeds $10,000.  

52.222-39      Notification of Employee Rights Concerning Payment of Union Dues or 
Fees (Dec 2004).    This clause applies only if this contract exceeds $100,000.  



IDS Terms and Conditions Guide                                                           Effective:   8/29/2008  
                                                                                                                     Page 6of 10 

52.247-64      Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 
2006).    In paragraph (C)(2) "20" and "30" are changed to 10 and 20 respectively.  

3.   Cost Accounting Standards.     

(1) (Applicable if this contract incorporates clause H001). The version of FAR 52.230-2, 
Cost Accounting Standards, incorporated by clause H001 is the version dated April 1998.  

(2)  (Applicable if this contract incorporates clause H002). The version of FAR 52.230-3, 
Disclosure and Consistency of Cost Accounting Practices, incorporated by clause H002 is 
the version dated April 1998. .  

4.    The following prime contract special provisions apply to this purchase order:  

A.  RIGHTS IN DATA (DEC 1998) 
All data first produced in the performance of this contract, including software, shall be 
delivered with unlimited Government rights, unless otherwise agreed to in writing by the CO 
when granting permission claim to copyright as required by FAR 52.227-14(c). 
 
B.  WARRANTIES (MAY 1999) 
With respect to equipment or supplies acquired under this contract, title of which will pass to the 
Government, any warranties, together with rights to replacement, service, or technical assistance, shall 
run to or automatically be assigned to the Government. 
 
C.  LICENSES (MAY 1999) 
With respect to any computer software, databases, or other licensed product acquired under this contract, 
the license, together with any associated rights, shall run to or automatically be assigned to the 
Government. 
 
D.  GPO PRINTING REQUIREMENT (DEC 1998) 
All printing funded by this contract will be accomplished in conformance with Title 44, 
United States Code, regulations of Joint Committee on Printing, applicable provisions of 
appropriation acts, and applicable regulations issued by the Government Printing Office and 
the Department of Transportation. 
 
E.  HANDLING OF DATA (MAY 2007) 
The contractor and any of its subcontractors in performance of this contract may have need for access to 
and use of various types of data and information in the possession of the Government which the 
Government obtained under conditions that restrict the Government's right to use and disclose the data 
and information, or which may be of such a nature that its dissemination or use other than in the 
performance of this contract would be adverse to the interests of the Government or other parties. 
Therefore, the contractor and its subcontractors agree to abide by any restrictive use conditions on such 
data and not to: 
(1) Knowingly disclose such data and information to others without written authorization from the CO, 
unless the Government has made the data and information available to the public; nor 
(2) Use for any purpose other than the performance of this contract that data which bears a restrictive 
marking or legend. 
In the event the work required to be performed under this contract requires access to proprietary data of 
other companies, the contractor shall obtain agreements from such other companies for such use unless 
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such data is provided or made available to the contractor by the Government. Two copies of such 
company-to-company agreements shall be furnished promptly to the CO for information only. These 
agreements shall prescribe the scope of authorized use or disclosure, and other terms and conditions to be 
agreed upon between the parties. It is agreed by the contractor that any such data, whether obtained by the 
contractor pursuant to the aforesaid agreement or from the Government, shall be protected from 
unauthorized use or disclosure to any individual, corporation, or organization so long as it remains 
proprietary. 
Through formal training in company policy and procedures, the contractor agrees to make employees 
aware of the absolute necessity to maintain the confidentiality of data and information, as required above, 
and, further, to be made aware of the sanctions which may be imposed for divulging either the proprietary 
data of other companies or data that is obtained from the Government to anyone except as authorized. The 
contractor shall obtain from each employee engaged in any effort connected with this contract an 
agreement in writing that shall in substance provide that such employee will not during his/her 
employment by the contractor, or thereafter, disclose to others or use for his/her own benefit or the future 
benefit of any individual any trade secrets, confidential information, or proprietary/restricted data (to 
include Government "For Official Use Only") received in connection with the work under this contract. 
The contractor shall furnish a sample form of this agreement to the CO promptly after award. 
The contractor agrees to hold the Government harmless and indemnify the Government against any 
cost/loss resulting from the unauthorized use of disclosure of third party data or software by the 
contractor, its employees, subcontractors, or agents. 
The contractor agrees to include the substance of this provision in all subcontracts awarded under this 
contract. The CO will consider case-by-case exceptions from this requirement for individual subcontracts 
in the event that: 
(1) The contractor considers the application of the prohibitions of this provision to be inappropriate and 
unnecessary in the case of a particular subcontractor; 
(2) The subcontractor provides a written statement affirming absolute unwillingness to perform absent 
some relief from the substance of this prohibition; 
(3) Use of an alternate subcontract source would reasonably detract from the quality of effort; and 
(4) The contractor provides the CO timely written advance notice of these and any other extenuating 
circumstances. 
If the CO denies the exception, the contractor and its subcontractors shall not have access to the data and 
information for which the contractor and any of its subcontractors took exception, unless the contractor 
agrees to include the substance of this provision in all subcontracts awarded under this contract. If the CO 
approves an exception, the CO shall provide the approval and its specific parameters (including duration), 
in writing, to the contractor before the contractor or any of its subcontractor is granted access to the 
restricted data (including, but limited to, any trade secrets, confidential information, or 
proprietary/restricted data as well as Government "For Official Use Only" for use in connection with the 
work under this contract). 
The contractor and its subcontractors agree to abide by all data and information markings.  When 
transferring or sharing such data for work under this contract, before such transfer or sharing, the 
contractor and its subcontractors shall ensure the markings are included or remain on the data and 
information as the markings were received from the Government or another company. 
Except as the CO specifically authorizes in writing, upon completion of all work under this contract, the 
contractor shall return all such data and information obtained from the Government, including all copies, 
modifications, adaptations, or combinations thereof, to the CO. Data obtained from another company 
shall be disposed of in accordance with the contractor's agreement with that company, or, if the agreement 
makes no provision for disposition, shall be returned to that company. The contractor shall further certify 
in writing to the CO that all copies, modifications, adaptations, or combinations of such data or 
information which can not reasonably be returned to the CO (or to a company) be deleted from the 
contractor's (and any subcontractor's) records and destroyed. 
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These restrictions do not limit the contractor's (or subcontractor’s) right to use and disclose any data and 
information obtained from another source without restriction. 
As used herein, the term "data" generally has the meaning set forth in Federal Acquisition Regulations 
(FAR), Clause 52.227-14, "Rights in Data - General" (JUN 1987), Alternate I, II, III (JUN 1987), and 
includes, but is not limited to, computer software, as also defined in FAR Clause 52.227-14. In regards to 
other companies’ information that the Government may receive with restrictions or pursuant to a Non-
disclosure agreement, “data” may also mean any information pertaining to that company without 
limitation, and including “information incidental to contract administration, such as financial, 
administrative, cost or pricing, or management information,” regardless of the form or the media on 
which the information may be recorded or in which the information may be transmitted to the 
Government. 
 
F.  DOT INFORMATION SECURITY REQUIREMENTS (APR 2003) 

1. Access to Sensitive Information. 
a. Work under this contract may involve access to sensitive information, as described in paragraph d. 
below, which shall not be disclosed by the contractor unless authorized by the CO or designee. To protect 
sensitive information, the contractor shall provide training to any contractor employee authorized access 
to sensitive information and, upon request of the Government, provide information as to an individual's 
suitability to have such authorization.  Contractor employees found by the Government to be unsuitable or 
whose employment is deemed contrary to the public interest or inconsistent with the best interest of 
national security, may be prevented from performing work under the particular contract when requested 
by the CO or designee. 
b. The contractor shall ensure that contractor employees are: (1) citizens of the United States of America 
or an alien who has been lawfully admitted for permanent residence or employment (indicated by 
immigration status) as evidenced by Immigration and Naturalization Service documentation; and (2) have 
background investigations in accordance with DOT Order 1630.2B, Personnel Security Management. 
c. The contractor shall include the above requirements in any subcontract awarded involving access to 
Government facilities, sensitive information, and/or resources. 
d. Sensitive Information is proprietary data or other information that, if subject to unauthorized access, 
modification, loss or misuse could adversely affect national interest, conduct of Federal programs, or 
privacy of individuals specified in the Privacy Act, but has not been specifically authorized to be kept 
secret in the interest of national defense or foreign policy under an Executive Order or Act of Congress.” 

2. Information Technology (IT) Services. 
a. The contractor shall be responsible for IT security for all systems operated by or connected to a DOT 
network, regardless of location. This includes any IT resources or services in which the contractor has 
physical or electronic access to DOT's sensitive information that directly supports the mission of DOT 
(e.g., hosting DOT e-Government sites or other IT operations). If necessary, the Government shall have 
access to contractor and any subcontractor facilities, systems/networks operated on behalf of DOT, 
documentation, databases and personnel to carry out a program of IT inspection (to include vulnerability 
scanning), investigation and audit to safeguard against threats and hazards to DOT data or IT systems. 
b. Within 30 days of contract award, the contractor shall develop and provide to the Government for 
approval, an IT Security Plan which describes the processes and procedures the contractor will follow in 
performance of this contract to ensure the appropriate security of IT resources developed, processed, or 
used under this contract. This Plan shall be written and implemented in accordance with applicable 
Federal laws including: The Computer Security Act of 1987 (40 U.S.C. 1441 et seq.), the Clinger-Cohen 
Act of 1996, and the Government Information Security Reform Act (GISRA) of 2000 and meet 
Government IT security requirements including: OMB Circular A-130, Management of Federal 
Information Resources, Appendix 111, Security of Federal Automated Information Resources; National 
Institute of Standards and Technology (NIST) Guidelines; Departmental Information Resource 
Management Manual (DIRMM) and associated guidelines; and DOT Order 1630.2B, Personnel Security 
Management.   
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c. The contractor shall screen their personnel requiring privileged access or limited privileged access to 
systems operated by the contractor for DOT or interconnected to a DOT network in accordance with DOT 
Order 1630.2B, Personnel Security Management and ensure contractor employees are trained annually in 
accordance with OMB Circular A-130, GISRA, and NIST requirements with a specific emphasis on rules 
of behavior. 
d. The contractor shall immediately notify the contracting officer when an employee terminates 
employment that has access to DOT information systems or data.  
e. The contractor shall include the above requirements in any subcontract awarded for IT services. 
f. IT means any equipment or interconnected system or subsystem of equipment used in the automatic 
acquisition, storage, manipulation, management, movement, control, display, switching, interchange, 
transmission, or reception of data or information and as further defined in OMB Circular A-130 and the 
Federal Acquisition Regulation Part 2. 

G.  ACCIDENT AND FIRE REPORTING (APR 2005) 
(a) The Contractor shall report to the Contracting Officer any accident or fire occurring at the site 
of the work which causes:  
(1) A fatality or as much as one lost workday on the part of any employee of the contractor or 
subcontractor at any tier; 
(2) Damage of $1,000 or more to Government-owned or leased property, either real or personal; 
(3) Damage of $1,000 or more to Contractor or subcontractor owned or leased motor vehicles or 
mobile equipment; or 
(4) Damage for which a contract time extension may be requested.  
(b) Accident and fire reports required by paragraph (a) above shall be accomplished by the 
following means: 
(1) Accidents or fires resulting in a death, hospitalization of five or more persons, or destruction 
of Government-owned or leased property (either real or personal), the total value of which is 
estimated at $100,000 or more, shall be reported immediately by telephone to the Contracting 
Officer or his/her authorized representative and shall be confirmed by telegram or facsimile 
transmission within 24 hours to the Contracting Officer. Such telegram or facsimile transmission 
shall state all known facts as to extent of injury and damage and as to cause of the accident or 
fire. 
(2) Other accident and fire reports required by paragraph (a) above may be reported by the 
Contractor using a state, private insurance carrier, or Contractor accident report form which 
provides for the statement of:
(i) The extent of injury; and 
(ii) The damage and cause of the accident or fire. 
Such report shall be mailed or otherwise delivered to the Contracting Officer within 48 hours of 
the occurrence of the accident or fire.  
(c) The Contractor shall assure compliance by subcontractors at all tiers with the requirements of 
this clause. 

H.  QUALIFICATIONS OF CONTRACTOR EMPLOYEES (APR 2005) 
a. Definitions.  As used in this clause-  “Sensitive Information” is any information that, if subject 
to unauthorized access, modification, loss, or misuse, or is proprietary data, could adversely 
affect the national interest, the conduct of Federal programs, or the privacy of individuals 
specified in The Privacy Act, 5 U.S.C. 552a, but has not been specifically authorized under 
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criteria established by an Executive Order or an Act of Congress to be kept secret in the interest 
of national defense or foreign policy.  
b. Work under this contract may involve access to sensitive information which shall not be 
disclosed, by the contractor unless authorized in writing by the contracting officer. To protect 
sensitive information, the contractor shall provide training to any contractor employees 
authorized to access sensitive information, and upon request of the Government, provide 
information as to an individual’s suitability to have authorization. 
c. The Contracting Officer may require dismissal from work those employees deemed 
incompetent, careless, insubordinate, unsuitable, or otherwise objectionable, or whose continued 
employment is deemed contrary to the public interest or inconsistent with the best interest of 
national security. 
d. Contractor employees working on this contract must complete such forms, as may be 
necessary for security or other reasons, including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer’s request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. 
e. The Contractor shall ensure that contractor employees are: 
(1) Citizens of the United States of America or an alien who has been lawfully admitted for 
permanent residence or employment (indicated by immigration status) as evidenced Bureau of 
Citizenship and Immigration Services documentation; and  
(2) Have background investigations according to DOT Order 1630.2B, Personnel Security 
Management.  
f. The Contractor shall immediately notify the contracting officer when an employee no longer 
requires access to DOT computer systems due to transfer, completion of a project retirement or 
termination of employment. 
g. The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information, or resources. 
 

 


