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CUSTOMER CONTRACT REQUIREMENTS
Volpe Center IDIQ
CUSTOMER CONTRACT DTRT57-12-D-30001

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below. If this contract is for the procurement of
commercia items under a Government prime contract, as defined in FAR Part 2.101, see Section 3 below.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Salesto the Government (SEP 2006). This clause applies only if this contract exceeds (i)
$100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was
amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (OCT 2010). Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause applies only if this contract exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Fundsfor Illegal or Improper Activity (JAN 1997). This clause appliesto
this contract if the Seller, its employees, officers, directors or agents participated personally and substantially in any part of the
preparation of a proposal for this contract. The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to
violations of the Act (as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (JAN 1997). This clause appliesonly if this contract exceeds
(i) $100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was
amended after October 1, 2010 to increase the Simplified Acquisition Threshold.If the Government reduces Buyer's price or fee for
violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from sums owed Seller the amount of the
reduction.

52.203-12 Limitation on Paymentsto Influence Certain Federal Transactions (OCT 2010). This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010). This clause appliesonly if this contract isin excess of
$5,000,000 and has a period of performance of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN 2010). This clause
appliesif this contract is funded in whole or in part with Recovery Act funds.

52.204-2 Security Requirements (AUG 1996). Changes clause means the changes clause of this contract. This clause applies only if
access to classified material isrequired.

52.204-7 Central Contractor Registration (APR 2008).
52.204-9 Personal | dentity Verification of Contractor Personnel. (SEP 2007). This clause appliesonly if performance under this
contract requires Seller to have routine physical access to a Federally-controlled facility and/or routine access to a Federally-controlled

information system.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (JUL 2010). Delete all paragraphs and replace
with the following: "If Seller meets the executive compensation reporting requirements of 52.204-10, Seller shall provide the required
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executive compensation information by maintaining an active registration in the U.S. government CCR database in accordance with
52.204-7. The required information of 52.204-10 will be made public."

52.209-6 Protecting the Government's | nter ests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (DEC 2010). Seller agreesit is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principalsisor is not debarred,
suspended, or proposed for debarment by the Federal Government.

52.215-2 Audit and Records - Negotiation (OCT 2010). This clause appliesonly if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause.

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (OCT 2010). This clause applies only if this contract
exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. In subparagraph (3) of paragraph (a), insert "of this
contract" after "price or cost.” In Paragraph (c), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Paragraphs (c)(21),
(©)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Subparagraph (c)(2)(i)(A), delete "to the
Contracting Officer." In Subparagraph (c)(2)(ii)(B), "Government" shall mean "Government or Buyer." In Paragraph (d), "United
States' shall mean "United States or Buyer."

52.215-11 Price Reduction for Defective Certified Cost or Pricing Data -- Modifications (OCT 2010). This clause appliesonly if
this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. "Contracting Officer" shall mean
"Contracting Officer or Buyer." In subparagraph (d)(2)(i)(A), delete "to the Contracting Officer.” In subparagraph (d)(2)(ii)(B),
"Government" means "Government” or "Buyer." In Paragraph (€), "United States' shall mean "United States or Buyer."

52.215-12 Subcontractor Certified Cost or Pricing Data (OCT 2010). This clause applies only if this contract exceeds the
threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate required by paragraph (b) of the referenced clause
shall be modified as follows: delete “to the Contracting Officer or the Contracting Officer's representative” and substitute in lieu thereof
"to The Boeing Company or The Boeing Company's representative (including data submitted, when applicable, to an authorized
representative of the U.S. Government)."

52.215-13 Subcontractor Certified Cost or Pricing Data -- M odifications (OCT 2010). This clause applies only if this contract
exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate required by paragraph (c) of the referenced
clause shall be modified as follows: delete "to the Contracting Officer or the Contracting Officer's representative” and substitute in lieu
thereof "to The Boeing Company or The Boeing Company's representative (including data submitted, when applicable, to an
authorized representative of the U.S. Government).”

52.215-14 Integrity of Unit Prices (OCT 2010). This clause applies except for contracts at or below $150,000; construction or
architect-engineer services under FAR Part 36; utility services under FAR Part 41; services where supplies are not required; commercial
items; and petroleum products.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010). This clause applies to this contract if it meets the requirements
of FAR 15.408(q).

52.215-18 Reversion or Adjustment of Plansfor Post-Retirement Benefits (PRB) Other Than Pensions (JUL 2005). This
clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997). This clause applies to this contract if it meets the requirements of FAR
15.408(K).

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified Cost and Pricing Data -
Modifications (OCT 2010). This clause appliesonly if this contract exceeds the threshold set forth in FAR 15.403-4. The term
"Contracting Officer" shall mean Buyer.

52.215-23 Limitations on Pass-Through Charges. (OCT 2009). This clause appliesto all cost-reimbursement subcontracts that
exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if
included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but
was amended after October 1, 2010 to increase the Simplified Acquisition Threshold. If the contract is with DoD, then this clause
appliesto all cost-reimbursement subcontracts and fixed-price subcontracts, except those identified in 15.408(n)(2)(i)(B)(2), that exceed
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the threshold for obtaining cost or pricing data in accordance with FAR 15.403-4. In paragraph (c), "Contracting Officer" shall mean
Buyer.

52.219-8 Utilization of Small Business Concerns (JAN 2011).

52.219-9 Small-Business Subcontracting Plan (JAN 2011). This clause applies only if this contract exceeds $650,000 and Seller is
not a small business concern. Seller shall adopt a subcontracting plan that complies with the requirements of this clause. In addition,
Seller shall submit to Buyer Form X31162, Small Business Subcontracting Plan Certificate of Compliance. In accordance with
paragraph (d)(10)(iv), Seller agreesthat it will submit the ISR and/or SSR using eSRS, and, in accordance with paragraph (d)(10)(vi),
Seller agreesto provide the prime contract number, its own DUNS number, and the email address of Seller's officia responsible for
acknowledging or rejecting the ISRs, to its subcontractors with subcontracting plans.

52.219-9 Small-Business Subcontracting Plan Alternatel (OCT 2001). This clause appliesonly if this contract exceeds $500,000
and Seller is not asmall business concern. Seller shall adopt a subcontracting plan that complies with the requirements of this clause. In
addition, Seller shall submit to Buyer Form X31162, Small Business Subcontracting Plan Certificate of Compliance.

52.222-1 Notice to the Government of Labor Disputes (FEB 1997). The terms"Contracting Officer" shall mean Buyer.

52.222-21 Prohibition of Segregated Facilities (FEB 1999).

52.222-26 Equal Opportunity (MAR 2007).

52.222-35 Equal Opportunity for Veterans. (SEP 2010). This clause appliesonly if this contract is $100,000 or more.

52.222-36 Affirmative Action For WorkersWith Disabilities (OCT 2010). This clause appliesonly if this contract exceeds
$15,000.

52.222-37 Employment Reportson Veterans (SEP 2010). This clause appliesif this contract is $100,000 or more.
52.222-40 Notification of Employee Rights Under the National L abor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (FEB 2009). In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (€), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).

This clause appliesto all subcontractsthat (1) are for (i) commercia or noncommercial services (except for commercial servicesthat are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
performed in the United States.

52.223-14 Toxic Chemical Release Reporting (AUG 2003). This clause applies only if this contract is not for commercial items as
defined in FAR Part 2, was competitively awarded, and exceeds $100,000 (including all options).

52.223-15 Energy Efficiency In Ener gy-Consuming Products (DEC 2007).
52.223-18 Contractor Policy To Ban Text Messaging While Driving (SEP 2010).

52.224-2 Privacy Act (APR 1984). This clause applies only if Seller is required to design, develop, or operate a system of records
contemplated by this clause.

52.225-1 Buy American Act- Supplies (FEB 2009).
52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).
52.227-1 Authorization and Consent (DEC 2007).

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007). A copy of each notice sent to the
Government will be sent to Buyer.

52.227-11 Patent Rights-- Owner ship by the Contractor (DEC 2007). This clause applies only if this contract is for experimental,
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developmental, or research work and Seller isasmall business firm or nonprofit organization. In this clause, "Contractor” means

Contractor, references to the Government are not changed and the subcontractor has al rights and obligations of the Contractor in the
clause.

52.227-14 Rightsin Data--General (DEC 2007). This clause applies only if data, as defined in paragraph (a) of the clause,
will be produced, furnished, or acquired under this contract.

52.227-14 Rightsin Data--General Alternatell (DEC 2007). Thisclause appliesonly if data, as defined in paragraph (a) of the
clause, will be produced, furnished, or acquired under this contract.

52.227-14 Rightsin Data--General Alternatelll (DEC 2007). This clause applies only if data, as defined in paragraph (a)
of the clause, will be produced, furnished, or acquired under this contract.

52.227-16 Additional Data Requirements (JUN 1987). This clause appliesonly if this contract involves experimental,
developmental, research, or demonstration work.

52.227-19 Commercial Computer Software - Restricted Rights (DEC 2007).

52.228-5 Insurance - Work on a Government Installation (JAN 1997). Seller shall provide and maintain insurance as set forth in
this contract.

52.230-6 Administration of Cost Accounting Standards (JUN 2010). Add "Buyer and the" before "CFAQO" in paragraph (m). This
clause appliesif clause HO01, H002, HO04 or HOO7 isincluded in this contract.

52.237-2 Protection of Government Buildings, Equipment, and Vegetation (APR 1984). This clause applies only if work will be
performed on a Government installation. " Contracting Officer" shall mean Buyer.

52.244-6 Subcontractsfor Commercial Items (DEC 2010). ALT I (JUN 2010). Clausesin paragraph (c) (1) are applicable to Seller
for commercial items ordered by Buyer from Seller under this contract.

52.245-1 Government Property (AUG 2010). This clause appliesonly if Government property is acquired or furnished for contract
performance. "Government” shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government” shall mean the Government or the Buyer. If the contract incorporates Boeing General Provision GP4, the Government-
Owned Property article in GP4 is hereby deleted.

52.247-63 Preference for U.S.-Flag Air Carriers (JUN 2003). This clause only appliesif this contract involves international air
transportation.

52.247-64 Preference for Privately Owned U.S.-Flag Commer cial Vessels (FEB 2006). This clause does not apply if this contract
isfor the acquisition of commercial items unless (i) this contract is a contract or agreement for ocean transportation services; or a
construction contract; or (ii) the supplies being transported are (a) items the Seller isreselling or distributing to the Government without
adding value (generally, the Seller does not add value to the items when it subcontracts items for f.0.b. destination shipment); or (b)
shipped in direct support of U.S. military (1) contingency operations; (2) exercises; or (3) forces deployed in connection with United
Nations or North Atlantic Treaty Organization humanitarian or peacekeeping operations.

52.251-1 Gover nment Supply Sources (AUG 2010). Thisclause appliesonly if Seller is notified by Buyer in writing that Seller is
authorized to purchase from Government supply sources in the performance of this contract.

2. Commercial Items If goods or services being procured under this contract are commercial items and Clause H203 is set forth in the purchase
order, the foregoing Government clausesin Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010). This clause applies only if this contract isin excess of
$5,000,000 and has a period of performance of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN 2010). This clause
appliesif this contract is funded in whole or in part with Recovery Act funds.

52.209-6 Protecting the Government's I nter ests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (DEC 2010). Seller agreesit is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
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shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principalsis or is not debarred,
suspended, or proposed for debarment by the Federal Government.

52.219-8 Utilization of Small Business Concerns (JAN 2011).
52.222-26 Equal Opportunity (MAR 2007).
52.222-35 Equal Opportunity for Veterans. (SEP 2010). This clause appliesonly if this contract is $100,000 or more.

52.222-36 Affirmative Action For WorkersWith Disabilities (OCT 2010). This clause appliesonly if this contract exceeds
$15,000.

52.222-40 Notification of Employee Rights Under the National L abor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (FEB 2009). In paragraph (d), the term “Contracting Officer” means Buyer, and in
paragraph (€), the term “the Government” means Buyer.

52.222-54 Employment Eligibility Verification (JAN 2009).

This clause appliesto all subcontractsthat (1) are for (i) commercia or noncommercial services (except for commercial servicesthat are
part of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more than $3,000; and (3) includes work
performed in the United States.

52.244-6 Subcontractsfor Commercial I1tems (DEC 2010). Clausesin paragraph (c) (1) are applicableto Seller for commercial items
ordered by Buyer from Seller under this contract.

52.245-1 Government Property (AUG 2010). This clause appliesonly if Government property is acquired or furnished for contract
performance. "Government” shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government" shall mean the Government or the Buyer. If the contract incorporates Boeing General Provision GP4, the Government-
Owned Property article in GP4 is hereby deleted.

52.247-64 Preference for Privately Owned U.S.-Flag Commer cial Vessels (FEB 2006). This clause does not apply if this contract
isfor the acquisition of commercial items unless (i) this contract is a contract or agreement for ocean transportation services; or a
construction contract; or (ii) the supplies being transported are (a) items the Seller isreselling or distributing to the Government without
adding value (generally, the Seller does not add value to the items when it subcontracts items for f.0.b. destination shipment); or (b)
shipped in direct support of U.S. military (1) contingency operations; (2) exercises; or (3) forces deployed in connection with United
Nations or North Atlantic Treaty Organization humanitarian or peacekeeping operations.

3. Prime Contract Special Provisions The following prime contract special provisions apply to this purchase order

Additional Clauses DTRT57-12-D-30001 Additional Clauses. DOT CONTRACTOR PERSONNEL SECURITY AND
AGENCY ACCESS (NOV 2011)

The following definitions are provided:

"Agency Access' means access to DOT facilities, sensitive information, information systems or other DOT resources.

"Applicant" is a contractor employee for whom the contractor submits an application for aDOT identification card.

"Contractor Employee” means prime contractor and subcontractor employeeswho require agency access to perform work under aDOT
contract.

"ldentification Card" (or "I1D card"} means a government issued or accepted identification card such as a Personal Identity Verification
{PIV} card, aPIV-Interoperable (PIV-1} card from an authorized PIV-1 issuer, or anon-PIV card issued by DOT, or anonPlV card
issued by another Federal agency and approved by DOT. PIV and PIV-1 cards have physical and electronic attributes that other (non-
PIV} ID cards do not have.

"Issuing Office" means the DOT entity that issues identification cards to contractor employees.

"Local Security Servicing Organization" means the DOT entity that provides security services to the DOT organization sponsoring the
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contract.

1. Risk and Sensitivity Level Designations- For contracts requiring access to DOT facilities, sensitive information, information systems
or other DOT resources, the contractor employees will be required to complete background investigations, identity proofing, and
government identification card application procedures to determine suitability for access. DOT will assign arisk and sensitivity level
designation to the overall contract and/or to contractor employee positions by category, group or individual. The risk and sensitivity
level designations will be the basis for determining the level of personnel security processing required for contractor employees.

IF THE DESIGNATED RISK IS: THE BACKGROUND INVESTIGATION IS:

Low National Agency Check with Written Inquiries
(NACI)

Moderate Minimum Background Investigation (MBI)

High Background Investigation (BI)

Contractor employees may also be required to obtain security clearances (i.e., Confidential, Secret, or Top Secret). National Security
work designated "special sensitive," "critical sensitive,” or "non-critical sensitive" will determine the level of clearance required for
contractor employees. Personnel security clearances for national security contractsin DOT will be processed according to the
Department of Defense National Industrial Security Program OperatingManua (NISPOM).

2. Pre-screening of Contractor Employees- The contractor must pre-screen individuals designated for employment under any DOT
contract by verifying minimal suitability requirements to ensure that only quality candidates are considered for contract employment,
and to mitigate the burden on the Government of conducting background investigations on objectionable applicants. The contractor
must exercise due diligence in pre-screening all employees prior to submission to DOT for agency access. DOT may decline to grant
agency access to a contractor employee for reasons including, but not limited to:

a) Conviction of afelony, acrime of violence, or amisdemeanor involving moral turpitude.

b) Falsification of information entered on forms or of other documents submitted.

¢) Improper conduct including criminal, infamous, dishonest, immoral, or notoriously disgraceful conduct or other conduct adverse to
the Government regardless of whether the conduct is directly related to the contract.

d) Any behavior judged to pose a potential threat to DOT facilities, sensitive information, information systems or other resources.

3. Citizenship and Alien Status- The contractor must monitor an alien's continued authorization for employment in the United States.
The contractor must provide documentation to the Contracting Officer or the Contracting Officer's Technical Representative during the
background investigation process that validates that the E-Verify requirement has been met for each contractor employee.

4. Background Investigation and Adjudication- The contractor employee must have a favorable adjudication of background investigation
before DOT will issue an ID card to the contractor employee granting accessto DOT facilities, sensitive information, information
systems or other DOT resources. DOT may accept favorable adjudications of background investigations from other Federal agencies
when applicants have held PIV cards issued by those agencieswith no break in service. DOT may aso accept PIV-1 (interoperable)
cards issued by an authorized PIV-1 issuer as evidence of identity. A favorable adjudication does not preclude DOT from initiating a
new investigation when deemed necessary. At aminimum, the FBI National Criminal History Check (fingerprint check) must be
favorably completed before a DOT identification card can be issued. Each contractor must use the Office of Personnel Management’s
(OPM) e-QIP system to complete any required investigative forms. Instructions for obtaining fingerprints will be provided by the
COTR or CO. The DOT Office of Security,M-40, or aDOT organization delegated authority by M-40, is responsible for adjudicating
the suitability of contractor employees.

5. AgencyAccess Denied-Upon contract award, DOT will initiate the agency access procedure for all contractor employees requiring
access to DOT facilities, sensitive information, information systems and other DOT resources for contract performance. DOT may
deny agency access to any individual about whom an adverse suitability determination is made. Failure to submit the required security
information or to truthfully answer all questions shall constitute grounds for denial of access. The contractor must not provide agency
access to contractor employees until the COTR or COprovides notice of approval, which is authorized only by the DOT Office of
Security (M-40) or aDOT organization delegated authority by M-40. Where a proposed contractor's employees are denied agency
accessby the Government or, if for any reason proposed applications are withdrawn by the contractor during the agency access
process, the additional costs and administrative burden for conducting additional background investigations caused by alack of effective
prescreening or planning on the part of the contractor may be considered as part of the contractor's overall performance evaluation.

6. Identification Card Application Process- the COTR will be the DOT ID card Sponsor and point of contact for the contractor's
application for aDOT ID card. The COTR shall review and approve the DOT ID card application before an ID card isissued to the
applicant.
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An applicant may be issued either a Personal Identity Verification (PIV) card that meets the standards of Homeland Presidential
Security Directive (HSPD-12), or an applicant may be issued anon-PIV card. Generally, anon-PIV card will be issued for contracts
that expire in six months or less, including option periods. The COTR may reguest the issuing office to waive the six month eligibility
requirement when it isin DOT'sinterest for contract performance.

The applicant must complete a DOT on-line application for aPIV card. For anon-PIV card, the applicant must complete and submit a
hard copy of Form 1681to the COTR/Sponsor. Regardless of the type of card to beissued (PIV or non-PIV), the applicant must
appear inperson to provide two forms of identity source documentsin original form to DOT. The identity source documents must
come from the list of acceptable documents included in Form [-9,0MB No. 1115-0136, Employment Eligibility Verification. At |east one
document must be avalid State or Federal government-issued picture identification. For aPIV card, the applicant may be required to
appear in-person a second time for enrollment and activation.

7. ldentification Card Custody and Control- The contractor is responsible for the custody and

control of al forms of government identification issued by DOT to contractor employees for access to DOT facilities, sensitive
information, information systems and other DOT resources. The contractor must immediately notify the COTR or, if the COTR is
unavailable, the CO when a contractor employee no longer requires agency access due to transfer, completion of a project, retirement,
removal from work on the contract, or termination of employment.

The contractor is responsible for maintaining and safeguarding the DOT ID card upon issuance to the contractor employee. The
contractor must ensure that contractor employees comply with DOT requirements concerning the renewal, loss, theft, or damage of an
ID card. The contractor must immediately notify the COTR or, if the COTR is unavailable, the CO when an ID card islost, stolen or
damaged.

Failure to comply with the requirements for custody and control of DOT ID cards may result in withholding final payment or contract
termination based on the potential for serious harm caused by inappropriate access to DOT facilities, sensitive information, information
systems or other DOT resources.

a) Renewal: A contractor employee’ s DOT issued ID card is valid for amaximum of three years or until the contract expiration date
(including option periods), whichever occursfirst. The renewal process should begin six weeks before the PIV card expiration

date. If aPIV card is not renewed before it expires, the contractor employee will be required to sign-in daily for facility access and may
have limited access to information systems and other resources.

b) Lost/Stolen: Immediately upon detection, the contractor or contractor employee must report alost or stolen DOT ID card to the
COTR, or if the COTR is unavailable, the CO, the issuing office, or the local servicing security organization. The contractor must
submit an incident report within 48 hours, through the COTR or, if the COTR is unavailable, the CO, the issuing office, or the local
security servicing organization describing the circumstances of the loss or theft. The contractor must also report alost or stolen PIV
card through the DOT on-line registration system. If the loss or theft is reported by the contractor to the local police, a copy of the
police report must be provided to the COTR or CO. From the date of notification to DOT, the contractor must wait three days before
getting areplacement ID card. During the 3- day wait period, the contractor employee must sign in daily for facility access.

¢) Replacement: An ID card will be replaced if it is damaged, contains incorrect data, or islost or stolen for more than 3 days, provided
thereis a continuing need for agency accessto perform work under the contract.

8. Surrender of ID Cards-Upon natification that routine accessto DOT facilities, sensitive information, information systems or other
DOT resourcesis no longer required, the contractor must surrender the DOT issued ID card to the COTR, or if the COTR is

unavailable, the CO, theissuing office, or the local security servicing organization in accordance with agency procedures.

9. Use of This Clause- The contractor is required to include these clauses in any subcontracts that require the subcontractor or
subcontractor’ s employees to have access to DOT facilities, sensitive information, information systems or other resources.

TRANSPORTATION ACQUISITION REGULATION (48 CFR CHAPTER 12) CLAUSES

1252.239-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED APR 2005
INFORMATION TECHNOLOGY RESOURCES

1252.242-72 DISSEMINATION OF CONTRACT INFORMATION OCT 1994



