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CUSTOMER CONTRACT REQUIREMENTS
PROSYV Program
CUSTOMER CONTRACT BA-SK-0002 (FA8630-17-D-5030)

CUSTOMER CONTRACT REQUIREMENTS
The following customer contract requirements apply to this contract to the extent indicated below.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Salesto the Government (SEP 2006). This clause applies only if this contract exceeds (i)
$100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was
amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (MAY 2014). Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause, excluding subparagraph (c)(1), appliesonly if this
contract exceeds $150,000.

52.203-11 Certification and Disclosur e Regarding Paymentsto I nfluence Certain Federal Transactions (SEP 2007). This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-12 Limitation on Paymentsto Influence Certain Federal Transactions (OCT 2010). Thisclause appliesonly if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor.”

52.203-13 Contractor Code of Business Ethics and Conduct (APR 2010). This clause applies only if this contract isin excess
of $5,000,000 and has a period of performance of more than 120 days.

52.204-2 Security Requirements (AUG 1996). The reference to the Changes clause means the changes clause of this Contract. This
clause applies only if the Contract involves access to classified material.

52.204-7 System for Award Management (OCT 2018).

52.204-23 Prohibition on Contracting for Hardwar e, Softwar e, and Services Developed or Provided by Kaspersky Lab and
Other Covered Entities (JUL 2018). In paragraph (c)(1), the term "Government” means "Government or Buyer" and the term
"Contracting Officer" means "Buyer." All reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance Servicesor Equipment (AUG
2020). Paragraph (b) is deleted and replaced with the following: “ Seller is prohibited from providing Buyer with covered
telecommunications equipment or services, or with any equipment, systems, or services that use covered equipment or services
regardless of whether that useisin performance of work under a U.S. Government contract.” Paragraph () is deleted in its entirety.
Paragraph (d)(1) is deleted and replaced with the following: "In the event Seller identifies covered telecommunications equipment or
services provided to Buyer during contract performance, or Seller is notified of such by a subcontractor at any tier or any other source,
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Seller shall report the information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement Representative, with
the required information in the body of the email.”

52.209-6 Protecting the Government's | nter ests When Subcontracting With Contractors Debarred, Suspended or Proposed

for Debarment (AUG 2013). Seller agreesit is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principalsis or is not debarred,
suspended, or proposed for debarment by the Federal Government. This clause does not apply to contracts where Seller is providing
commercially available off-the shelf items.

52.211-15 Defense Priority and Allocation Requirements (APR 2008). This clauseis applicableif apriority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010). This clause appliesonly if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (AUG 2011). This clause appliesonly if this contract
exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. In subparagraph (3) of paragraph (a), insert "of this
contract" after "price or cost.” In Paragraph (c), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Paragraphs (c)(1),
(©)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Subparagraph (c)(2)(i)(A), delete "to the
Contracting Officer." In Subparagraph (c)(2)(ii)(B), "Government" shall mean "Government or Buyer." In Paragraph (d), "United
States' shall mean "United States or Buyer."

52.215-12 Subcontractor Certified Cost or Pricing Data (OCT 2010). This clause applies only if this contract exceeds the
threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate required by paragraph (b) of the referenced clause
shall be modified as follows: delete “to the Contracting Officer or the Contracting Officer's representative” and substitute in lieu thereof
"to The Boeing Company or The Boeing Company's representative (including data submitted, when applicable, to an authorized
representative of the U.S. Government)."”

52.215-14 Integrity of Unit Prices (OCT 2010). This clause applies except for contracts at or below $150,000; construction or
architect-engineer services under FAR Part 36; utility services under FAR Part 41; services where supplies are not required; commercial
items; and petroleum products.

52.223-3 Hazardous M aterial Identification and Material Safety Data (JAN 1997). This clause appliesonly if Seller delivers
hazardous material under this contract.

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).

52.230-6 Administration of Cost Accounting Standards (JUN 2010). Add "Buyer and the" before "CFAQO" in paragraph (m). This
clause appliesif clause HO01, H002, HO04 or HOO7 isincluded in this contract.

52.232-39 Unenfor ceability of Unauthorized Obligations (JUN 2013).

52.245-1 Government Property (APR 2012). This clause appliesif Government property isacquired or furnished for contract
performance. "Government" shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government” shall mean the Government or the Buyer.

52.248-1 Value Engineering (OCT 2010). This clause appliesonly if this contract is for $150,000 or more. The term “ Contractor”
means Seller. The term "Contracting Officer" means Buyer. The term "contracting office” means US Government contracting

office. The term "Government" means Buyer except in subparagraph (c)(5). The term "Government" does not mean Buyer asit is
used in the phrase "Government costs’. Paragraph (d) shall read as follows: The Seller shall submit VECP s to the Buyer.
Subparagraph (€)(1) shall read as follows: The Buyer will notify the Seller of the status of the VECP after receipt. The Buyer will
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process VECP s expeditiously; however, it will not be liable for any delay in acting upon aVECP.

Paragraph (m) shall read as follows: (m) Data. The Seller may restrict the Government’ s right to use any part of a VECP or the
supporting data by marking the following legend on the affected parts:

These data, furnished under the VValue Engineering clause of contract, shall not be disclosed outside the Buyer and Government or
duplicated, used, or disclosed, in whole or in part, for any purpose other than to evaluate a value engineering change proposal submitted
under the clause. This restriction does not limit the Buyer’s and Government’ s right to use information contained in these data if it has
been obtained or is otherwise available from the Seller or from another source without limitations.

If aVECP is accepted, the Seller hereby grants the Government unlimited rightsin the VECP and supporting data, except that, with
respect to data qualifying and submitted as limited rights or Government purpose rights technical data, the Government shall have the
rights specified in the contract modification implementing the VECP and Seller shall appropriately mark the data. (The terms “unlimited
rights’ a“limited rights’ and “ Government purpose rights’ are defined in Part 27 of the Federal Acquisition Regulation (“FAR”) or
Part 227 of the Defense FAR Supplement, as applicable.)

Seller’ s share of the net acquisition savings and collateral savings shall not reduce the Government's share of concurrent or future
savings or collateral savings. Buyer's payments to Seller under this clause are conditioned upon Buyer's receipt of authorization for
such payments from the Government

2. DoD FAR Supplement Clauses DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In al of the following clauses, "Contractor" and " Offeror"
mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related Felonies (DEC 2008). This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is not for
the purchase of commercial items or commercial components. Except in paragraph (&), "this contract” and "the contract” mean the
contract between Buyer and Seller. In subparagraph (d)(2), delete the words "or first-tier subcontractor.” In paragraph (€), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government. In paragraph (f), "through the Buyer" is inserted
after "Contracting Officer." Paragraph (g) is deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEESOF WHISTLEBLOWER RIGHTS (SEP 2013).

252.203-7003 Agency Office of the I nspector General. (DEC 2012). This clause appliesif FAR 52.203-13 applies.

252.204-7000 Disclosur e of Information (AUG 2013). Seller will submit requests for authorization to release through Buyer. Seller
shall submit written requests to Buyer a minimum of 25 days prior to proposed date of release.

252.204-7015 Disclosure of Information to Litigation Support Contractors. (FEB 2014).

252.211-7003 Item Unique | dentification and Valuation (MAR 2016). This clause appliesif this contract acquires any item for
which uniqueitem identification is required in accordance with paragraph (c) (1) of this clause. Any exceptions under paragraph (c) (1)
(i) or specific items requiring a unique item identifier in accordance with paragraph (c) (1) (ii)-(v), if any, shal beidentified in an exhibit
in this contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (MAY 2014). This clause appliesto
contracts for electronic parts or assemblies containing electronic parts or for contracts for the performance of authentication testing.
The term "Contractor" means "Buyer" in the first sentence. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sour ces of Electronic Parts (OCT 2016). This clause appliesif the Contract is for electronic parts or assemblies
containing electronics parts, unless Seller isthe original manufacturer of the electronic parts. The term “ Contractor” means Seller and
the term “ subcontractor” means Seller’ s lower-tier suppliers. In paragraph (b)(3)(ii)(A), the term “ Contracting Officer” means
“Buyer’s Authorized Procurement Representative.” Seller’s notification shall include, at aminimum, identification of the electronic
parts being procured, identification of Seller’slower-tier supplier providing such electronic parts, Seller’ s rationale on acceptability of
procuring such parts (including risk mitigation), and identification of the product using such parts (by lot or serial numbers).
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3. AFFARS Clauses The following contract clauses are incorporated by reference from the Air Force Federal Acquisition Regulation
Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" means Seller.

5352.204-9000 Notification of Government Security Activity and Visitor Group Security Agreements (OCT 2017). Deletethe
first sentence and insert the following in lieu thereof: “This clause applies if this contract includes a DD Form 254, DOD Contract
Security Classification Specification, and requires performance at a government location in the U.S. or overseas.”



