Effective: 04/11/2022

BDS Terms and Conditions Guide Page 1 of 19

CUSTOMER CONTRACT REQUIREMENTS
ALMMII LIFT
CUSTOMER CONTRACT ALMMII LIFT

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. Prime Contract Special Provisions The following prime contract special provisions apply to this purchase
order

ALMII LIFT ALMII LIFT Special Provisions .

For thefollowing dauses the following definitions will apply unless expresdy stated otherwise
inthe dause,

Subaward = contract between Buyer and Seller
Subrecipient = Sdler
Recipient = Buyer

E.1 Rightsin I nventions and Patents.

E.1.1  Ddinitions The following definitions apply to ClausesE.1, E.2, and E.3:

A. Data: All recorded information, regardless of the form or method of recording
or the mediaon which it may be recorded. The term does not include
information incidental to contract or grant adminitration, such as financaid,
adminigrative, cost or pricing or management information. Theterm includes
Computer Software and Computer Software Documentation.

B. Foreign Firm or Ingtitution: A firm or inditution organized or existing under
the laws of a country other than the United States, itsterritories, or possessions.
Thetermincludes, for purposes of this Subaward, any agency or instrumentality
of aforeign government; and firms, indtitutions or business organi zationswhich
are owned or substantialy controlled by foreign governments, firms, ingtitutions,
or individuds Theterm “foreign individua” meansany natura person who is not
alanful permanent resident as defined in 8 U.S.C. § 1101(a)(20) or who isnota
protected individud as defined by 8 U.S.C. § 1324b(a)(3).

C. Invention: Any invention or discovery whichisor may be patentable or
otherwise protectable under Title 35 of the United States Code.
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D. Know-How: All information including, but not limited to discoveries, formulas,
materids, inventions, processes, ideas, approaches, concepts, techniques,
methods, software, programs, documentation, procedures, firmware, hardware,
technicad data, specifications, devices, apparatus and machines.

E. Made: Asitrdatesto any invention meansthe conception or first actua
reduction to practice of such invention.

F. ONR AO: Anindividud with authority to enter into, administer, or terminate
OTson behdf of the Government. Subrecipient shall contact Recipient t0
obtainthe ONR AQO’ s contact information, as required hereunder.

G. ONR AOR: An Individud appointed by the Agreements Officer to provide
technica direction andmonitor performance. Subrecipient shall contact Recipient
to obtain the ONR AOR'’ s contact information, as required hereunder.

H. ONR POC for Patent M atters. John Forrest, Patent Counsdl of the Navy,
Office of Naval Research, Corporate Counsel (Code OOCC), 875 North

Randolph Street, Arlington, VA 22203- 1995, Phone: (703) 696-4000, Emall:
ONR.NCR.BDCC.list.invention.reports@navy.mil.

I. Practical application: To manufacture, in the case of acomposition of product;
to practice, in the case of a process or method, or to operate, in the case of a
machine or system; and, in each case, under such conditions as to establish that
the invention is cgpable of being utilized and that its benefits are, to the extent
permitted by law or Government regulations, availableto the public on
reasonable terms.

3. Subject Invention: Any invention conceived or firg actualy reduced to
practicein the performance of work under this Subaward.

K. Technology: Discoveries, innovations, Know-How and inventions, whether
patentable or not, including computer software, recognized under U.S. law as
intellectud creations to which rights of ownership accrue, including, but not
limited to, patents, trade secrets, mask works and copyrights devel oped under
this Subaward.

L. Unlimited Rights: Rightsto use, modify, perform, display, duplicate, release,
or disclose, Datainwhole or in part, in any manner and for any purposes

whatsoever, and to have or permit othersto do so.

E.1.2  Allocation of Principd Rights

A. Subrecipient hasthe option of eecting to retain title to each Subject Invention
congstent with the provisons of this Section.
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B. With respect to any Subject Invention in which Subrecipient retainstitle, the
Government shdl have anonexclusive, nontransferable, irrevocable, paid-up
licenseto practice or have practiced on behdf of the United States the Subject
Invention throughout the world.

E.1.3 Invention Disclosure, Election of Title, and Fling of Patent Application.

A. Subrecipient shall disclose each Subject Invention to Recipient and the ONR
POC for Patent Matters within two (2) months after the inventor disclosesitin
writing to his company personnel responsible for patent matters. The disclosure
to Recipient and ONR shdl be in the form of awritten report and shall identify
the Subaward and circumstances under which the Subject Invention was made
and theidentity of theinventor(s). It shdl be sufficiently completein technical

detail to convey a clear understanding, to the extent known at the time of
the disclosure, of the nature, purpose, operation, and the physicd, chemicd,

biologica, or dectricd characteristics of the Subject Invention. The disclosure
shdl dso identify any publication, sde, or public use of the invention and whether
amanuscript describing the Subject Invention has been submitted and/or
accepted for publication at the time of disclosure.

B. Subrecipient shdl notify Recipient and the ONR POC for Patent Matters, inwriting,
within eight
(8) months of disclosure to Recipient and ONR whether it electsto retain title to
such Subject Invention. However, in any case where publication, sale, or public
use has initiated the one-year statutory period wherein valid patent protection can
dill be obtained in the United States, the period for such notice may be
shortened by ONR to adate that isno more than sixty (60) calendar days prior
to the end of the statutory period.

C. Subrecipient shall file either aprovisona or non-provisiond patent gpplicationin
the United States on a Subject Invention to which it elects to retain title within
one (1) year after eection oftitle or, if earlier, prior to the end of the statutory
period wherein valid patent protection can be obtained in the United States after
apublication, or sale, or public use. If Subrecipient filesa

U.S. provisond application, it shdl filea U.S. non-provisond gpplication within
10 months of thefiling of the U.S. provisiond application. Subrecipient may dect

to file patent applications in additiond jurisdictions, induding the European

Patent Office and the Patent Cooperation Treaty, within either ten (10) months of

the corresponding initid patent application (whether provisond or non-
provisond) or gx (6) months from the date permisson is granted by the
Commissioner for Patents to file foreign patent gpplications, where such filing has

been prohibited by a Secrecy Order.

D. Subrecipient shal notify the ONR POC for Patent Matters of any decisions not
to continue the prosecution of a patent application, pay maintenance fees, or
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defend in areexamination or opposition proceedings on a patent, in any country,
not less than thirty (30) calendar days beforethe expiration of the response
period required by the relevant patent office.

E. Requedtsfor extenson of the time for disclosure eection, and filing under
Section E.1.3, may begranted at ONR’ s discretion after considering the
circumstances of Subrecipient and the overall effect of the extension.

F.  Subrecipient shall submit to Recipient and the ONR POC for Patent Matters
annud ligingsof Subject Inventions. At the completion of the Subaward,
Subrecipient shdl submit a comprehengivelisting of al Subject Inventions
identified during the course of the Subaward andthe current status of each.

E.1.4  Conditions When the Government May Obtain Title

A. Upon ONR’swritten request directly, or provided viathe Recipient,
Subrecipient shal convey title to any Subject Invention to “the United States
Government, as represented by the Secretary of the Navy” under any of the
following conditions

i. If Subrecipient failsto disclose or eects not to retain title to the
Subject Invention within the times specified in Section E.1.3 of this
Subaward; however, ONR may only request title within sixty (60)
caendar days after learning of the failure of Recipient to disclose or
elect within the specified times;

ii. Inthose countriesinwhich Recipient falsto file patent gpplications
within the timesspecified in Section E.1.3 of this Subaward;
however, if Subrecipient has filed a patent gpplicationin acountry
after the times specified in Section E.1.3 of this Subaward, but prior
toitsreceipt of the written request by ONR, Subrecipient shall
continueto retain titlein that country; or

iii. ~Inany country in which Subrecipient decides not to continue the
prosecution of any gpplication for, to pay the maintenance feeson,
or defend in reexamination or opposition proceedings on, a patent
on a Subject Invention.

E.1.5 Minmum Rightsto Subrecipient and Protection of Subrecipient’s Right to
File.

A. Subrecipient shdl retain a nonexclusive, royalty-free license throughout the world
ineach Subject Invention to which the Government obtainstitle, except if
Recipient failsto disclose the Subject Invention within the times specified in
Section E.1.3 of this Subaward. Subrecipient’ slicense extends to its domestic
and Canadian subsdiaries and filiates within the corporate structure of
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which Subrecipient isa part, if any, and indludes the right to grant licenses of the

same scope tothe extent that Subrecipient was legally obligated to do so at
the time the Subaward was awarded. Thelicenseistransferable only with the
approval of ONR, except when transferred to the successor of that part of the
busness towhich the Subject Invention pertains. ONR approval for license
transfer shal not be unreasonably withheld.

B. Subrecipient’sdomestic license may be revoked or modified by ONR to the
extent necessary to achieve expeditious practica application of the Subject
Invention pursuant to an application for an exclusive license submitted consstent
with appropriate provisons at 37 C.F.R. Part 404. Thislicense shdl not be
revoked in that field of use or the geographica areasin which Subrecipient has
achieved practica application and continues to make the benefits of the Subject
Invention reasonably bleto the public. Thelicensein any foreign country
may be revoked or modified at the discretion of ONR to the extent
Subrecipient, itslicensees, or the subsidiaries or filiates have failed to achieve
practica application in that foreign country.

C. Beforerevocation or modification of the license, ONR shdl furnish Recipient,
and Recipient shdl furnish Subrecipient, awritten notice of itsintention to revoke
or modify thelicense, and Subrecipient shdl be alowed thirty (30) calendar days
(or such other time as may be authorizedfor good cause shown) after the notice
to show cause why the license should not be revoked or modified.

E.1.6  Actionto Protect the Government’s Interest.

A. Subrecipient agreesto execute or to have executed and promptly deliver to ONR
al indruments necessary to (i) establish or confirm the rights the Government has
throughout the world in those Subject Inventions to which Subrecipient electsto
retain title, and (ii) convey title to the United States Government, as represented
by the Secretary of the Navy when requested under Section
E.1.4 of this Subaward and to enable the Government to obtain patent
protection throughout theworld in that Subject Invention.

B. Subrecipient agreesto require by written agreement with its employees, other
than clerical and non-technical employees, to disclose promptly in writing to
personndl identified as responsible for the administration of patent mattersand in
aformat suggested by Subrecipient each Subject Invention in order that
Subrecipient can comply with the disclosure provisons of Section E.1.3 of this
Subaward. Subrecipient shal instruct employees, through employee agreements
or other suitable educationd programs, on the importance of reporting inventions
in sufficient timeto permit the filing of patent applications prior to United States
or foreign statutory bars.
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C. Subrecipient shal require, by written agreement with its employees performing
work under this Subaward, other than clerical and non-technica employees,
pre-assgnment of al Subject Inventions.

D. Subrecipient shdl include, within the specification of any United States patent

gpplication and any patent issuing thereon covering a Subject Invention, the
following statement:

This invention was made with Government support under Agreement No.
N00014-21-9-0006, awarded by ONR. The Government has certain rights
in the invention.

E.1.7 Lower Tier Agreements.
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Subrecipient shdl include this Section E.1, suitably modified to identify the parties, in
dl subawards, subcontracts or lower tier agreements, regardless of tier, for
experimenta, developmentd, or research work.

E.1.8  Reporting on Utilization of Subject Inventions.

A. Subrecipient agreesto submit, during the term of the Subaward, upon request
by ONR, areport on the utilization of a Subject Invention or on efforts at
obtaining such utilization that are being made by Subrecipient or itslicensees or
assignees. Such reports shall not be requested more frequently than annudly.
Such reports shdl include information regarding the status of development, date
of first commercia saeor use, grossroyalties received by Subrecipient, and
such other data and information as the agency may reasonably specify.
Subrecipient aso agreesto provide additiona reports as may be requested by
ONR in connection with any march-in proceedings undertaken by ONRin
accordance with Section E.1.10 of this Subaward. ONR agreesit shal not
disclose such information to persons outside the Government without permission
of Subrecipient, unlessrequired by law.

B. All required reporting shal be accomplished, to the extent possible, using theii-
Edison reportingwebste: https://s-edison.info.nih.gov/iEdison/. To the extent
any such reporting cannot be carried out by use of i-Edison, reports and
communications shal be submitted to the ONR POC for Patent Matters.

E.1.9 Preferencefor American Indudtry.

Notwithstanding any other provision of thisclause, neither Subrecipient nor any
assigneeshdl grant to any person the exclusve right to use or sdl any Subject
Invention in the United States unless suchperson agrees that any product embodying
the Subject Invention or produced through the use of the subject invention shal be
manufactured substantially in the United States. However, inindividua cases, the
requirements for such an agreement may be waived by ONR upon a showing by
Subrecipient that reasonable but unsuccessful efforts have been made to grant
licenseson smilar termsto potential licensees that would be likely to manufacture
subgtantidly in the United States or that, under the circumstances, domestic
manufacture is not commercidly feesible.

E.1.10 March-in Rights

A. Subrecipient agrees that, with respect to any Subject Invention inwhich it has
retained title, ONR has the right to require Subrecipient, an assgnee, or exclusve
licensee of a Subject Invention togrant a non-exclusive license in an identified
field of use to a responsible applicant or gpplicants, upon termsthat are
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reasonable under the circumstances, and if Subrecipient, assignee, or exclusve
licensee refuses such arequest, ONR hastheright to grant such alicenseitsdf if
ONR determines that:

a. Such action isnecessary because Subrecipient or assignee has not taken
effective steps, consistent with the intent of this Subaward, to achieve
practica gpplication of the Subject Invention;

b. Such action isnecessary to dleviate hedth or safety needswhich are
not reasonably satisfied by Subrecipient, assignee, or thalr licensees,
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c. Such action isnecessary to meet requirements for public use and such
requirements arenot reasonably satisfied by Subrecipient, assignee, or
licensees, or

d. Suchaction is necessary because the agreement required by Section
E.1.9 of this Subaward has not been obtained or waived or because a
licensee of theexclusiveright to use or sl any Subject Invention inthe
United Statesisin breach of such agreement.

B. Whenever ONR receivesinformation that it believes might warrant the exercise
of march-inrights, before initisting any march-in proceeding, it shal notify
Subrecipient inwriting of the informationand request informa written or ora
comments from Subrecipient as well as information relevantto the matter. In the
absence of any comments from Subrecipient within 30 days, ONR may, at its
discretion, proceed with the procedures below. If acomment is received within
30 days, or later if ONR has not initiated the procedures below, then ONR
shall, within 60 days after it receives the comment, ether initiate the
procedures below or notify Subrecipient, in writing, that it will not pursue march-
in rights on the basis of the available information.

C. A march-inproceeding shdl be initiated by the issuance of a written notice by
ONR to Subrecipientand its assignee or exclusive licensee, as gpplicable and if
known to ONR, stating that ONR is consdering the exercise of march-in rights.
The notice shall Sate the reasons for the proposed march-in in terms sufficient
to put Subrecipient on notice of the facts upon which the action wouldbe based
and shdl specify thefidd or fiedsof useinwhich ONR isconsidering requiring
licenang. The notice shdl advise Subrecipient (assignee or exclusive licensee) of
itsrights, as set forth in this section and in any supplemental agency regulations.
The determination to exercise march-inrights shdl be made by the head of ONR
or hisor her designee.

D. Within 30 days after the receipt of the written notice of march-in, Subrecipient
(assignee or exclusive licensee) may submit in person, inwriting, or through a
representative, information or argument in opposition to the proposed march-in,
including any additional specific information which raises agenuine dispute over
the materia facts upon which the march-in is based. If the information presented
raises agenuine dispute over the material facts, the head of ONR or designee
shdl undertake or refer the matter to another officid for fact-finding.

E. Fact-finding shall be conducted in accordance with the procedures established
by ONR. Such procedures shal be asinforma as practicable and be consistent
with principles of fundamenta fairness. The procedures should afford

Subrecipient the opportunity to appear with counsdl, submit documentary
evidence, present witnesses and confront such persons as ONR may present.
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F. Theoffiad conducting the fact-finding shdl prepare or adopt written findings of
fact and tranamitthem to the head of ONR or designee promptly after the
conclugion of the fact-finding proceeding adong with arecommended
determination. A copy of the findings of fact shall be sent to Subrecipient
(assgnee or exclusve licensee) by registered or certified mail. Subrecipient
(assgnee or exclusve licensee) and ONR representatives will be given 30 days
to submit writtenarguments to the head of ONR or designee; and, upon request
by Subrecipient ord arguments will be held before the ONR head or designee
that will make the find determination.

G. Incasesinwhich fact-finding has been conducted, the head of ONR or
designee shal base his or her determination on the facts found, together with any
other information and written or ord arguments submitted by Subrecipient
(assignee or exdudve licensee) and agency
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representatives, and any other information in the adminigraive record. The
consstency of the exercise of march-in rights with the policy and objectives of

35 U.S.C. 200 shall also be considered. In cases referred for factfinding, the
head of ONR or designee may reject only thosefacts that have been found to be

clearly erroneous, but must explicitly state the rgjection and indicate the basisfor

the contrary finding. Written notice of the determination whether march-in rights
will be exercised shall be made by the head of ONR or designee and sent to

Subrecipient (assignee of excdusve licensee) by certified or registered mal within

90 days after the completion of fact-finding or 90 days after oral arguments,
whichever islater, or the proceedings will be deemed to have been terminated
and thereafter no march-in based on the factsand reasons upon which the
proceeding was initisted may be exercised.

H. ONR may, at any time, terminate a march-in proceeding if it issatisfied that it
does not wish toexercise march-in rights.

E.2 Data Rights.

E.2.1  Allocation of Principd Rights

A. The Parties agree that in consderation for Government funding, Subrecipient
intends to reduceto practica gpplication items, components and processes
developed under this Subaward.

B. Withrespect to Data developed or generated under this Subaward and
delivered to Recipient, theGovernment shdl receive Unlimited Rights as defined
in Section E.1.1 of this Subaward.

D. March-In Rights

(1) Inthe event the Government choosesto exerciseits March-in Rights,
asdefined in Section E.1.10 of this Subaward, Subrecipient agrees, upon
written request from the Recipient or Government, to deliver at no additiond
cost to the Government or Buyer, dl Data necessary to achievepractica
gpplication within Sxty (60) caendar days from the date of the written
request. TheGovernment shal retain Unlimited Rights, as defined in Section
E.1.1 of this Subaward, to this delivered Data.

(2) Tofacilitate any potentia deliveries, Subrecipient agreesto retain and
maintain in good condition until two years after completion or termination of
the Prime Award, dl Datanecessary to achieve practica gpplication of any
Subject Invention as defined in Section E. 1.1 of this Subaward.
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E.2.2  Making of Data.

Pursuant to Section E.2.1 above, any Data ddivered under this Subaward shdl be
marked with thefollowing legend:

Use, duplication, or disclosure is subject to the restrictions as stated in
Agreement N00014- 21-9-0006 between the Government and the
Performer.

All technica data and computer software delivered under this Subaward without
this legend isddivered with Unlimited Rights.
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Subrecipient may, without prior gpprova of the Government, assert copyright in any
Data ddivered under the Subaward and may &fix the applicable copyright notices of
17 U.S.C. 8§ 401 or 402, and an acknowledgement of Government sponsorship
(induding Agreement number). The Government will not remove any copyright
notices placed on Data pursuant to this Section E.2.2 and will include suchnotices on
al reproductions of the Data.

E.2.3 Deferred Ordering of Data.

In addition to Data specified esewhere in this Subaward to be delivered hereunder,
ONR may, at any time during the performance of the Prime Award or within a
period of 9x (6) months after acceptance of dl items (other than Data) to be
delivered under the Prime Award or the termination of the Prime Award, require
ddivery of any technical data or computer software generated in the performance of
this Subaward or any subcontract hereunder. Subrecipient shal be compensated for
converting the Datainto the prescribed form, for reproduction and delivery. The
obligation to deliver the Data of a subcontractor and pertaining to an item obtained
from him shdl expire three (3) years after the date the Government accepts the last
delivery of that item from that subcontractor or the termination of the Prime Award,
whichever islater. The Government's rights to use said Data shall be pursuant to
Section E.2 of this Subaward.

E.2.4  Lower Tier Agreements.

Subrecipient shdl include this Section E.2, suitably modified to identify the parties, in
dl subawards, subcontracts or lower tier agreements, regardless of tier, for
experimenta, developmentd, or research work.

E.3 Export Control and Foreign Access To Technology.

This Section E.3 shdl remain in effect during the term of the Subaward and for five (5) years
thereafter.

E.3.1  Compliance.

Each Party agrees to comply with U.S. Export regulations induding, but not limited
to, the requirements of the Arms Export Control Act, 22 U.S.C. § 2751-2794,
including the Internationa Traffic in Arms Regulation (ITAR), 22 C.F.R. § 120 &
seg.; and the Export Adminigration Act, 50

U.S.C. app. 8 2401-2420, includingthe Export Administration Regulations (15
C.F.R. Pat 730, et seq.). Each party is responsble for obtaning from the
Government export licenses or other authorizations/gpprovas, if required, for
information or materids provided from one party to another under this Subaward.
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Accordingly, Subrecipient shal not export, directly, or indirectly, any products and/
or technology, Confidentid Information, Trade Secrets, or Classfied and
Unclassified Technica Datain violation of any U.S. Export laws or regulations.

E.3.2 Redrictionson Sae or Transfer of Technology to Foreign Hrms or
Indtitutions.

A. Theprocedures stated in paragraphs B, C and D below shdl apply to any
transfer of Technology. These requirements are in addition to, and are not
intended to change or supersede the laws andregulations cited in Section E.3.1
of this Subaward. For purposes of this Section, atransfer includes a sdle of the
company, and sales or licenang of Technology. Transfers do not indude:

i. Salesof products or components; or
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ii. Licensesof software or documentation related to sales of products
or components; or

ii. Trandfer to foreign subsdiaries of Subrecipient for purposes related
to this Subaward; or

iv. Transfer which provides accessto Technology to aForeign Firm or
Indtitution whichis an approved source of supply or source for the
conduct of research under this Subaward provided that such transfer
shall be limited to that necessary to adlow thefirm or inditution to
perform its approved role under this Subaward.

Subrecipient shdl provide notice to Recipient and ONR of any proposed
transfers from Subrecipient of Technology developed under this Subaward to
Foreign Firmsor Ingtitutions at least Sixty (60) caendar days prior to the
proposed date of transfer. If the Government determines that the transfer may
have adverse consequences to the national security interests of the United States,
Subrecipient, its vendors, and ONR shdl jointly endeavor to find aternativesto
the proposed transfer which obviate Or mitigate potential adverse
consequences of the transfer but which provide subgantialy equivaent benefits
to Subrecipient.

Subrecipient’ s notice required by Paragraph B above must bein writing and
submitted to Recipient, the ONR AOR and the ONR AO. Such notice shadl cite
this Section E.3.2, include any relevant Department of State or Department of
Commerce licenses/approva s/determinations, or cite any gpplicable exemptions
or exclusons, and dhdl state spedificaly what isto be transferredand the
general terms of the transfer. Withinthirty (30) calendar days of receipt of
Subrecipient’ swritten notification, the ONR AO shall advise Subrecipient
whether it consents to the proposed transfer. If ONR provides no decision
within sixty (60) calendar days after receipt, the transfer is deemed approved by
ONR and Subrecipient may proceed with the transfer.

In the event atransfer of Technology to Foreign Firms or Ingtitutionswhichis
NOT approved by or deemed approved by ONR takes place, Subrecipient
ghdl (a) refund to ONR funds paid for thedevelopment of the Technology and
(b) the Government shdl have a non-exclusive, nontransferable, irrevocable,
paid-up license to practice, or to have practiced on behalf of the United States,

the Technology throughout the world for Government and any and al other
purposes, particularly to effectuate the intent of this Subaward. Upon

request of the Government, Subrecipient shal provide written confirmation of
such licenses.

E.3.3 Lower Tier Agreements.

Effective: 04/11/2022
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Subrecipient shdl include this Section E.3, suitably modified to identify the parties, in
dl subawards, subcontracts or lower tier agreements, regardless of tier, for
experimenta, developmentd, or research work.

E.25 Prohibition on Contracting For Certain Telecommunications
and Video SurveillanceServices or Equipment.

E.25.1 Definitions. Asused inthiscdause

Backhaul means intermediate links between the core network, or backbone
network, and the small subnetworks at the edge of the network (e.g., connecting cell
phones/towers to the coretelephone network). Backhaul can bewireless (eg.,
microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

Covered foreign country means The People’ s Republic of China

Covered telecommunications equipment or services means—

i. Telecommunications equipment produced by Huawe Technologies
Company or ZTE Corporation (or any subsdiary or afiliate of such entities);

ii. For the purpose of public safety, security of Government facilities,
physica security survellance of criticd infrastructure, and other nationd
Security purposes, video survelllanceand telecommunications equi pment
produced by Hytera Communications Corporation,

Hangzhou Hikvison Digitd Technology Company, or Dahua Technology Company
(or anysubsidiary or afiliate of such entities);

iii. Telecommunications or video survelllance services provided by such
entities or usng suchequipment; or

iv. Telecommunications or video surveillance equipment or services
produced or provided by an entity that the Secretary of Defense, in
consultation with the Director of Nationd Intelligence or the Director of the
Federal Bureau of Investigation, reasonably believesto bean entity owned
or controlled by, or otherwise connected to, the government of a covered
foreign country.

Critical technology means-
i. Defense articles or defense servicesincluded on the United States

MunitionsList st forthin the Internationa Traffic in Arms Regul ations under
subchapter M of chapter | of title 22, Code of Federd Regulations,
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ii. Itemsincuded on the Commerce Control Lig set forth in Supplement
No. 1 to part 774 of the Export Administration Regulations under
subchapter C of chapter VII of title 15, Code of Federal Regulations, and
controlled-

1. Pursuant to multilaterd regimes, induding for reasonsreating to
nationa security, chemical and biologica wesgpons proliferation,
nuclear nonproliferation, or missle technology; or

2. For reasons rdding to regiond dability or surreptitious lisening;

iii. Specidly designed and prepared nuclear equipment, parts and
components, materias, software, and technology covered by part 810 of
title 10, Code of Federd Regulations (rdating to assistance to foreign atomic
energy activities);

iv. Nuclear fadilities, equipment, and materid covered by part 110 of title
10, Code of Federal Regulations (rdaing to export and import of nuclear
equipment and materid);

v. Select agents and toxins covered by part 331 of title 7, Code of Federa
Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such
Code; or

vi. Emerging and foundationa technologies controlled pursuant to section
1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817).

Interconnection arrangements means arangements governing the physca
connection of two or more networks to alow the use of another's network to hand
off traffic where it is ultimately delivered (e.g., connection of a customer of telephone
provider A to acustomer of telephone company B) or sharing data and other
information resources.

Reasonable inquiry means an inquiry designed to uncover any information in the
entity's possession about the identity of the producer or provider of covered
telecommuni cations equipment or servicesused by the entity that excludes the need
to indude an internd or third-party audit.

Roaming means cdlular communications services (e.g., voice, video, data) received
from avisited network when unable to connect to the fadilities of the home network
ether because 9gnd coverageistoo weak or becausetraffic istoo high.

Substantial or essential component means any component necessary for the
proper function or performance of a piece of equipment, system, or service.

E.25.2 Prohibition.
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a Section 889(a)(1)(A) of the John S. McCain Nationd Defense
Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an
executive agency on or after August 13, 2019, from procuring or obtaining, or
extending or renewing a contract to procure or obtain, any equipment, system, or
service that uses covered telecommuni cations equipment or services as a Subgtantia
or essential component of any system, or as critica technology as part of any
system. Subrecipient is prohibited from providing to Recipient any equipment,
system, or service that uses covered telecommunications equipment or servicesasa
substantial or essentia component of any system, or as critica technology as part of
any system, unless an exception at paragraph E.25.3 of this clause applies or the
covered telecommunication equipment or services are covered by awaiver issued by
the head of executive agency.

E.25.3 Exceptions. Thisclause does not prohibit Subrecipient from providing:

a. A sarvice that connects to the fadlities of a third-party, such as
backhaul, roaming, or interconnection arrangements, or

b. Teecommunications equipment that cannot route or redirect user
data traffic or permit vighility into any user data or packets that such equipment
trangmits or otherwise handles.

E.25.4 Reporting Requirement.

a. In the event Subrecipient identifies covered tdecommunications
equipment or services used as a subgtantia or essentia component of any system, or
as critica technology as part of any system, during performance of this Subaward, or
Subrecipient is notified of such by a subcontractor at any tier or by any other source,
Subrecipient shal report the information in paragraph E.25.4(b) to Recipient, unless
elsawhere in this Subaward are established procedures for reporting the information;

in the case of the Department of Defense, Subrecipient shall report to thewebsite at
https://dibnet.dod.mil.

b. Subrecipient shdl report the fallowing information pursuant to
paragraph E.25.4(a):
1. Within one business day from the date of such identification

or natification: the Prime Award number; the order number(s), if gpplicable;
supplier name; supplier uniqueentity identifier (if known); supplier
Commercia and Government Entity (CAGE) code (if known); brand; mode

number (origina equipment manufacturer number, manufacturer part
number, or wholesaler number); item description; and any readily
available information about mitigation actions undertaken or recommended.

2. Within 10 business days of submitting the information in
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paragraph E.25.4(b)(1): any further availableinformation about mitigation
actions undertaken or recommended. Inaddition, Subrecipient shdl
describe the efforts it undertook to prevent useor submission of covered
telecommuni cations equipment or services, and any additiona efforts that will
be incorporated to prevent future use or submission of covered

telecommuni cations equipment or services.

E.25.5 Subcontracts. Subrecipient shal insert the substance of thisclause,
including thisparagraph E.25.5, in al subcontracts and other contractual instruments,
including subcontractsfor the acquisition of commercid items.



