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CUSTOMER CONTRACT REQUIREMENTS
eMAPS2 - Ka FMA - IDIQ
CUSTOMER CONTRACT A30762

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government (JUN 2020). This clause applies if
the contract exceeds the simplified acquisition threshold, as defined in the Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.203-7 Anti-Kickback Procedures (JUN 2020). Buyer may withhold from sums owed Seller the
amount of any kickback paid by Seller or its subcontractors at any tier if (a) the Contracting Officer so
directs, or (b) the Contracting Officer has offset the amount of such kickback against money owed
Buyer under the prime contract. This clause, excluding subparagraph (c)(1), applies if this contract
exceeds the threshold specified in FAR 3.502-3(i) on the date of subcontract award.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal
Transactions (SEP 2007). This clause applies only if this contract exceeds (i) $100,000 if included in
Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to
October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition
Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (JUN 2020). This
clause applies if this contract exceeds the threshold specified in FAR 3.808 on the date of subcontract
award. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any
disclosure required (with written notice to Boeing) directly to the PCO for the prime contract. Boeing
will identify the cognizant Government PCO at Seller's request. Each subcontractor certification will be
retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (DEC 2021). This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
2009 (JUN 2010). This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-2 Security Requirements (MAR 2021). The reference to the Changes clause means the
changes clause of this Contract. This clause applies only if the Contract involves access to classified
material.

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011). This clause applies
only if performance under this contract requires Seller to have routine physical access to a Federally-
controlled facility and/or routine access to a Federally-controlled information system.
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52.204-15 Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT
2016). In this clause, “"Contractor” means “Buyer.” Seller shall submit the information required by
paragraph (f) (1) for services performed under this contract at or above the thresholds set forth in
4.1703(a)(2), during the preceding fiscal year (October 1-Sept 30) to Buyer annually by Oct. 15th. In
accordance with paragraph (f) (2), this information will be made available to the public as required by
section 743 of Division C of the Consolidated Appropriations Act, 2010.

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021). This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).

Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023). In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (NOV 2021). This clause applies if the contract exceeds the
threshold specified in FAR 9.405-2(b) on the date of subcontract award. Seller agrees it is not
debarred, suspended, or proposed for debarment by the Federal Government. Seller shall disclose to
Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not
debarred, suspended, or proposed for debarment by the Federal Government. This clause does not
apply if the contract is for commercially available off-the shelf items.

52.211-15 Defense Priority and Allocation Requirements (APR 2008). This clause is applicable if a
priority rating is noted in this contract.

52.219-8 Utilization of Small Business Concerns (SEP 2023).

52.219-9 Small-Business Subcontracting Plan (SEP 2023). This clause applies if this contract
exceeds the applicable threshold specified in FAR 19.702(a) on the date of subcontract award and
Seller is not a small business concern. Seller shall adopt a subcontracting plan that complies with the
requirements of this clause. In addition, Seller shall submit to Buyer Form X31162, Small Business
Subcontracting Plan Certificate of Compliance. In accordance with paragraph (d)(10) (v), Seller agrees
that it will submit the ISR and/or SSR using eSRS, and, in accordance with paragraph (d)(10)(vii), Seller
agrees to provide the prime contract number, its own unique entity identifier, and the email address of
Seller's official responsible for acknowledging or rejecting the ISRs, to its subcontractors with
subcontracting plans. In accordance with paragraph (d)(10)(vi), the following information is provided:
(1) the prime contract number is _47QTCK18D0004-47QFCA22F0019_, (2) Buyer's unique entity
identifier is , and the email address of Buyer's official responsible for acknowledging
receipt of or rejecting ISRs is (contact Buyer's Authorized Procurement Representative.)

52.222-19 Child Labor - Cooperation with Authorities and Remedies Deviation (MAR 2022). In
paragraph (b), the term "solicitation" refers to the prime solicitation. In paragraph (d), "Contracting
Officer" means Buyer.

52.222-21 Prohibition of Segregated Facilities (APR 2015).
52.222-26 Equal Opportunity (SEP 2016).

52.222-35 Equal Opportunity for Veterans. (JUN 2020). This clause applies if this contract is valued
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at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020). This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-37 Employment Reports on Veterans (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (NOV 2021). The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-50 Combating Trafficking in Persons Alternate I (MAR 2015). The term “Contractor” shall
mean “Seller”, except the term “prime contractor” shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer and the Buyer's Authorized Procurement representative in
paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated with
more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for
each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “cancellation” and “Cancellation for Default”,
respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the Government
exercises one of the remedies identified in the paragraph (e) against Buyer as a result, in whole or in
part, of the Seller’s violation of its obligations under this clause, Buyer may impose that remedy against
the Seller proportionate to the extent to which Seller’s violation caused the Government’s decision to
impose a remedy on Buyer.” The term “Contracting Officer” shall mean “Contracting Officer and Buyer”
in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies
susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer or
Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (MAY 2022). This clause applies to all subcontracts
that (1) are for (i) services (except for commercial services that are part of the purchase of a COTS
item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more
than $3,500; and (3) includes work performed in the United States.

52.223-3 Hazardous Material Identification and Material Safety Data (FEB 2021). This clause
applies only if Seller delivers hazardous material under this contract. In paragraph (e), the term
Contracting Officer means Buyer. In paragraphs (f) and (h), the term Government means Government
or Buyer.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (JUN 2020). This
clause applies if the contract exceeds the micro-purchase threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.224-3 Privacy Training (JAN 2017). The term "Contracting Officer" shall mean "Contracting Officer
or Buyer".
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52.224-3 Privacy Training Alternate I (JAN 2017). The term "Contracting Officer" shall mean
"Contracting Officer or Buyer".

52.225-3 Buy American Act-Free Trade Agreements-Israeli-Trade Act (DEC 2022). “Contracting
Officer” means Buyer in paragraph (b). In paragraph (c), the phrase "in the provision entitled 'Buy
American Act--Free Trade Agreements--Israeli Trade Act Certificate' is deleted.

52.225-5 Trade Agreements (DEC 2022). In paragraph (b), the phrase "in the provision entitled
'Trade Agreement Certificate' " is deleted.

52.225-13 Restriction on Certain Foreign Purchases (FEB 2021).

52.225-19 Contractor Personnel in a Designated Operational Area or Supporting a Diplomatic or
Consular Mission Outside the United States. (MAY 2020). This clause is applicable when Seller
personnel performs work outside the United States in: (1) In a designated operational area during (i)
Contingency operations; (ii) Humanitarian or peacekeeping operations; or (iii) Other military
operations; or military exercises, when designated by the Combatant Commander; or; (2) When
supporting a diplomatic or consular mission (i) That has been designated by the Department of State
as a danger pay post (refer to website listed in clause); or (ii) That the Contracting Officer has
indicated is subject to this clause.

52.226-6 Promoting Excess Food Donation to Nonprofit Organizations. (JUN 2020). This clause
applies if this contract exceeds the threshold specified in FAR 26.404 on the date of subcontract
award and Seller will perform the provision, service, or sale of food in the United States under this
contract.

52.227-19 Commercial Computer Software License (DEC 2007).

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services (SEP 2023). The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.245-1 Government Property (SEP 2021). This clause applies if Government property is acquired
or furnished for contract performance. "Government" shall mean Government throughout except the
first time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer.

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021). This clause
does not apply if this contract is for the acquisition of commercial products or commercial services
unless (i) this contract is a contract or agreement for ocean transportation services; or a construction
contract; or (ii) the supplies being transported are (a) items the Seller is reselling or distributing to the
Government without adding value (generally, the Seller does not add value to the items when it
subcontracts items for f.0.b. destination shipment); or (b) shipped in direct support of U.S. military (1)
contingency operations; (2) exercises; or (3) forces deployed in connection with United Nations or
North Atlantic Treaty Organization humanitarian or peacekeeping operations.

52.225-1 Buy American-Supplies (OCT 2022). The term "Contracting Officer" shall mean Buyer the
first time it is used in paragraph (c). In paragraph (d), the phrase "in the provision of the solicitation
entitled 'Buy American Certificate' is deleted and replaced with "in its offer."

2. DoD FAR Supplement Clauses DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).

252.203-7003 Agency Office of the Inspector General. (AUG 2019). This clause applies if FAR
52.203-13 applies.

252.204-7000 Disclosure of Information (OCT 2016). Seller shall submit requests for authorization
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to release information through Buyer. Seller shall submit written requests to Buyer a minimum of 25
days prior to proposed date of release.

252.204-7008 Requirements for Contracts Involving Export-Controlled Items. (APR 2010).

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (JAN 2023). This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial products and commercial services.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (JAN
2023). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives.

Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a variance from the requirements of NIST SP
800-171, to the US Government Contracting Office and that Seller’s request for such variance was
approved by an authorized representative of the DoD CIO.

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (JAN 2023).

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services (JAN 2023). In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (JAN 2023). This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.

Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.211-7003 Item Unique Identification and Valuation (JAN 2023). This clause applies if this
contract acquires any item for which unique item identification is required in accordance with paragraph
(c) (1) of this clause. Any exceptions under paragraph (c) (1) (i) or specific items requiring a unique item
identifier in accordance with paragraph (c) (1) (ii)-(v), if any, shall be identified in an exhibit in this
contract.

252.223-7006 Prohibition on Storage, Treatment, And Disposal of Toxic Or Hazardous Materials
(SEP 2014). This clause applies if the contract requires, may require, or permits Seller access to a DoD
installation. Seller shall include this clause in any of their subcontracts.

252.223-7008 Prohibition of Hexavalent Chromium (JAN 2023). "Contracting Officer" shall mean
Buyer.

252.225-7001 Buy American and Balance of Payments Program (JAN 2023). In paragraph (c), the
phrase "in the Buy American Balance of Payments Program Certificate provision of the solicitation" is
deleted and the word "certified" is deleted and replaced with the word "specified."

252.225-7012 Preference for Certain Domestic Commodities (APR 2022).
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252.225-7021 Trade Agreements (JAN 2023). In paragraph (c) (1), the phrase "in the Trade
Agreements Certificate provision of the solicitation" is deleted.

252.225-7043 Antiterrorism/Force Protection Policy for Defense Contractors Outside the United
States (JUN 2015). This clause applies only if this contract requires Seller to perform or travel outside
the United States and Seller is not (1) a foreign government, (2) a representative of a foreign
government, or (3) a foreign corporation wholly owned by a foreign government.

252.,225-7048 Export-Controlled Items (JUN 2013).
252.225-7056 Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023).

252.225-7060 Prohibition on Certain Procurements from the Xinjiang Uyghur Autonomous Region
(JUN 2023). Seller represents and warrants that it does not provide any products mined, produced, or
manufactured wholly or in part by forced labor from XUAR or from an entity that has used labor from
within or transferred from XUAR.

252.225-7975 Additional Access to Contractor and Subcontractor Records Deviation (AUG
2020). This clause applies if the contract has an estimated value over $50,000 and will be performed
outside the United States and its outlying areas.

252.225-7980 Contractor Personnel Performing in the United States Africa Command Area of
Responsibility.(DEVIATION 2016-00008) (JUN 2016). This clause applies only if this contract
requires Seller personnel to perform in the United States Africa Command (USAFRICOM) area of
responsibility.

252.225-7993 Prohibition on Providing Funds to the Enemy Deviation (AUG 2020). This clause
applies if the Contract has an estimated value over $50,000 and will be performed outside the United
States and its outlying areas. In paragraph (b), the term "contract" refers to the prime contract.

252.,227-7015 Technical Data - Commercial Products and Commercial Services (MAR 2023). This
clause applies whenever any technical data related to commercial products or commercial services is
developed in any part at private expense and will be obtained from Seller or its subcontractors for
delivery to the Government.

252.227-7016 Rights in Bid or Proposal Information (JAN 2023).

252.227-7019 Validation of Asserted Restrictions - Computer Software (JAN 2023). This clause
applies if Seller or Seller's subcontractors will be furnishing computer software for delivery to the
Government in the performance of this Contract.

252.227-7027 Deferred Ordering of Technical Data or Computer Software (APR 1988). This clause
applies only if technical data or computer software may be generated as part of the performance of
this contract.

252.227-7037 Validation of Restrictive Markings on Technical Data (JAN 2023). This clause
applies if Seller or Seller's subcontractors or suppliers at any tier will be delivering technical data under
this Contract.

252.228-7001 Ground and Flight Risk (MAR 2023). Seller acknowledges that the Customer Contract
includes DFARS 252.228-7001, Ground and Flight Risk (JUN 2010) (the "GFRC"), and that the GFRC
incorporates DCMA Instruction 8210.1 (6 FEBRUARY 2023), CONTRACTOR'S FLIGHT AND GROUND
OPERATIONS, by reference. Seller shall have procedures in place to implement the requirements of the
GFRC and DCMA Instruction 8210.1 (6 FEBRUARY 2023), and to enable Buyer to meet its obligations
under the prime contract.

252.228-7005 Mishap Reporting and Investigation Involving Aircraft, Missiles, and Space Launch
Vehicles (MAR 2023). The term "Administrative Contracting Officer" means Buyer.

252.228-7006 Compliance With Spanish Laws and Insurance (MAR 2023). In paragraphs (d) and
(e), the term "Contracting Officer" shall mean "Buyer."

252.235-7003 Frequency Authorization-Basic (MAR 2014). This clause applies only if this contract
requires the development, production, construction, testing, or operation of a device that utilizes radio
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frequency spectrum. Seller shall, without further adjustment to contract price or fee, provide all
necessary support and documentation to obtain radio frequency spectrum certification and/or
authorization. The term "Contracting Officer" shall mean "Buyer."

252.237-7010 Prohibition on Interrogation of Detainees by Contractor Personnel (JAN 2023). This
clause applies if the contract requires Seller's personnel to interact with detainees in the course of
their duties.

252.237-7019 Training for Contractor Personnel Interacting with Detainees (JAN 2023). This
clause applies if the Contract may require Seller personnel to interact with detainees in the course of
their duties.

252.237-7023 Continuation of Essential Contractor Services. (OCT 2010). This clause applies if
services provided by Seller have been determined to be "essential contractor services in support of
mission-essential functions, " and are listed in the attachment referenced in paragraph (b) of the
clause. In paragraph (c)(2), "Contracting Officer" shall mean Buyer. In paragraph (c)(3) "Contracting
Officer" shall mean the Contracting Officer or Buyer. In paragraph (c), "Contracting Officer" shall mean
Buyer. In paragraph (f), ninety days is replaced with sixty days. In paragraph (g), "Contracting
Officer" shall mean Buyer.

252.239-7010 Cloud Computing Services (JAN 2023). Paragraph (b)(1) shall read as follows: This
clause applies to contracts that involve or may involve cloud computing services in performance of the
Contract, including contracts for commercial items. If Seller proposes to use cloud computing services in
the performance of the contract, Seller shall obtain approval from the Buyer prior to utilizing such cloud
computing services in performance of the contract. Any requests to and notifications or approvals from
the Contracting Officer shall be communicated through Buyer.

252.244-7000 Subcontracts for Commercial Products or Commercial Services (JAN 2023).

252.245-7004 Reporting, Reutilization, and Disposal (DEC 2017). This clause applies if this contract
contains FAR 52.245-1, Government Property. The term "Contracting Officer" shall mean "Buyer".

252.246-7003 Notification of Potential Safety Issues (JAN 2023). This clause applies only if this
subcontract is for: (i) parts identified as critical safety items; (ii) systems and subsystems, assemblies
and subassemblies integral to a system; or (iii) repair, maintenance, logistics support, or overhaul
services for systems and subsystems, assemblies, subassemblies and parts integral to a system. The
notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative
contracting officer (ACO) and the procuring contracting officer (PCO) if Seller is aware of the ACO and
PCO for the prime contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (JAN
2023). This clause applies to contracts for electronic parts or assemblies containing electronic parts or
for contracts for the performance of authentication testing. The introductory text is deleted and only
paragraphs (a) through (e) apply. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts (JAN 2023). This clause applies if the Contract is for
electronic parts or assemblies containing electronics parts, unless Seller is the original manufacturer of
the electronic parts. The term “Contractor” means Seller and the term “subcontractor” means Seller’s
lower-tier suppliers. In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means “Buyer’s
Authorized Procurement Representative.” Seller’s notification shall include, at a minimum,

identification of the electronic parts being procured, identification of Seller’s lower-tier supplier
providing such electronic parts, Seller’s rationale on acceptability of procuring such parts (including risk
mitigation), and identification of the product using such parts (by lot or serial numbers).

252.247-7023 Transportation of Supplies by Sea-Basic (JAN 2023). This clause applies if this
contract is for supplies that are of a type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded.

252.249-7002 Notification Of Anticipated Contract Termination Or Reduction (DEC
2022). "Contracting Officer" shall mean "Buyer". Subparagraph (d)(1) shall be deleted. The phrase
"Require that each such subcontractor"” of subparagraph (d)(2) shall be deleted.

3. Commercial Items If goods or services being procured under this contract are commercial products and/or
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commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (NOV 2021). This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
2009 (JUN 2010). This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021). This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).

Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email.

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023). In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (NOV 2021). This clause applies if the contract exceeds the
threshold specified in FAR 9.405-2(b) on the date of subcontract award. Seller agrees it is not
debarred, suspended, or proposed for debarment by the Federal Government. Seller shall disclose to
Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not
debarred, suspended, or proposed for debarment by the Federal Government. This clause does not
apply if the contract is for commercially available off-the shelf items.

52.219-8 Utilization of Small Business Concerns (SEP 2023).

52.222-21 Prohibition of Segregated Facilities (APR 2015).

52.222-26 Equal Opportunity (SEP 2016).

52.222-35 Equal Opportunity for Veterans. (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020). This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.
52.222-37 Employment Reports on Veterans (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless

exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).
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52.222-50 Combating Trafficking in Persons (NOV 2021). The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-50 Combating Trafficking in Persons Alternate I (MAR 2015). The term “Contractor” shall
mean “Seller”, except the term “prime contractor” shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer and the Buyer's Authorized Procurement representative in
paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated with
more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for
each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “cancellation” and “Cancellation for Default”,
respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the Government
exercises one of the remedies identified in the paragraph (e) against Buyer as a result, in whole or in
part, of the Seller’s violation of its obligations under this clause, Buyer may impose that remedy against
the Seller proportionate to the extent to which Seller’s violation caused the Government’s decision to
impose a remedy on Buyer.” The term “Contracting Officer” shall mean “Contracting Officer and Buyer”
in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies
susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer or
Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (MAY 2022). This clause applies to all subcontracts
that (1) are for (i) services (except for commercial services that are part of the purchase of a COTS
item, or an item that would be a COTS item, but for minor modifications performed by the COTS
provider and are normally provided for that COTS item), or (ii) construction; (2) has a value of more
than $3,500; and (3) includes work performed in the United States.

52.222-55 Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN

2022). This clause applies if this contract is subject to the Service Contract Labor Standards statute or
the Wage Rate Requirements (Construction) statute, and is to be performed in whole or in part in the
United States. "Contracting Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the
Government exercises a withhold identified in the paragraph (g) against Buyer as a result of the
Seller’s violation of its obligations under this clause, Buyer may impose that withhold against the
Seller.

52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022). This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and are to be performed in whole or in part in the United States.

52.224-3 Privacy Training Alternate I (JAN 2017). The term "Contracting Officer" shall mean
"Contracting Officer or Buyer".

52.224-3 Privacy Training (JAN 2017). The term "Contracting Officer" shall mean "Contracting Officer
or Buyer".

52.225-26 Contractors Performing Private Security Functions Outside the United States (OCT
2016). This clause applies if the Contract will be performed outside the United States in areas of (1)
combat operations, as designated by the Secretary of Defense; or (2) other significant military
operations, upon agreement of the Secretaries of Defense and State that the clause applies in that
area. In paragraph (d)(1), Contracting Officer shall mean "Contracting Officer or Buyer" and in
paragraph (d) (3), Contracting Officer shall mean Buyer.
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52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services (SEP 2023). The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.245-1 Government Property (SEP 2021). This clause applies if Government property is acquired
or furnished for contract performance. "Government" shall mean Government throughout except the
first time it appears in paragraph (g)(1) when "Government" shall mean the Government or the Buyer.

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021). This clause
does not apply if this contract is for the acquisition of commercial products or commercial services
unless (i) this contract is a contract or agreement for ocean transportation services; or a construction
contract; or (ii) the supplies being transported are (a) items the Seller is reselling or distributing to the
Government without adding value (generally, the Seller does not add value to the items when it
subcontracts items for f.o.b. destination shipment); or (b) shipped in direct support of U.S. military (1)
contingency operations; (2) exercises; or (3) forces deployed in connection with United Nations or
North Atlantic Treaty Organization humanitarian or peacekeeping operations.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).

252.204-7000 Disclosure of Information (OCT 2016). Seller shall submit requests for authorization
to release information through Buyer. Seller shall submit written requests to Buyer a minimum of 25
days prior to proposed date of release.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (JAN 2023). This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial products and commercial services.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (JAN
2023). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives.

Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause
252.204-7012 as modified by the preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B),
it has submitted a request applicable to this Contract for a variance from the requirements of NIST SP
800-171, to the US Government Contracting Office and that Seller’s request for such variance was
approved by an authorized representative of the DoD CIO.

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION
SUPPORT (JAN 2023).

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services (JAN 2023). In paragraph (d), all required reporting shall be to Buyer.

252.204-7020 NIST SP 800-171 DoD Assessment Requirements (JAN 2023). This clause applies
unless the contract is for COTS items. Seller is required to have completed, within the last 3 years, at
least a Basic NIST SP 800-171 DoD Assessment for Controlled Unclassified Information (CUI) that is
processed, stored, or transmitted on covered contractor information systems relevant to its
performance that are not part of an information technology service or system operated on behalf of
the government.
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Seller represents and warrants that it is in compliance with the requirements of DFARS Clause
252.204-7020 as modified by the preceding paragraph.

252.211-7003 Item Unique Identification and Valuation (JAN 2023). This clause applies if this
contract acquires any item for which unique item identification is required in accordance with paragraph
(c) (1) of this clause. Any exceptions under paragraph (c) (1) (i) or specific items requiring a unique item
identifier in accordance with paragraph (c) (1) (ii)-(v), if any, shall be identified in an exhibit in this
contract.

252.223-7008 Prohibition of Hexavalent Chromium (JAN 2023). "Contracting Officer" shall mean
Buyer.

252.225-7001 Buy American and Balance of Payments Program (JAN 2023). In paragraph (c), the
phrase "in the Buy American Balance of Payments Program Certificate provision of the solicitation" is
deleted and the word "certified" is deleted and replaced with the word "specified."

252.225-7012 Preference for Certain Domestic Commodities (APR 2022).
252.225-7048 Export-Controlled Items (JUN 2013).
252.225-7056 Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023).

252.225-7060 Prohibition on Certain Procurements from the Xinjiang Uyghur Autonomous Region
(JUN 2023). Seller represents and warrants that it does not provide any products mined, produced, or
manufactured wholly or in part by forced labor from XUAR or from an entity that has used labor from
within or transferred from XUAR.

252.225-7975 Additional Access to Contractor and Subcontractor Records (AUG 2020). This clause
applies if the contract has an estimated value over $50,000 and will be performed outside the United
States and its outlying areas.

252.225-7993 No Basic Clause - Deviation Only (AUG 2020). This clause applies if the Contract has
an estimated value over $50,000 and will be performed outside the United States and its outlying
areas.

252.227-7015 Technical Data - Commercial Products and Commercial Services (MAR 2023). This
clause applies whenever any technical data related to commercial products or commercial services is
developed in any part at private expense and will be obtained from Seller or its subcontractors for
delivery to the Government.

252.227-7019 Validation of Asserted Restrictions - Computer Software (JAN 2023). This clause
applies if Seller or Seller's subcontractors will be furnishing computer software for delivery to the
Government in the performance of this Contract.

252.227-7037 Validation of Restrictive Markings on Technical Data (JAN 2023). This clause
applies if Seller or Seller's subcontractors or suppliers at any tier will be delivering technical data under
this Contract.

252.237-7010 Prohibition on Interrogation of Detainees by Contractor Personnel (JAN 2023). This
clause applies if the contract requires Seller's personnel to interact with detainees in the course of
their duties.

252.237-7019 Training for Contractor Personnel Interacting with Detainees (JAN 2023). This
clause applies if the Contract may require Seller personnel to interact with detainees in the course of
their duties.

252.239-7010 Cloud Computing Services (JAN 2023). Paragraph (b)(1) shall read as follows: This
clause applies to contracts that involve or may involve cloud computing services in performance of the
Contract, including contracts for commercial items. If Seller proposes to use cloud computing services in
the performance of the contract, Seller shall obtain approval from the Buyer prior to utilizing such cloud
computing services in performance of the contract. Any requests to and notifications or approvals from
the Contracting Officer shall be communicated through Buyer.
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252.244-7000 Subcontracts for Commercial Products or Commercial Services (JAN 2023).

252.246-7003 Notification of Potential Safety Issues (JAN 2023). This clause applies only if this
subcontract is for: (i) parts identified as critical safety items; (ii) systems and subsystems, assemblies
and subassemblies integral to a system; or (iii) repair, maintenance, logistics support, or overhaul
services for systems and subsystems, assemblies, subassemblies and parts integral to a system. The
notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative
contracting officer (ACO) and the procuring contracting officer (PCO) if Seller is aware of the ACO and
PCO for the prime contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System (JAN
2023). This clause applies to contracts for electronic parts or assemblies containing electronic parts or
for contracts for the performance of authentication testing. The introductory text is deleted and only
paragraphs (a) through (e) apply. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts (JAN 2023). This clause applies if the Contract is for
electronic parts or assemblies containing electronics parts, unless Seller is the original manufacturer of
the electronic parts. The term “Contractor” means Seller and the term “subcontractor” means Seller’s
lower-tier suppliers. In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means “Buyer’s
Authorized Procurement Representative.” Seller’s notification shall include, at a minimum,

identification of the electronic parts being procured, identification of Seller’s lower-tier supplier
providing such electronic parts, Seller’s rationale on acceptability of procuring such parts (including risk
mitigation), and identification of the product using such parts (by lot or serial numbers).

252.247-7023 Transportation of Supplies by Sea-Basic (JAN 2023). This clause applies if this
contract is for supplies that are of a type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded.

4. Prime Contract Special Provisions The following prime contract special provisions apply to this purchase
order

A30762 Special Provisions .
GSAR CLAUSES INCORPORATED BY REFERENCE
552.203-71 RESTRICTION ON ADVERTISING (SEP 1999)
552.204-9 Personal Identity Verification Requirements
552.215-70 Examination of Records by GSA
552.232-39 Unenforceability of Unauthorized Obligations (FAR DEVIATION)(FEB 2018)
552.232-78 Commercial Supplier Agreements - Unenforceable Clauses
552.237-73 Restriction on Disclosure of Information
552.239-70 Information Technology Security Plan and Security Authorization
552.239-71 Security Requirements for Unclassified Information Technology Resources

Organizational Conflict of Interest (OCI)

If a Seller has performed, is currently performing work, or anticipates performing work that creates or
represents an actual or potential OCI, the Seller shall immediately disclose this actual or potential OCI
to the Buyer in accordance with FAR Subpart 9.5. The nature of the OCI may involve the Seller,
subcontractors of any tier, or teaming partners.

Seller Identification

As stated in 48 CFR 211.106, Purchase Descriptions for Service Contracts, Seller personnel shall
identify themselves as Seller personnel by introducing themselves or being introduced as Seller
personnel and by displaying distinguishing badges or other visible identification for meetings with
Government personnel. Seller personnel shall appropriately identify themselves as Seller employees in
telephone conversations and in formal and informal written correspondence.

Marketing

GSA requires the review and approval of any Press/News Releases for Orders and Master Contracts
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Marketing/Promotional Materials and Brochures by a Seller that is GSA GWAC related, including
information on the Seller's GWAC webpage. All marketing, promotional materials, and news releases in
connection with the GSA GWAC or Task Order awards under the GSA GWAC, including information on
the Seller’'s GSA GWAC web page, may be co-branded with marks owned or licensed by the Seller and
GSA, as long as the Seller complies with GSAM 552.203-71, Restriction on Advertising, and in the case
of GSA’s logo must comply with GSA Star Mark logo policy (See Attachment J-8 Website References).

Sellers shall ensure these guidelines are adhered to by its subcontractors.

The Seller shall not permit the marketing of their Master Contract, Task order, or Contract on its
subcontractor webpages that purports to, has the appearance of, or misrepresents itself to be a GSA
GWAC approved teaming partner/subcontractor, when this arrangement has not been approved by
the GWAC Contracting Officer.



