
CUSTOMER CONTRACT REQUIREMENTS
Cyber Mission Platform

CUSTOMER CONTRACT 7500140470

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below. If this contract is for the procurement of
commercial items under a Government prime contract, as defined in FAR Part 2.101, see Section 3 below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.222-26 Equal Opportunity (APR 2015).  

52.222-35 Equal Opportunity for Veterans. (OCT 2015).  This clause applies only if this contract is $150,000 or more.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if this contract exceeds $15,000.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (MAR 2015).  The term “contractor” shall mean “Seller”, except in the paragraph (a)
definition of Agent, and except when the term “prime contractor” appears, which shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer, Buyer's Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall
read as follows: “If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's Authorized
Procurement Representative for each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “Cancellation” and “Cancellation for Default”, respectively, in paragraph (e)(6). The
term “Contracting Officer” shall mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens expected to be employed and the risk
that the contract or subcontract will involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer”
shall mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph
(h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015).  This clause applies to all subcontracts that (1) are for (i) commercial or
noncommercial services (except for commercial services that are part of the purchase of a COTS item, or an item that would be a COTS
item, but for minor modifications performed by the COTS provider and are normally provided for that COTS item), or (ii)
construction; (2) has a value of more than $3,500; and (3) includes work performed in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).   

2. DoD FAR Supplement Clauses   DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (DEC 2015).  This clause applies if the
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Contract is for operationally critical support or where performance will involve a covered contractor information system. The term
“contractor” retains its original meaning wherever the word is not capitalized. In the terms “Contractor attributional/proprietary
information,” “Contractor information system” and "covered contractor information system," the term "contractor" also retains its
original meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or Buyer.”  In paragraph (m)(2), the
term “prime Contractor” retains its original meaning. Reporting to Buyer shall be accomplished via abuse@Boeing.com with a copy to
the Buyer's Authorized Procurement Representative. The Boeing 1st tier subcontractor shall rapidly report lower tier subcontractor
information it receives.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.237-7019 Training for Contractor Personnel Interacting with Detainees (JUN 2013).   

252.239-7018 Supply Chain Risk  (OCT 2015).  This clause applies to all contracts involving the development or delivery of any
information technology, whether acquired as a service or as a supply.  "Government" shall mean "Government or Buyer".

252.246-7003 Notification of Potential Safety Issues  (JUN 2013).  This clause applies only if this subcontract is for:  (i) parts
identified as critical safety items; (ii) systems and subsystems, assemblies and subassemblies integral to a system; or (iii) repair,
maintenance, logistics support, or overhaul services for systems and subsystems, assemblies, subassemblies and parts integral to a
system.  The notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative contracting officer
(ACO) and the procuring contracting officer (PCO) if Seller is aware of the ACO and PCO for the prime contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System  (MAY 2014).  This clause applies to
contracts for electronic parts or assemblies containing electronic parts or for contracts for the performance of authentication testing.
The term "Contractor" means "Buyer" in the first sentence. In paragraph (c)(6), "Contracting Officer" means "Buyer."

3. Commercial Items  If goods or services being procured under this contract are commercial items and Clause H203 is set forth in the purchase
order, the foregoing Government clauses in Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.222-26 Equal Opportunity (APR 2015).   

52.222-35 Equal Opportunity for Veterans. (OCT 2015).  This clause applies only if this contract is $150,000 or more.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if this contract exceeds $15,000.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (MAR 2015).  The term “contractor” shall mean “Seller”, except in the paragraph (a)
definition of Agent, and except when the term “prime contractor” appears, which shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer, Buyer's Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall
read as follows: “If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's Authorized
Procurement Representative for each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “Cancellation” and “Cancellation for Default”, respectively, in paragraph (e)(6). The
term “Contracting Officer” shall mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens expected to be employed and the risk
that the contract or subcontract will involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer”
shall mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph
(h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015).  This clause applies to all subcontracts that (1) are for (i) commercial or
noncommercial services (except for commercial services that are part of the purchase of a COTS item, or an item that would be a COTS
item, but for minor modifications performed by the COTS provider and are normally provided for that COTS item), or (ii)
construction; (2) has a value of more than $3,500; and (3) includes work performed in the United States.
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52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).   

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (DEC 2015).  This clause applies if the
Contract is for operationally critical support or where performance will involve a covered contractor information system. The term
“contractor” retains its original meaning wherever the word is not capitalized. In the terms “Contractor attributional/proprietary
information,” “Contractor information system” and "covered contractor information system," the term "contractor" also retains its
original meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or Buyer.”  In paragraph (m)(2), the
term “prime Contractor” retains its original meaning. Reporting to Buyer shall be accomplished via abuse@Boeing.com with a copy to
the Buyer's Authorized Procurement Representative. The Boeing 1st tier subcontractor shall rapidly report lower tier subcontractor
information it receives.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.237-7019 Training for Contractor Personnel Interacting with Detainees (JUN 2013).   

252.239-7018 Supply Chain Risk  (OCT 2015).  This clause applies to all contracts involving the development or delivery of any
information technology, whether acquired as a service or as a supply.  "Government" shall mean "Government or Buyer".

252.246-7003 Notification of Potential Safety Issues  (JUN 2013).  This clause applies only if this subcontract is for:  (i) parts
identified as critical safety items; (ii) systems and subsystems, assemblies and subassemblies integral to a system; or (iii) repair,
maintenance, logistics support, or overhaul services for systems and subsystems, assemblies, subassemblies and parts integral to a
system.  The notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative contracting officer
(ACO) and the procuring contracting officer (PCO) if Seller is aware of the ACO and PCO for the prime contract.

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System  (MAY 2014).  This clause applies to
contracts for electronic parts or assemblies containing electonric parts. In paragraph (c)(6), "Contracting Officer" means "Buyer."

4. Prime Contract Special Provisions   The following prime contract special provisions apply to this purchase order

52.246-23 Limitation of Liability (FEB 1997).  The term Contractor means Seller.

52.246-24 Limitation of Liability- High Value Items (FEB 1997).  The term Contractor means Seller.

52.246-25 Limitation of Liability-Services  .  The term Contractor means Seller.

1. Export and Import Compliance .  
 

1.1     Export Compliance.
 
a. General. Performance of this Contract may involve the use of or access to articles, technical data or software that is subject to export
controls under 22 United States Code 2751 – 2799 (Arms Export Control Act) and 22 Code of Federal Regulations 120-130
(International Traffic in Arms Regulations or “ITAR”) or 50 United States Code 2401-2420 (Export Administration Act of 1979, as
amended), 50 United States Code 1701-1706, (International Emergency Economic Powers Act, as amended), and 15 Code of Federal
Regulations 768 – 799 (Export Administration Regulations) and their successor and supplemental laws and regulations (collectively
hereinafter referred to as the “Export Laws and Regulations”). Seller represents and warrants that it is either 1) a U.S. Person as that
term is defined in the Export Laws and Regulations, or 2) a Foreign Person as that term is defined in the Export Laws and Regulations
and it has disclosed to Buyer’s Representative, in writing, the country in which it is incorporated/authorized/ organized to do business,
and all nationalities of any dual or third-country national employees who will require access to the data, articles or services provided
hereunder. Seller shall comply with any and all Export Laws and Regulations, and any license(s) issued there under.
 
b. Foreign Persons. Seller shall not give any Foreign Person access to Technical Data or software as those terms are defined in the
applicable Export Laws and Regulations without the prior written consent of Buyer. Any request for such consent must state the
intended recipient’s citizenship(s), and status under 8 U.S.C. 1101 and 8 U.S.C. 1324 (the “Immigration and Naturalization Act”), and
such other information as Buyer may reasonably request. No consent granted by Buyer in response to Seller’s request under this
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paragraph b shall relieve Seller of its obligations to comply with the provisions of paragraph a or the Export Laws and Regulations, nor
shall any such consent
constitute a waiver of the requirements of paragraph a, nor constitute consent for Seller to violate any provision of the Export Laws and
Regulations.
 
c. Indemnification. Seller shall indemnify and save harmless Buyer and Buyer’s customer from and against any and all damages,
liabilities, penalties, fines, costs, and expenses, including reasonable attorney’s fees, arising out of claims, suit, allegations or charges of
Seller’s failure to comply with the provisions of this clause and breach of the warranty set forth in paragraph a. Any failure of Seller to
comply with the requirements or any breach of the warranty contained in this clause shall be a material breach of the Contract.
 
d. If Seller is a U.S. entity and is engaged in the business of either exporting or manufacturing (whether exporting or not) defense articles
or furnishing defense services, Seller represents that it is registered with the Office of Defense Trade Controls, as required by the ITAR
and it maintains an effective export and import compliance program in accordance with the ITAR.
 
e. Subcontracts. The substance of this clause shall be incorporated into any lower tier subcontract entered into by the Seller for the
performance of any part of the work under the Contract.
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