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CUSTOMER CONTRACT REQUIREMENTS
57882-Dept of Homeland Security BlastDam Follow-On
CUSTOMER CONTRACT 70RSAT20C00000003

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.203-7 Anti-Kickback Procedures (MAY 2014). Buyer may withhold from sums owed Seller the
amount of any kickback paid by Seller or its subcontractors at any tier if (a) the Contracting Officer so
directs, or (b) the Contracting Officer has offset the amount of such kickback against money owed
Buyer under the prime contract. This clause, excluding subparagraph (c)(1), applies only if this contract
exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity (MAY
2014). This clause applies to this contract if the Seller, its employees, officers, directors or agents
participated personally and substantially in any part of the preparation of a proposal for this contract.
The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to violations of the Act
(as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (MAY 2014). This clause applies
only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract
issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after
October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended after
October 1, 2010 to increase the Simplified Acquisition Threshold.If the Government reduces Buyer's
price or fee for violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from
sums owed Seller the amount of the reduction.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal
Transactions (SEP 2007). This clause applies only if this contract exceeds (i) $100,000 if included in
Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to
October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition
Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010). This
clause applies only if this contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows:
"(g)(2) Seller will promptly submit any disclosure required (with written notice to Boeing) directly to the
PCO for the prime contract. Boeing will identify the cognizant Government PCO at Seller's request. Each
subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015). This clause applies only if
this contract is in excess of $5,500,000 and has a period of performance of more than 120 days.

52.203-14 Display of Hotline Poster(s) (OCT 2015). This clause applies only if this contract exceeds
$5,500,000 and is not for a commercial item or is performed entirely outside the United States. For the
purposes of this clause, the United States is defined as the 50 states, the District of Columbia, and
outlying areas.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
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2009 (JUN 2010). This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-16 Preventing Personal Conflicts of Interest (DEC 2011). This clause applies to contacts
that exceed $150,000 where Seller's employees will perform acquisition functions closely associated
with inherently governmental functions, as defined in paragraph (a) of the clause. The term
“Contracting Officer” means “Buyer.” In paragraph (a) (1) “"Contractor” means “Seller.” In paragraph
(a)(2) “subcontractor” means “Seller” and “Contractor” means “"Buyer” if Seller is a self-employed
individual.

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees of
Whistleblower Rights (APR 2014). This clause applies only if this contract exceeds simplified
acquisition threshold.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-2 Security Requirements (AUG 1996). The reference to the Changes clause means the
changes clause of this Contract. This clause applies only if the Contract involves access to classified
material.

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011). This clause applies
only if performance under this contract requires Seller to have routine physical access to a Federally-
controlled facility and/or routine access to a Federally-controlled information system.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (OCT

2018). Delete all paragraphs and replace with the following: "If Seller meets the executive
compensation reporting requirements of 52.204-10, Seller shall provide the required executive
compensation information by maintaining an active registration in the U.S. government System for
Award Management (SAM) in accordance with 52.204-7. The required information of 52.204-10 will be
made public."

52.204-13 System for Award Management Maintenance. (OCT 2018).
52.204-21 Basic Safeguarding of Covered Information Systems (JUN 2016).

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (JUL 2018). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (AUG 2019). In paragraph (b), the term "Government" means "Government or
Buyer". In paragraph (d)(1), all required reporting shall be to Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (OCT 2015). Seller agrees it is not debarred, suspended, or
proposed for debarment by the Federal Government. Seller shall disclose to Buyer, in writing, whether
as of the time of award of this contract, Seller or its principals is or is not debarred, suspended, or
proposed for debarment by the Federal Government. This clause does not apply to contracts where
Seller is providing commercially available off-the shelf items.

52.215-2 Audit and Records - Negotiation (OCT 2010). This clause applies only if this contract
exceeds $150,000 and (i) is cost-reimbursement, incentive, time-and-materials, labor-hour, or price-
redeterminable type or any combination of these types; (ii) Seller was required to provide cost or
pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records
and Audit article of the General Provisions incorporated in the Contract.

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (AUG 2011). This clause
applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise
exempt. In subparagraph (3) of paragraph (@), insert "of this contract" after "price or cost." In
Paragraph (c), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Paragraphs (c)(1),
(c)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Subparagraph
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(©)(2)(i)(A), delete "to the Contracting Officer." In Subparagraph (c)(2)(ii)(B), "Government" shall mean
"Government or Buyer." In Paragraph (d), "United States" shall mean "United States or Buyer."

52.215-11 Price Reduction for Defective Certified Cost or Pricing Data -- Modifications (AUG
2011). This clause applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is
not otherwise exempt. "Contracting Officer" shall mean "Contracting Officer or Buyer." In subparagraph
(d)(2)(i)(A), delete "to the Contracting Officer." In subparagraph (d)(2)(ii)(B), "Government" means
"Government" or "Buyer." In Paragraph (e), "United States" shall mean "United States or Buyer."

52.215-12 Subcontractor Certified Cost or Pricing Data (OCT 2010). This clause applies only if this
contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate
required by paragraph (b) of the referenced clause shall be modified as follows: delete "to the
Contracting Officer or the Contracting Officer's representative" and substitute in lieu thereof "to The
Boeing Company or The Boeing Company's representative (including data submitted, when applicable,
to an authorized representative of the U.S. Government)."

52.215-13 Subcontractor Certified Cost or Pricing Data -- Modifications (OCT 2010). This clause
applies only if this contract exceeds the threshold set forth in FAR 15.403-4 and is not otherwise
exempt. The certificate required by paragraph (c) of the referenced clause shall be modified as follows:
delete "to the Contracting Officer or the Contracting Officer's representative" and substitute in lieu
thereof "to The Boeing Company or The Boeing Company's representative (including data submitted,
when applicable, to an authorized representative of the U.S. Government)."

52.215-14 Integrity of Unit Prices (OCT 2010). This clause applies except for contracts at or below
$150,000; construction or architect-engineer services under FAR Part 36; utility services under FAR Part
41; services where supplies are not required; commercial items; and petroleum products.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010). This clause applies to this
contract if it meets the requirements of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than
Pensions (JUL 2005). This clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997). This clause applies to this contract if it
meets the requirements of FAR 15.408(k).

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified
Cost and Pricing Data - Modifications (OCT 2010). This clause applies only if this contract exceeds
the threshold set forth in FAR 15.403-4. The term "Contracting Officer" shall mean Buyer. Insert the
following in lieu of paragraph (a)(2): “Buyer’s audit rights to determine price reasonableness shall also
apply to verify any request for an exception under this clause. For items priced using catalog or market
prices, or law or regulation, access does not extend to cost or profit information or other data relevant
solely to the Contractor’s determination of the prices to be offered in the catalog or marketplace.”

52.215-21 Requirement for Cost or Pricing Data or Information Other Than Cost and Pricing Data
- Modifications Alternate III (OCT 1997).

52.215-23 Limitations on Pass-Through Charges. (OCT 2009). This clause applies to all cost-
reimbursement subcontracts that exceeds (i) $100,000 if included in Buyer's customer RFP or customer
contract issued before October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or
after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was amended
after October 1, 2010 to increase the Simplified Acquisition Threshold. If the contract is with DoD, then
this clause applies to all cost-reimbursement subcontracts and fixed-price subcontracts, except those
identified in 15.408(n)(2)(i)(B)(2), that exceed the threshold for obtaining cost or pricing data in
accordance with FAR 15.403-4. In paragraph (c), "Contracting Officer" shall mean Buyer.

52.219-8 Utilization of Small Business Concerns (OCT 2018).

52.219-9 Small-Business Subcontracting Plan (AUG 2018). This clause applies only if this contract
exceeds $700,000 and Seller is not a small business concern. Seller shall adopt a subcontracting plan
that complies with the requirements of this clause. In addition, Seller shall submit to Buyer Form
X31162, Small Business Subcontracting Plan Certificate of Compliance. In accordance with paragraph
(d)(10) (v), Seller agrees that it will submit the ISR and/or SSR using eSRS, and, in accordance with
paragraph (d)(10)(vii), Seller agrees to provide the prime contract number, its own unique entity
identifier, and the email address of Seller's official responsible for acknowledging or rejecting the ISRs,
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to its subcontractors with subcontracting plans. In accordance with paragraph (d)(10)(vi), the following
information is provided: (1) the prime contract numberis______, (2) Buyer's unique entity
identifier is , and the email address of Buyer's official responsible for acknowledging
receipt of or rejecting ISRs is (contact Buyer's Authorized Procurement Representative.)

52.219-9 Small-Business Subcontracting Plan Alternate II (NOV 2016). This clause applies only if
this contract exceeds $700,000 and Seller is not a small business concern. Seller shall adopt a
subcontracting plan that complies with the requirements of this clause. In addition, Seller shall submit
to Buyer Form X31162, Small Business Subcontracting Plan Certificate of Compliance.

52.222-21 Prohibition of Segregated Facilities (APR 2015).
52.222-26 Equal Opportunity (SEP 2016).

52.222-35 Equal Opportunity for Veterans. (OCT 2015). This clause applies if this contract is
$150,000 or more unless exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014). This clause applies only if
this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (FEB 2016). This clause applies if this contract is
$150,000 or more, unless exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-50 Combating Trafficking in Persons (JAN 2019). The term “contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If
the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015). This clause applies to all subcontracts
that (1) are for (i) commercial or noncommercial services (except for commercial services that are part
of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications
performed by the COTS provider and are normally provided for that COTS item), or (ii) construction; (2)
has a value of more than $3,500; and (3) includes work performed in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).
52.223-99 Ensuring Adequate COVID-19 Safety Protocols For Federal Contractors

(DEVIATION) Deviation (OCT 2021). This clause applies if the contract, and subcontracts at any tier,
exceed the simplified acquisition threshold, as defined in Federal Acquisition Regulation 2.101 on the
date of contract award, and are for services, including construction, performed in whole or in part
within the United States or its outlying areas.

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).

52.227-1 Authorization and Consent (DEC 2007).

52.227-1 Authorization and Consent Alternate II (APR 1984).

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (DEC 2007). A copy
of each notice sent to the Government shall be sent to Buyer.

52.227-11 Patent Rights -- Ownership by the Contractor (MAY 2014). This clause applies only if this
contract is for experimental, developmental, or research work and Seller is a small business firm or
nonprofit organization. In this clause, "Contractor" means Contractor, references to the Government
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are not changed and the subcontractor has all rights and obligations of the Contractor in the clause.

52.227-14 Rights in Data--General (MAY 2014). This clause applies only if data, as defined in
paragraph (a) of the clause, will be produced, furnished, or acquired under this contract.

52.227-16 Additional Data Requirements (JUN 1987). This clause applies only if this contract
involves experimental, developmental, research, or demonstration work.

52.230-2 Cost Accounting Standards (OCT 2015). Paragraph (b) of this clause is excluded. In this
clause, "Contractor" shall mean Seller. Seller shall comply with the clause in effect on Seller’'s award
date or if Seller has submitted certified cost or pricing data, on the date of final agreement on price as
shown on Seller’s signed Certificate of Current Cost or Pricing Data.

52.230-6 Administration of Cost Accounting Standards (JUN 2010). Add "Buyer and the" before
"CFAO" in paragraph (m).

52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013).

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (DEC 2013). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Items (AUG 2019). Clauses in paragraph (c) (1) apply when
Seller is providing commercial items under the Contract.

52.253-1 Computer Generated Forms (JAN 1991).

2. Commercial Items If goods or services being procured under this contract are commercial products and/or
commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015). This clause applies only if
this contract is in excess of $5,500,000 and has a period of performance of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
2009 (JUN 2010). This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-21 Basic Safeguarding of Covered Information Systems (JUN 2016).

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (JUL 2018). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (AUG 2019). In paragraph (b), the term "Government" means "Government or
Buyer". In paragraph (d)(1), all required reporting shall be to Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred,
Suspended or Proposed for Debarment (OCT 2015). Seller agrees it is not debarred, suspended, or
proposed for debarment by the Federal Government. Seller shall disclose to Buyer, in writing, whether
as of the time of award of this contract, Seller or its principals is or is not debarred, suspended, or
proposed for debarment by the Federal Government. This clause does not apply to contracts where
Seller is providing commercially available off-the shelf items.

52.219-8 Utilization of Small Business Concerns (OCT 2018).

52.222-21 Prohibition of Segregated Facilities (APR 2015).
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52.222-26 Equal Opportunity (SEP 2016).

52.222-35 Equal Opportunity for Veterans. (OCT 2015). This clause applies if this contract is
$150,000 or more unless exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014). This clause applies only if
this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (FEB 2016). This clause applies if the Contract is
$150,000 or more.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (JAN 2019). The term “contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If
the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-50 Combating Trafficking in Persons Alternate I (MAR 2015). The term “Contractor” shall
mean “Seller”, except the term “prime contractor” shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer and the Buyer's Authorized Procurement representative in
paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated with
more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for
each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “cancellation” and “Cancellation for Default”,
respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the Government
exercises one of the remedies identified in the paragraph (e) against Buyer as a result, in whole or in
part, of the Seller’s violation of its obligations under this clause, Buyer may impose that remedy against
the Seller proportionate to the extent to which Seller’s violation caused the Government’s decision to
impose a remedy on Buyer.” The term “Contracting Officer” shall mean “Contracting Officer and Buyer”
in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies
susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer or
Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015). This clause applies to all subcontracts
that (1) are for (i) commercial or noncommercial services (except for commercial services that are part
of the purchase of a COTS item, or an item that would be a COTS item, but for minor modifications
performed by the COTS provider and are normally provided for that COTS item), or (ii) construction; (2)
has a value of more than $3,500; and (3) includes work performed in the United States.

52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015). This clause applies if this
contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and is to be performed in whole or in part in the United States. "Contracting
Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the Government exercises a
withhold identified in the paragraph (g) against Buyer as a result of the Seller’s violation of its
obligations under this clause, Buyer may impose that withhold against the Seller.

52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017). This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and are to be performed in whole or in part in the United States.
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52.223-99 Ensuring Adequate COVID-19 Safety Protocols For Federal Contractors (DEVIATION)
(OCT 2021). This clause applies if the contract, and subcontracts at any tier, exceed the simplified
acquisition threshold, as defined in Federal Acquisition Regulation 2.101 on the date of contract award,
and are for services, including construction, performed in whole or in part within the United States or
its outlying areas.

52.224-3 Privacy Training Alternate I (JAN 2017). The term "Contracting Officer" shall mean
"Contracting Officer or Buyer".

52.224-3 Privacy Training (JAN 2017). The term "Contracting Officer" shall mean "Contracting Officer
or Buyer".

52.225-26 Contractors Performing Private Security Functions Outside the United States (OCT
2016). This clause applies if the Contract will be performed outside the United States in areas of (1)
combat operations, as designated by the Secretary of Defense; or (2) other significant military
operations, upon agreement of the Secretaries of Defense and State that the clause applies in that
area. In paragraph (d)(1), Contracting Officer shall mean "Contracting Officer or Buyer" and in
paragraph (d) (3), Contracting Officer shall mean Buyer.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (DEC 2013). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Items (AUG 2019). Clauses in paragraph (c) (1) apply when
Seller is providing commercial items under the Contract.

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006). This clause
does not apply if this contract is for the acquisition of commercial items unless (i) this contract is a
contract or agreement for ocean transportation services; or a construction contract; or (ii) the supplies
being transported are (a) items the Seller is reselling or distributing to the Government without adding
value (generally, the Seller does not add value to the items when it subcontracts items for f.o0.b.
destination shipment); or (b) shipped in direct support of U.S. military (1) contingency operations; (2)
exercises; or (3) forces deployed in connection with United Nations or North Atlantic Treaty
Organization humanitarian or peacekeeping operations.

3. HSARS Clauses The following contract clauses are incorporated by reference from the Homeland Security
Acquisition Regulation Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of
the following clauses, "Contractor" means Seller.

3052.219-70 Small Business Subcontracting Program Reporting (JUN 2006).

4. Prime Contract Special Provisions The following prime contract special provisions apply to this purchase
order

70RSAT20C00000003 Special Provisions .

H.1. SAFEGUARDING SENSTIVE INFORMATION
HSAR Class Deviation 15-01, Attachment 1: Safeguar ding of Sensitive Information (MAR 2015)

(a) Applicability. This clause applies to the Buyer, its subcontractors, and Buyer employees (hereafter referred to
collectively as* Contractor”). The Contractor shall insert the substance of this clause in all subcontracts.

(b) Definitions. As used in this clause—

“Personally Identifiable Information (PI1)” means information that can be used to distinguish or trace an
individual's identity, such as name, social security number, or biometric records, either alone, or when combined
with other personal or identifying information that is linked or linkable to a specific individual, such as date and
place of birth, or mother’s maiden name. The definition of PIl is not anchored to any single category of
information or technology. Rather, it requires a case-by-case assessment of the specific risk that an individual can
beidentified. In performing this assessment, it isimportant for an agency to recognize that non-personally
identifiable information can become personally identifiable information whenever additional information is made
publicly available—in any medium and from any source—that, combined with other available information, could



Effective: 12/02/2021

BDS Terms and Conditions Guide Page 8 of 14

be used to identify an individual. Pl is asubset of sensitive information. Examples of Pll include, but are not
limited to: name, date of birth, mailing address, telephone number, Social Security number (SSN), email address,
Zip code, account numbers, certificate/license numbers, vehicle identifiers including license plates, uniform
resource locators (URL ), static Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint,
iris scan, photographic facial images, or any other unique identifying number or characteristic, and any
information where it is reasonably foreseeable that the information will be linked with other information to identify
theindividual.

“Senditive Information” is defined in HSAR clause 3052.204-71, Contractor Employee Access, as any information,
which if lost, misused, disclosed, or, without authorization is accessed, or modified, could adversely affect the
national or homeland security interest, the conduct of Federal programs, or the privacy to which individuals are
entitled under section 552a of Title 5, United States Code (the Privacy Act), but which has not been specifically
authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest
of national defense, homeland security or foreign policy. This definition includes the following categories of
information:

(2) Protected Critical Infrastructure Information (PCI1) as set out in the Critical Infrastructure Information
Act of 2002 (Title1, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as
amended, the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as
amended, the applicable PCI1 Procedures Manual, as amended, and any supplementary guidance
officially communicated by an authorized official of the Department of Homeland Security (including the
PCIl Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as
amended, “ Policies and Procedures of Safeguarding and Control of SSI,” as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the Assistant Secretary for the Transportation Security Administration or
his/her designee);

(3) Information designated as “ For Official Use Only,” which is unclassified information of a sensitive
nature and the unauthorized disclosure of which could adversely impact a person’s privacy or welfare,
the conduct of Federal programs, or other programs or operations essential to the national or homeland
security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures.

“Senditive Information Incident” is an incident that includes the known, potential, or suspected exposure, |oss of
control, compromise, unauthorized disclosure, unauthorized acquisition, or unauthorized access or attempted
access of any Government system, Contractor system, or sensitive information.

“Sensitive Personally Identifiable Information (SPII)” isasubset of Pll, which if lost, compromised or disclosed
without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairnessto an
individual. Some forms of PIl are sensitive as stand-alone el ements. Examples of such PII include: Social Security
numbers (SSN), driver’slicense or state identification number, Alien Registration Numbers (A-number), financia
account number, and biometric identifiers such as fingerprint, voiceprint, or iris scan. Additional examplesinclude
any groupings of information that contain an individual’s name or other unique identifier plus one or more of the
following elements:

(2) Truncated SSN (such aslast 4 digits)

(2) Date of hirth (month, day, and year)

(3) Citizenship or immigration status

(4) Ethnic or religious affiliation

(5) Sexual orientation

(6) Crimind History

(7) Medica Information

(8) System authentication information such as mother’s maiden name, account passwords or personal
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identification numbers (PIN)

Other PIl may be “sensitive” depending on its context, such asalist of employees and their performance ratings
or an unlisted home address or phone number. In contrast, a business card or public telephone directory of
agency employees contains Pll but is not sensitive.

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance accessible at
http://www.dhs.gov/dhs-security-and-trai ning-requirements-contractors, or available upon request from the
Contracting Officer, including but not limited to:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only)

Information

(2) DHS Sensitive Systems Policy Directive 4300A

(3) DHS 4300A Sensitive Systems Handbook and Attachments

(4) DHS Security Authorization Process Guide

(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information

(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and Security

Program

(7) DHS Information Security Performance Plan (current fiscal year)

(8) DHS Privacy Incident Handling Guidance

(9) Federd Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic Modules

accessible at http://csrc.nist.gov/groups/STM/cmvp/standards.html

(10) Nationa Institute of Standards and Technology (NIST) Special Publication 800-53 Security and Privacy

Controlsfor Federal Information Systems and Organizations accessible at http://csrc.nist.gov/publications/

PubsSPs.html

(12) NIST Specia Publication 800-88 Guidelines for Media Sanitization accessible at http://csrc.nist.gov/

publications/PubsSPs.html

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and procedures

described below, isrequired.
(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security
requirements are set forth in various Management Directives (MDs), Directives, and Instructions. MD 11042.1,
Safeguarding Sensitive but Unclassified (For Official Use Only) Information describes how Contractors must
handle sensitive but unclassified information. DHS uses the term “FOR OFFICIAL USE ONLY” to identify
sensitive but unclassified information that is not otherwise categorized by statute or regulation. Examples of
sengitive information that are categorized by statute or regulation are PCII, SSI, etc. The DHS Sensitive Systems
Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the policies and procedures on
security for Information Technology (IT) resources. The DHS Handbook for Safeguarding Sensitive Personally
Identifiable Information provides guidelines to help safeguard SPII in both paper and electronic form. DHS
Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and Security Program
establishes procedures, program responsibilities, minimum standards, and reporting protocols for the DHS
Personnel Suitability and Security Program.

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted by
the Contractor except as specified in the contract.

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, Department of
Homeland Security Non-Disclosure Agreement (NDA), as a condition of accessto such information. The
Contractor shall maintain signed copies of the NDA for al employees as arecord of compliance. The Contractor
shall provide copies of the signed NDA to the Contracting Officer’ s Representative (COR) no later than two (2)
days after execution of the form.

(4) The Contractor’ sinvoicing, billing, and other recordkeeping systems maintained to support financial or other
administrative functions shall not maintain SPI1. It is acceptable to maintain in these systems the names, titles and
contact information for the COR or other Government personnel associated with the administration of the
contract, as needed.

(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive information
within a Contractor I T system without an Authority to Operate (ATO) signed by the Headquarters or Component
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CIO, or designee, in consultation with the Headquarters or Component Privacy Officer. Unless otherwise specified in the
ATO letter, the ATO isvalid for three (3) years. The Contractor shall adhere to current Government policies, procedures,
and guidance for the Security Authorization (SA) process as defined below.

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive
Systems Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A Sensitive
Systems Handbook (Version 9.1, July 24, 2012), or any successor publication, and the Security Authorization
Process Guide including templ ates.
(i) Security Authorization (SA) Process Documentation. SA documentation shall be developed using the
Government provided Requirements Traceability Matrix and Government security documentation
templates. SA documentation consists of the following: Security Plan, Contingency Plan, Contingency
Plan Test Results, Configuration Management Plan, Security Assessment Plan, Security Assessment
Report, and Authorization to Operate Letter. Additional documents that may be required include a
Plan(s) of Action and Milestones and Interconnection Security Agreement(s). During the devel opment
of SA documentation, the Contractor shall submit asigned SA package, validated by an independent
third party, to the COR for acceptance by the Headquarters or Component CIO, or designee, at least
thirty (30) days prior to the date of operation of the IT system. The Government is the final authority on
the compliance of the SA package and may limit the number of resubmissions of a modified SA package.
Once the ATO has been accepted by the Headquarters or Component ClO, or designee, the Contracting
Officer shall incorporate the ATO into the contract as a compliance document. The Government’s
acceptance of the ATO does not alleviate the Contractor’ s responsibility to ensure the IT system
controls are implemented and operating effectively.

(i) Independent Assessment. Contractors shall have an independent third party validate the security
and privacy controlsin place for the system(s). The independent third party shall review and analyze the
SA package, and report on technical, operational, and management level deficiencies asoutlined in NIST
Specia Publication 800-53 Security and Privacy Controls for Federal Information Systems and
Organizations. The Contractor shall address all deficiencies before submitting the SA package to the
Government for acceptance.

(iii) Support the completion of the Privacy Threshold Analysis (PTA) as heeded. As part of the SA
process, the Contractor may be required to support the Government in the completion of the PTA. The
requirement to complete a PTA istriggered by the creation, use, modification, upgrade, or disposition of
aContractor 1T system that will store, maintain and use PlI, and must be renewed at least every three (3)
years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy |mpact
Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are
required. The Contractor shall provide al support necessary to assist the Department in completing the
PIA in atimely manner and shall ensure that project management plans and schedules include time for
the completion of the PTA, PIA, and SORN (to the extent required) as milestones. Support in this context
includes responding timely to requests for information from the Government about the use, access,
storage, and maintenance of Pll on the Contractor’s system, and providing timely review of relevant
compliance documents for factual accuracy. Information on the DHS privacy compliance process,
including PTAs, PIAs, and SORNSs, is accessible at http://www.dhs.gov/privacy-compliance.

(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3)
years. The Contractor is required to update its SA package as part of the ATO renewal process. The Contractor
shall update its SA package by one of the following methods: (1) Updating the SA documentation in the DHS
automated information assurance tool for acceptance by the Headquarters or Component CIO, or designee, at
least 90 days before the ATO expiration date for review and verification of security controls; or (2) Submitting an
updated SA package directly to the COR for approval by the Headquarters or Component ClO, or designee, at
least 90 days before the ATO expiration date for review and verification of security controls. The 90 day review
process is independent of the system production date and therefore it isimportant that the Contractor build the
review into project schedules. The reviews may include onsite visits that involve physical or logical inspection of
the Contractor environment to ensure controls are in place.

(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security
requirements contained in this contract are being implemented and enforced. The Contractor shall afford DHS, the
Office of the Inspector General, and other Government organi zations access to the Contractor’ s facilities,
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installations, operations, documentation, databases and personnel used in the performance of this contract. The
Contractor shall, through the Contracting Officer and COR, contact the Headquarters or Component CIO, or
designee, to coordinate and participate in review and inspection activity by Government organizations external to
the DHS. Access shall be provided, to the extent necessary as determined by the Government, for the
Government to carry out a program of inspection, investigation, and audit to safeguard against threats and
hazards to the integrity, availability and confidentiality of Government data or the function of computer systems
used in performance of this contract and to preserve evidence of computer crime.

(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit
sengitive information shall meet or exceed the continuous monitoring requirementsidentified in the Fiscal Y ear
2014 DHS Information Security Performance Plan, or successor publication. The plan is updated on an annual
basis. The Contractor shall also store monthly continuous monitoring data at its location for a period not less
than one year from the date the data is created. The data shall be encrypted in accordance with FIPS 140-2
Security Requirements for Cryptographic Modules and shall not be stored on systems that are shared with other
commercia or Government entities. The Government may elect to perform continuous monitoring and I T security
scanning of Contractor systems from Government tools and infrastructure.

(5) Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or revoke
an existing ATO (either in part or in whole). If an ATO is suspended or revoked in accordance with this provision,
the Contracting Officer may direct the Contractor to take additional security measures to secure sensitive
information. These measures may include restricting access to sensitive information on the Contractor 1T system
under this contract. Restricting access may include disconnecting the system processing, storing, or transmitting
the sensitive information from the Internet or other networks or applying additional security controls.

(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government or
operating systems containing sensitive information shall comply with Federal reporting requirements. Annual and
quarterly data collection will be coordinated by the Government. Contractors shall provide the COR with
requested information within three (3) business days of receipt of the request. Reporting requirements are
determined by the Government and are defined in the Fiscal Y ear 2014 DHS Information Security Performance
Plan, or successor publication. The Contractor shall provide the Government with all information to fully satisfy
Federal reporting requirements for Contractor systems.

(f) Senditive Information Incident Reporting Requirements.
(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Component
Security Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems
Handbook Incident Response and Reporting requirements. When notifying the Headquarters or Component
SOC, the Contractor shall also notify the Contracting Officer, COR, Headquarters or Component Privacy Officer,
and USCERT using the contact information identified in the contract. If the incident is reported by phone or the
Contracting Officer’ s email addressis not immediately available, the Contractor shall contact the Contracting
Officer immediately after reporting the incident to the Headquarters or Component SOC. The Contractor shall not
include any sensitive information in the subject or body of any e-mail. To transmit sensitive information, the
Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant encryption methods
to protect sensitive information in attachments to email. Passwords shall not be communicated in the same email
as the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence that the
Contractor has failed to provide adequate information security safeguards for sensitive information, or has
otherwise failed to meet the requirements of the contract.

(2) If asengitive information incident involves PIl or SPI1, in addition to the reporting requirements in 4300A
Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the
following data elements that are available at the time the incident is reported, with any remaining data el ements
provided within 24 hours of submission of theinitial incident report:

(i) Data Universal Numbering System (DUNYS);

(i) Contract numbers affected unless all contracts by the company are affected;

(iii) Facility CAGE code if the location of the event is different than the prime contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management

(address, position, telephone, email);

(v) Contracting Officer POC (address, telephone, email);

(vi) Contract clearance levd;
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(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network;

(viii) Government programs, platforms or systemsinvolved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor
and subcontractor level;

(xii) Description of the Government PIl and/or SPII contained within the system;

(xiii) Number of people potentially affected and the estimate or actual number of records exposed and/or
contained within the system; and

(xiv) Any additional information relevant to the incident.

(g) Sensitive Information Incident Response Requirements.
(1) All determinations related to sensitive information incidents, including response activities, notifications to
affected individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in writing
by the Contracting Officer in consultation with the Headquarters or Component ClIO and
Headquarters or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government to be
required to ensure an effective incident response, including providing all requested images, log files, and event
information to facilitate rapid resolution of sensitive information incidents.

(3) Incident response activities determined to be required by the Government may include, but are not limited to,
thefollowing:

(i) Inspections,

(i) Investigations,

(iii) Forensic reviews, and

(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or third
party firmsto aid in incident response activities.

(h) Additional PIl and/or SPII Notification Requirements.
(1) The Contractor shall have in place procedures and the capability to notify any individual whose Pl resided in
the Contractor IT system at the time of the sensitive information incident not later than five (5) business days
after being directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and
content of any notification by the Contractor shall be coordinated with, and subject to prior written approval by
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless the Contracting
Officer, in consultation with the Headquarters or Component Privacy Officer, has determined in writing that
notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor regarding
any resulting notification, the notification method may consist of letters to affected individuals sent by first class
mail, electronic means, or general public notice, as approved by the Government. Notification may require the
Contractor’ s use of address verification and/or address location services. At a minimum, the notification shall
include;

(i) A brief description of the incident;

(i) A description of the types of PIl and SPII involved;

(iii) A statement as to whether the Pl or SPIl was encrypted or protected by other means;

(iv) Stepsindividuals may take to protect themselves;

(v) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the

incident, and to protect against any future incidents; and,

(vi) Information identifying who individuals may contact for additional information.

(i) Credit Monitoring Reguirements. In the event that a sensitive information incident involves Pl or SPII, the
Contractor may be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or,

(2) Provide credit monitoring services to individual s whose data was under the control of the Contractor or
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resided in the Contractor I T system at the time of the sensitive information incident for a period beginning the
date of the incident and extending not less than 18 months from the date the individual is notified. Credit
monitoring services shall be provided from a company with which the Contractor has no affiliation. At a minimum,
credit monitoring services shall include:
(i) Triple credit bureau monitoring;
(ii) Daily customer service;
(iii) Alerts provided to the individual for changes and fraud; and,
(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or
(3) Establish adedicated call center. Call center services shal include:
(i) A dedicated telephone number to contact customer service within afixed period;
(i) Information necessary for registrants/enrollees to access credit reports and credit scores,
(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by
call center staff and must be resolved by call center management or DHS, as appropriate), and other key
metrics;
(iv) Escalation of callsthat cannot be handled by call center staff to call center management or DHS, as
appropriate;
(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and,
(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As part of contract
closeout, the Contractor shall submit the certification to the COR and the Contracting Officer following the template
provided in NIST Specia Publication 800-88 Guidelines for Media Sanitization.

HSAR Class Deviation 15-01, Attachment 2: Information Technology Security and Privacy Training (MAR 2015)

(a) Applicability. This clause applies to the Buyer, its subcontractors, and Buyer employees (hereafter referred to
collectively as “Contractor”). The Contractor shall insert the substance of this clausein all subcontracts.

(b) Security Training Requirements.
(2) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301,
Subpart C, as amended, to be exposed to security awareness materials annually or whenever system security
changes occur, or when the user’ s responsibilities change. The Department of Homeland Security (DHS) requires
that Contractor employees take an annual Information Technology Security Awareness Training course before
accessing sensitive information under the contract. Unless otherwise specified, the training shall be completed
within thirty (30) days of contract award and be completed on an annual basis thereafter not later than October
31st of each year. Any new Contractor employees assigned to the contract shall complete the training before
accessing sensitive information under the contract. The training is accessible at http://www.dhs.gov/dhs-
security-and-trainingrequirements-contractors. The Contractor shall maintain copies of training certificates for all
Contractor and subcontractor employees as arecord of compliance. Unless otherwise specified, initial training
certificates for each Contractor and subcontractor employee shall be provided to the Contracting Officer’s
Representative (COR) not later than thirty (30) days after contract award. Subsequent training certificates to
satisfy the annual training requirement shall be submitted to the COR viae-mail notification not later than October
31t of each year. The email notification shall state the required training has been completed for all Contractor and
subcontractor employees.

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have access
to DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing DHS
systems and sensitive information. The DHS Rules of Behavior is a document that informs users of their
responsibilities when accessing DHS systems and holds users accountable for actions taken while accessing
DHS systems and using DHS Information Technology resources capable of inputting, storing, processing,
outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is accessible at http:/
www.dhs.gov/dhs-security-and-trainingrequirements-contractors. Unless otherwise specified, the DHS Rules of
Behavior shall be signed within thirty (30) days of contract award. Any new Contractor employees assigned to
the contract shall also sign the DHS Rules of Behavior before accessing DHS systems and sensitive information.
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The Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and subcontractor
employees as arecord of compliance. Unless otherwise specified, the Contractor shall e-mail copies of the signed
DHS Rules of Behavior to the COR not later than thirty (30) days after contract award for each employee. The
DHS Rules of Behavior will be reviewed annually and the COR will provide notification when areview is required.

(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to Personally
Identifiable Information (PI1) and/or Sensitive Pl (SPII) are required to take Privacy at DHS: Protecting Personal
Information before accessing PIl and/or SPII. Thetraining is accessible at http://www.dhs.gov/dhs-security-andtraining-
requirements-contractors. Training shall be completed within thirty (30) days of contract award and be completed on an
annual basis thereafter not later than October 31st of each year. Any new Contractor employees assigned to the contract
shall also complete the training before accessing Pl and/or SPII. The Contractor shall maintain copies of training
certificates for all Contractor and subcontractor employees as arecord of compliance.

Initial training certificates for each Contractor and subcontractor employee shall be provided to the COR not later than
thirty (30) days after contract award. Subsequent training certificates to satisfy the annual training requirement shall be
submitted to the COR viae-mail notification not later than October 31st of each year. The e-mail notification shall state the
required training has been completed for all Contractor and subcontractor employees.

GOVERNMENT FURNISHED PROPERTY

Before purchasing any individual item equal to or exceeding $5,000 that is required to support technical tasks performed
pursuant to this SOW, Seller shall obtain the Buyer's prior written consent. If the Buyer consents to such purchase, such
item shall become the property of Buyer of Department of Homeland Security (DHS). Seller will maintain any such items
according to currently existing property accountability procedures. The Buyer or Contracting Officer will determine final
disposition of any such itemsin writing.



